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Preface

Editors' notes

This volume is being developed over the course of several ywsaof the Helio-
physics Summer School, starting with the rst chapter in 2012. Chapters are
being added as they become available from the authors/lectiers, after which
this volume will be completed as the 5th in the Heliophysics eries. This vol-
ume will be available as a freely accessible online volume tcomplement the
four printed Heliophysics volumes published by Cambridge Wiversity Press.
We recommend that the reader occiasionally check the Schoslwebsite (see
below) for updates. Until the volume is complete, the numbeing of chapters,
gures, and tables is subject to change.

Additional resources

The texts were developed during a summer school series for laphysics,
taught at the facilities of the University Corporation for A tmospheric Re-
search, in Boulder, Colorado, funded by the NASA Living With a Star pro-
gram. Additional information, including text updates, lec ture materials, (color)
gures and movies, and teaching materials developed for theschool can be
found at http://www.vsp.ucar.edu/Heliophysics. De niti ons of many solar-
terrestrial terms can be found via the index of each of the rd four volumes; a
comprehensive list can be found at http://www.swpc.noaa.gv/info/glossary.htm.



iv Preface

Heliophysics

helio-, pref., on the Sun and environs, from the Greek helios.
physics, n., the science of matter and energy and their interactions.

Heliophysics is the

comprehensive new term for the science of the Sun - Solar Sgah Connection.
exploration, discovery, and understanding of our space eimanment.

system science that unites all of the linked phenomena in thegion of the cosmos
in uenced by a star like our Sun.

Heliophysics concentrates on the Sun and its e ects on Earththe other planets of
the solar system, and the changing conditions in space. Helphysics studies the
magnetosphere, ionosphere, thermosphere, mesospheredarpper atmosphere of the
Earth and other planets. Heliophysics combines the sciencef the Sun, corona,
heliosphere and geospace. Heliophysics encompasses cosrays and particle
acceleration, space weather and radiation, dust and magnét reconnection, solar
activity and stellar cycles, aeronomy and space plasmas, ngmetic elds and global
change, and the interactions of the solar system with our gailxy.

From NASA's \Heliophysics. The New Science of the Sun - Solar System  Connection:
Recommended Roadmap for Science and Technology 2005 - 2035."

Space weather

Space weather refers to the variable state of the coupled spa environment related
to changing conditions on the Sun and in the terrestrial atmaphere, speci cally
those conditions that can in uence the performance and relability of space-borne
and ground-based technological systems, and that can dirdy or indirectly
endanger human well-being.




1
Introduction

Carolus J. Schrijver et al.

[Text excerpted from Schrijver et al. (2015), with minimal modi cations.]

Space weather is a real and permanent hazard to society that eeds to
be, and can be, addressed by combining scienti ¢ research thi engineering
ingenuity: protecting society from space weather requireshat we adequately
understand the physical processes of space weather, that vharacterize the
conditions to which technological infrastructures need tobe designed, that
we learn to e ectively forecast space weather, and that the onsequences of
acting on such forecasts are accepted as necessary for thection of societal
infrastructure.

Societal use of, and dependence on, ground-based electticystems and
space-based assets has grown tremendously over the past ddes, by far out-
pacing population growth as society continues to grow its edctrical/electronic
and space-based technologies. Global electricity use hascreased by a factor
of about 1.6 over the 15-year period between 1997 and 2012 (brnational
Energy Agency, 2013). The global satellite industry revene has multiplied
by a factor of about 4.2 over that period (to US$190 billion pe year for 2012,
part of a total value of US$304 billion for the overall space ndustry, with
over 1,000 operating satellites from over 50 countries; Satlite Industry As-
sociation, 2013). In contrast, the global population grew ly approximately
20% over that period (Population reference bureau, 2013), @monstrating our
increasing use of electrical power and satellite-based iafmation per capita.

With that growth in electrical/electronic and space-based technologies comes
increasing vulnerability to space weather: where a centuryago the main risk
was associated with the telegraph systems we now see impadtsthe electric
power grid, in satellite functionality, in the accuracy of navigation and timing
information, and in long-range high-frequency (HF; cf. Tabe 5.1, and also Fig.
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Space weather publications and web pages
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Fig. 1.1. Number of publications per year with "space weath€" in the abstract in
NASA/ADS (blue; left axis), and the number of web sites returned by a Google
search for "space weather" within calendar years (since 2@) in thousands (red; right
axis).

4.1 in Heliophysics Volume Il) radio communication. We see & increasing in-
terest in understanding space weather impacts and the thre® these pose are
spread over a variety of civilian sectors [...]. Selected morts on these im-
pacts (that themselves provide information on more literature on the subject)
are compiled in an on-line resource list that accompanies this report; that
resource list also includes a glossary of solar-terrestiigermsz, and links to a
National Geographic introduction to space weather accesbie via YouTubex,
and lectures related to space weather, its impacts, and its@gence in the NASA
Heliophysics Summer Schodl.

The reality of the threat to society posed by space weather isncreasingly
acknowledged - re ected, for example, in the exponential gowth of the number
of web pages on space weather (totaling over 130,000 new eiats in 2013; see
Figure 1.1) and in the number of customers subscribing to ale¢ and forecast
services (exceeding, for example, 40,000 for the US Space &tleer Predic-
tion Center). A core di culty facing any study that attempts a cost-benet
analysis for space weather is inadequate knowledge of thedenological and
economic impacts of ongoing space weather and of the risk ped by extreme
space storms. This hampers the quantitative identi cation of the most sig-
ni cant impacts of space weather and consequently the priottization of the

y http://www.Imsal.com/ schryver/COSPARrm/SWiibrary.html

z http://www.swpc.noaa.gov/info/glossary.html

X http://www.Imsal.com/ schryver/COSPARrm/SWilibrary.html#youtube
{ http://www.vsp.ucar.edu/Heliophysics/
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research areas and the deployment of infrastructure to pratct against space
weather. [A]chieving a quanti cation of the SWx impact on societal tech-

nologies is important for the process of allocating the reqined resources for
research and forecasting, and of determining what sectorsf@ociety should be
involved in appropriating which resources. For example, ahough the threat

posed by geomagnetic storms is broadly recognized as real.de Krausmann,

2011; Langho and Straume, 2012), establishing the vulneraility and conse-

guences of such an event has proven to be very di cult (Space @idies Board,

2008; DHS O ce of Risk Management and Analysis, 2011; JASON,2011),
hampering a cost-bene t assessment of investments that cdd make impacted
systems less vulnerable by suitable engineering or by impwed forecasting
(DHS O ce of Risk Management and Analysis, 2011).

Like terrestrial weather, space weather manifests itself a a variety of dis-
tinct phenomena, and like terrestrial weather, it ranges flom benign to ex-
tremely severe. Most frequently, space weather is very weai intensity with
apparently little impact on technology. Strong, severe, orextreme geomag-
netic conditions (as measured by the Kp index, on NOAA's G scéy occur
only 5% of days through a solar magnetic cycle. Even though tare are no
reports of catastrophic failures in the US high-voltage power grid, there is an
increase by 40% 20% in insurance claims for industrial electrical and elec-
tronic equipment on the 5% most geomagnetically active daygas measured
by the rate of change in the geomagnetic eld strength) relaive to quiet days,
and there is an increase of 30%10% in the occurrence frequency of substan-
tial disturbances in the US high-voltage power grid (Schriper et al., 2014).
Overall, approximately 4% of the disturbances in the US highvoltage power
grid reported to the US Department of Energy are attributabl e to strong but
not extreme geomagnetic activity and its associated geomaggtically induced
currents (GICs; Schrijver and Mitchell, 2013).

Other aspects of space weather can adversely a ect satelés. Severe solar
energetic-particle (SEP) storms, for example, impact sat#ites directly, while
expansion of the terrestrial upper atmosphere by magnetodperic variability
(through Joule heating) may a ect low-orbiting satellites by modifying their
orbits through increased drag which is an issue for on-orbibperations, colli-
sion avoidance, and could eventually lead to early re-entrye.g., Rodgers et
al., 1998). A series of such storms during the 2003 Octoberdvember time
frame, for example, saw considerable impacts on satellitethrough electronic
single-event upsets (SEUS), solar-array degradation, mdad orbit dynam-
ics for spacecraft in low-Earth orbits, and noise on both hogsekeeping data
and instrument data. Another manifestation of space weathe is the enhance-

y http://www.swpc.noaa.gov/INOAAscales/
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ment of radiation belt (RB) particles and of magnetosphericplasma that cause
charging/discharging phenomena or state upsets in satelié electronics. For 34
Earth and space science missions from NASA's Science Missi®irectorate,
for example, 59% of the spacecraft experienced such e ectBérbieri and Mah-
mot, 2004). A graphic laboratory demonstration of dischargng inside dielec-
tric materials (a critical space weather impact for satellites in geosynchronous
and middle Earth orbit) is available on YouTubez.

A third impact for space weather occurs via severe modi caton of trans-
ionospheric signals by highly variable plasma density in spce and time, thus
a ecting customers of GNSS services. The economic impact dhis type of
space weather has yet to be investigated, being complicately the fact that
it will mostly occur well downstream of the immediate service providers and
also by the fact that GNSS technology is rapidly evolving eva as the total
numbers of users and uses increases, increasingly in laydrapplications that
may hide just how GNSS-dependent a system is.

The threat posed to society by the most severe space storms thaccur
a few times per century is largely unknown and the magnitude 6 such a
threat is consequently highly uncertain: the technologicé landscape evolves
so rapidly that our modern-day highly-interconnected socetal infrastructure
has not been subjected to the worst space storms that can occu Some re-
ports put the threat by the most severe space storms among theigni cant
threats faced by our technology-dependent society. Geomagtic disturbances
(GMDs) on electrical systems have been known to impact techology for over
150 years, starting with the telegraph systems, and showin@ clear correlation
with the sunspot cycle (Boteler et al., 1998). Among the inswance-industry
reports that review the space weather risk landscape from th industry per-
spective (e.g., Hapgood, 2011), one (Lloyd's, 2013) condales for the US in
particular that "the total population at risk of extended po wer outage from a
Carrington-level storm [i.e., unusually strong but likely to occur approximately
once per century] is between 20-40 million, with durations 16 days to 1-2
years", while recognizing that even for weaker storms "the ptential damage to
densely populated regions along the Atlantic coast is signgtant." The World
Economic Forum (2013) includes vulnerability to geomagneic storms explic-
itly in its listing of top environmental risks deemed to be able to signi cantly
impact the global economy. The US National Intelligence Coucil (2013) noted
that "[u]ntil cures' are implemented, solar super-storms will pose a large-scale
threat to the world's social and economic fabric". A report on a risk analysis
for space weather impacts in the UK (Royal Academy of Enginegng, 2013)
stated that the reasonable worst case scenario would have &gsi cant impact

z http:/lyoutu.be/-EKdxzZ52zU
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on the national electricity grid." Impacts of geomagnetic gorms are not lim-
ited to grids at high latitudes: although geomagnetic latitude is an important
factor in GMD strengths, "geological conditions tend to overide the e ect of
latitude" (NERC, 1989). In addition, lower-latitude regio ns can experience
GICs arising from uctuations in the magnetospheric ring current as demon-
strated by the serious impact of the Halloween 2003 storms othe power grid
in South Africa (e.g., Gaunt, 2013).

Even if we disregard the uncertain impact of extreme space vaher, we
know that impacts of moderate to extreme space storms that ocur a few hun-
dred times per 11-year solar cycle have consequences that nesubstantial
attention and investment. The overall cost to the US economyalone, for exam-
ple, of non-catastrophic disturbances in the US power grid #ributable to geo-
magnetically induced currents appears to be of the order ofame US$5-10 bil-
lion/year (Schrijver et al., 2014). Economic impacts of spae weather through
other technological infrastructures have yet to be estabkhed, but threat as-
sessments suggest "that space weather is the largest cortititor to single-
frequency GPS errors and a signi cant factor for di erential GPS" (American
Meteorological Society, 2011), for an industry that is worth of order US$100
billion/year worldwide (American Meteorological Society, 2011; Pham, 2011).
A recent study (Schulte in den Baumen et al., 2014) made a rstattempt to
couple a GIC impact model with an economic model of global trde showing
how GIC impact in three di erent regions (China, Europe and North Amer-
ica) would drive impacts across the world economy. It reinfoces the message
that space weather is a global problem - that a physical impatin one region
can damage economies far from the impact site.

Given the persistent presence of the threat, society's in@asing exposure to
space weather, and the likely low-frequency but high-impat extreme-storm
scenarios, it is not surprising that calls for the preparation for, forecasting
of, mitigation against, and vulnerability assessment for pace weather impacts
by the international community echo in various studies overthe past decade,
including reports from academia (Hapgood, 2011), from the \$ National Re-
search Council (2008), the UN Committee on the Peaceful Usef@®uter Space
(2013), and from the Organisation for Economic Co-operatio and Develop-
ment (OECD, 2011).

The user base interested in forecasts of space weather is grog rapidly
with the increased awareness of space-weather threats anchpacts. The o -
cial US space-weather forecast center (the Space Weather &diction Center of
the US National Oceanographic and Atmospheric Administration), for exam-
ple, sees a continuing rapid growth in subscribers to its "Poduct Subscription
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Service'y that was initiated in 2005 and that exceeded 40,000 individal sub-
scribers early in 2014. A survey of the subscribers to the SWE service in
2013 enabled an assessment of the interests from the user si@Schrijver and
Rabanal, 2013), which concluded that "[s]pace weather infonation is most
commonly obtained for reasons of [indirect impacts throughinterruptions of
power or communications on] human safety and continuity or eliability of
operations. The information is primarily used for situational awareness, as
aid to understand anomalies, to avoid impacts on current andnear-future op-
erations by implementing mitigating strategies, and to prepare for potential
near-future impacts that might occur in conjunction with co ntingencies that
include electric power outages or GPS perturbations. Inteest in, anticipated
impacts from, and responses to the three main categories ofpace weather
[- geomagnetic, radiation, and ionospheric storms -] are gte uniform across
societal sectors. Approximately 40% of the respondents exgxt serious to very
serious impacts from space weather events if no action wereaken to miti-
gate or in the absence of adequate space weather informationThe impacts
of space weather are deemed to be substantially reduced bacse of the avail-
ability of, and the response to, space weather forecasts analerts." It appears
that many users of space weather forecasts apply the forecamformation to
avoid impacts on their systems and operations, either by inbeased monitoring
given situational awareness or by taking preventive mitigding actions. As
with terrestrial weather, this means that the economic value of space weather
forecasts likely signi cantly exceeds the total costs of d&imental impacts,
and that this value would increase as forecast accuracy andpgci city would
increase. Other valuable uses of space weather informaticas indicated by the
subscribers to space-weather information lie in anomaly aalysis and system
design speci cation (Schrijver and Rabanal, 2013).

The study of space weather is important because of its sociat relevance
and much headway has been made in recent years [...]. Space Wex also
teaches us about the physical processes of the local cosmdet is our home
within the Galaxy. More commonly known as the eld of Sun-Earth con-
nections, or as heliophysics particularly within the US, this is the science of
the astrophysical processes that occur in the deep solar iatior, in the vast
reaches of the solar atmosphere that extend beyond the furtibst planet out to
the interstellar medium, and that includes the variety of coupling processes to
the planets and natural satellites of our own solar system. Wderstanding all
of these processes and interactions between diverse enviraents is our step-
ping stone to understanding what happens elsewhere in the uverse in similar

y http://www.swpc.noaa.gov/pss/
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environments, as much as to understanding the distant past ad future of our
own planetary system and its host star.

For a collection of reading materials on space weather and st societal impacts, see
http://www.Imsal.com/  schryver/SWilibrary.html.
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Space weather: impacts, mitigation,
forecasting

Sten Odenwald

2.1 Introduction

Normal, terrestrial weather is a localized phenomenon thatplays out within
a volume of 4 billion cubic kilometers over scales from meter to thousands
of kilometers, and times as diverse as seconds to days. Whethyou use
the most humble technology found in remote villages in Banghdesh, or the
most sophisticated computer technology deployed in Downtvn Manhattan,
terrestrial weather can and does have dramatic impacts all eross the human
spectrum. During 2011 alone, annual severe weather eventst humanity
2000 lives and inicted damages upwards of $37 billion dolles (Berkowitz,
2011). The public reaction to terrestrial weather is intense, and visceral, with
armies of meteorologists reporting daily disturbances arond the globe, and
weather forecasting models that have decades of developntehehind them
and that have improved in reliability over the years.

In contrast to terrestrial weather and to our methods of mitigating its
impact, we have the arena of space weather, which occurs witth a volume
spanned by our entire solar system, over time scales from saads to weeks
and spatial scales from meters to billions of kilometers. Ulike the impacts
caused by terrestrial weather, space weather events on theuman scale are of-
ten much more subtle, and change with the particular technolgy being used.
There are, for example, no known space weather events in theuplic literature
that have directly led to the loss of human life. The public reaction to space
weather events when announced, seldom if ever reaches thevdd of urgency
of even an approaching, severe thunderstorm. Despite the € that, since the
1990s, we have become more sophisticated about communiaadi to the public
about the potential impacts of severe space weather, thesdeats are still only

8
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consumed and taken seriously by a very narrow segment of thegpulation

with technology at risk; satellite owners, power grid operdors, airline pilots

and the like. The historical record shows that in virtually all instances, space
weather events have only led to nuisance impacts; disruptedadio commu-
nication; occasional short-term blackouts; and occasioriasatellite losses that
were quickly replaced. Yet, when translated into the 21st Catury, these same
impacts would have a signi cantly larger impact in terms of the numbers of
people a ected. For instance, the Galaxy 4 satellite outagein 1998 deacti-
vated 40 million pagers in North America for several hours. Rgers at that
time were heavily used by physicians and patients for emergey surgeries, to
name only one type of direct impact. Numerically, and in terms of function,

we are substantially less tolerant of \outages" today than & any time in the

history of space weather impacts.

In this chapter, | review the various technologies and systms that have
historically-proven susceptibilities to space weather, viay they are susceptible,
methods being used to mitigate these risks, and how one migtagstimate their
social impacts. | hope to demonstrate that, although we havea rm under-
standing of why technologies are at risk from basic physicsansiderations, we
are still a long ways from making the case that extraordinarymeans need to be
exerted to improve the reliability of present-day forecass. One of the reasons
for this is that we have been living through a relatively moderate period of solar
activity spanning the majority of the Space Age. Without a major \Hurricane
Katrina" equivalent in space weather, perhaps akin to the 1&9 Carrington-
Hodgson Superstorm, there is not much public outcry, commaegial foresight,
or political will, to signi cantly improve the current prep aredness situation.
Moreover, the progress of technology has been so rapid sintee beginning of
the Space Age in the late 1950s, that many of the technologiethat were most
susceptible to space weather, such as telegraphy, compasgswygation, and
short-wave communication, have largely vanished in the 24sCentury, to be
replaced by substantially more secure, albeit more inter-épendent, consumer
technologies.

2.1.1 Open-air radio communication

Although telegraphic communication was the dominant victim of solar geo-
magnetic activity during the 1800s, by the mid-20th Century, virtually all

telegraphic systems had been replaced by land lines carryintelephonic com-
munications, and by the rapid rise of short-wave broadcastig and submarine
cables for trans-continental communication (Odenwald, 2Q0). At its peak
around 1989, over 130 million weekly listeners tuned-in to he BBC's World
Service. Once the Cold War ended, short-wave broadcastingral listening de-
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Fig. 2.1. The number of short wave stations (vertical axis) has dropped dramatically
since the advent of the World Wide Web and other wireless medi, which now provide
the main source of news reporting in the 21st century. (Data ourtesy Careless, 2010)

clined. As Figure 2.1 shows, less than one third of the statins on the air in
1970s are still operating. Compared to other forms of commuication (such
as web-based programming) shortwave is very expensive in s of setting
up a radio station and providing operating costs to purchasemegawatts of
broadcasting power (Careless, 2010, 2011). Nevertheledsy December 2011
an estimated 33% of the human population had access to the lernet and
its vast network of formal and informal \news" aggregators, including online
counterparts of nearly all of the former shortwave broadcasng stations.
Although shortwave broadcasting is a ghost of its former sd| there are still a
number of functions that it continues to serve in the 21st Cenury. Itis a back-
up medium for ship-to-shore radio, delivering state-suppaed propaganda to
remote audiences, time signals (at station WWYV, the call sign of the U.S.
NIST time signal), encrypted diplomatic messaging, rebeleontrolled, clandes-
tine stations, and the mysterious \Numbers Stations". There also continues
to be a die-hard population of amateur radio \hams" who continue to thrill
at DXing a dwindling number of remote, low-power stations around the world
when the ionospheric conditions are optimal. Sometimes, tese ham opera-
tors serve as the only communication resource for emergen@perations. For
example, during Hurricane Katrina in 2005, over 700 ham opeators formed
networks with local emergency services, and were the only ndaum for rapidly
communicating life-saving messages. Despite the lack of plic interest or
awareness of the modern shortwave band, its disruption codl leave many
critical emergency services completely blind and unrespaive in a crisis.
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Short wave (SW) broadcasting played such a key societal roleluring the
rst-half of the 20th century that millions of people were intimately familiar
with its quality, program scheduling, and disruptions to this medium. Any
disruption was carried as a Front Page story in even the most pestigious
newspapers such as the New York Times. Although shortwave ations were
routinely jammed by the then Soviet Union or Germany during World War |1,
these e orts paled in comparison to the havoc wreaked by evem minor solar
storm. Known as the Dellinger E ect, a solar are increases the ionization in
the D and F Regions of the ionosphere on the dayside of Earth,p@nning the
full sun-facing hemisphere. This absorbs shortwave radiabn but causes very
low frequency (VLF) waves to be re ected. During the four solar cycles that
spanned the \Short Wave Era" from 1920 to 1960, there were dogns of ares
that delivered radio blackouts, which regularly interfered with trans-Atlantic
communication, which was then a major news and espionage yway for infor-
mation between Europe and North America. Examples of eventseported in
the New York Times include:

July 8, 1941 - Shortwave channels to Europe are a ected (p. 10
September 19, 1941 - Major baseball game disrupted (p. 25)

February 21, 1950 - Sun storm disrupts radio cable service (p5)

August 20, 1950 - Radio messages about Korean War interrupte (p. 5)
April 18, 1957 - World radio signals fade (p. 25)

February 11, 1958 - Radio blackout cuts US o from rest of world (p. 62)

Although as we noted before, contemporary public contact wih shortwave
radio is nearly zero, today there are some places where SW islkin limited
use, and where the public in those regions would be as convearg with SW
fade-outs as the western world was around 1940. For instanceChina is ex-
panding its SW broadcasting to remote populations across & territory who
do not as yet have access to other forms of communications nebrks. Even
today, short wave outages still make the news:

On August 9, 2011 a major solar are caused fade-outs in the SWbroad-
casts of Radio Netherlands World (RNW), but after an hour, broadcasting
had returned to its normal clarity. Solar are disrupts RNW s hort wave re-
ception (RNP, 2011). This was the rst major SW blackout in Ch ina since the
X7.9-class are on January 21, 2005, which a ected Beijing &ad surrounding
eastern population centers (Xinhuanet, 2005). On Februaryl5, 2011 another
large solar are disrupted southern Chinese SW broadcastigp. The China
Meteorological Administration reported an X2.2-class are at that time (Xi-
huanet, 2011). The January 23, 2012 M9-class solar are disipted broadcasts
on the 6 20 meters bands across North America, and severely acted the UHF
and VHF bands for a period of a few hours (Shortwave America, 212).
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Fig. 2.2. A small portion of a map of the locations of submarire ber optic cables
around 2011. (Courtesy TeleGeography, 2012)

2.1.2 Submarine telecommunications cables

The rst copper-insulated, trans-Atlantic cable was deposgted on the ocean
oor in 1856 between Ireland and New Foundland, but becausetiwas run at
voltages that were too high, the insulation broke down and the cable failed
within a few weeks. The rst successful cable was laid in 1865etween Brest,
France and Duxbury, Massachusetts and worked successfullipr many years,
passing telegraphic signals at a speed of 2 words per minute Q.01 bps!).
The rst copper-insulated, trans-Atlantic telephone cable was laid in 1956.
By 1950, over 750,000 miles of copper-based undersea cabsltbeen installed
between all of the major continents (International Cable Protection Committee
[ICPC], 2009). This was followed by the rst ber optic cable TAT-8 installed

between Europe and North America in 1988. By 2009, some 5000 miles of
ber optic cable had been deployed, and had largely replaceall copper cable
tra ¢ due to the much higher bandwidths approaching several terabytes/sec
(see Fig. 2.2).

Because signals degrade in strength as they travel throughhbusands of
miles of copper, devices called repeaters are added to thelida every 50 miles
or so, and are powered by a current owing through a separate lgh-voltage
power line that parallels the cable from end to end. Loss of pwer to a cable
can cause immediate loss of signal, so all cables must be contously powered
through connection to the domestic power grid or back-up gerrators. These
voltages can exceed 500kV, and pose an electrocution hazatal shing boats
that accidentally snag them. Cables are typically broken through shing ac-
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cidents, earthquakes and mechanical failure about 150 timgea year, causing a
loss of communication capacity that may last from days to we&s depending
on the depth of the required repair (ICPC, 2009). Because theepair site may

only be a meter or so in length, modern repair ships routinelyuse GPS to reach
the proper location of the identi ed failed repeater, or cable damage. Also,
GPS systems are used in deploying ber optic cables along ex& preplanned

routes that minimize cable waste.

There is no formal requirement for communications companis to log ca-
ble outage events, especially in a public archive. Consequo#ly, outages only
become public knowledge when they impact public telecommuigations activ-
ities. For example, on February 25, 2012, The East African Maine System
(TEAMS) data cable linking East Africa to the Middle East and Europe was
severed o the coast of Kenya by a ship that illegally droppedanchor in a re-
stricted area. This cable was already taking the tra ¢ from t hree other ber
optic cables that had been damaged only 10 days before. It wdd take three
weeks before this cable could be repaired, and data and e-conerce tra c re-
stored to Kenya, Uganda, Rwanda, Burundi, Tanzania and Ethiopia (Parnell,
2012).

Copper-based submarine cables are deployed in a manner siar to the
old-style telegraph cables. For this reason they are subjédo the same space
weather impacts, though for di erent reasons, and perhaps ot the ones you
might initially consider. The original telegraphic systems and submarine ca-
bles of the 1800s were single conductors through which oneahi of the battery
was connected. The other half of the battery was grounded tole local Earth
to complete the circuit! This works well when the naturally-occurring ter-
restrial ground current is stable in time, and over large gegraphic distances
comparable to the telegraph network. However, both of theseconditions are
badly violated during a geomagnetic storm.

During a geomagnetic storm, a strong ionospheric current apears, called
the electrojet. This current induces a secondary magnetic eld that penetrates
the local ground causing ground currents to ow that are called Geomagnetically-
Induced Currents or GICs. Any single-wire telegraph systemwill immediately
detect this GIC, which can be much greater than the original battery current,
hence the frequent reports about mysterious high voltagesrad equipment burn
out. The older trans-Atlantic cables were not immune from this because they,
too, were patterned after the single-wire telegraph systenand so GICs were
a corresponding problem on these systems. For example, theegmagnetic
storm that occurred on 2 August 1972 produced a voltage surgef 60 volts on
AT&T's coaxial telephone cables between Chicago and Nebrds. The mag-
netic disturbance had a peak rate of change of 2200 nT/min., bserved at the
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Geological Survey of Canada's Meanook Magnetic Observatorynear Edmon-
ton, and a rate of change of the magnetic eld at the cable loction estimated
at 700 nT/min. The induced electric eld at the cable was calculated to have
been 7.4 V/Ikm, exceeding the 6.5 V/km threshold at which the line would
experience a high current shutdown (Space Weather Canada,041).

One might think that modern-day ber optic cables are immune from this
GIC e ect because they involve a non-conductive optical ber. High-voltage
(HV) power is supplied to the cable at each end, with one end biag at V* and
the other at V  potential. Just as for telegraph systems, one side of the HV
supply is grounded to Earth, which provides a pathway for GICs. Repeaters for
boosting the signal are connected in series along the cabl&ia and supplied by
a coaxial power cable. GIC currents can temporarily overlod the local power
supply, causing repeaters to temporarily fail, and usuallyrequire resetting.

Have any incidents involving ber optic cables ever been reprted? We are
mindful of the old adage that absence of evidence is not the sae as evidence
of absence. The fact that there is no impartial way to track outages on modern
ber optic telecommunications cables, and there are no fedel regulations that
require this reporting, means that reports are voluntary. When we search
through public documents and nd no cases of space weatheretated cable
outages, it only means that we cannot choose between two pdbte situations:
Either they do occur and are not reported to save embarrassnrd, or the public
records are unbiased and so lack of examples indicated lackan impact. There
are, however, some notable examples: At the time of the Marcii989 storm,
a new transatlantic telecommunications ber-optic cable was in use. It did
not experience a disruption, but large induced voltages wes observed on the
power supply cables (Space Weather Canada, 2011).

2.1.3 Ground-based computer systems

Solar storms can be a rich source of energetic particles vieheck-produced
Solar Proton Events (SPES), galactic cosmic ray (GCR) enhagements during
sunspot minimum, or events taking place within the magnetoghere during
the violent magnetic reconnection events attending a geongnetic storm. Al-
though high-energy cosmic rays can penetrate to the groundrad provide about
10% of our natural radiation background, secondary neutroms can be generated
in air showers and penetrate at much higher uxes to the grourd. A number
of monitoring stations, such as the Delaware Neutron Monita, provide day-
to-day measurements of the GCR secondary neutron backgrouhand detect
ground-level enhancements (GLES). At aviation altitudes, these high-energy
neutrons can produce avionics upsets, which are easily cacted by error de-
tection and correction (EDAC) algorithms or multiply-redu ndant avionics sys-
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tems. On the ground, and ostensibly shielded by a thick atmoghere, computer
systems and chip manufacturing processes have been allefed ected by so-
lar storm events (Tribble, 2010). Trying to identify even one case where such
\computer glitches" were caused by GCR or space weather evés remains
problematical. Nevertheless, consumers and governmentsgect their com-
puter systems to function reliably (computer virus attacks excepted), so even
manufacturers such as Intel take this issue seriously. US pent 7,309,866, was
assigned to Intel for their invention of "Cosmic ray detectors for integrated
circuit chips" (Hannah, 2004): \Cosmic particles in the form of neutrons or
protons can collide randomly with silicon nuclei in the chip and fragment some
of them, producing alpha-particles and other secondary pdicles, including the
recoiling nucleus. [...] Cosmic ray induced computer crasts have occurred
and are expected to increase with frequency as devices (fokample, transis-
tors) decrease in size in chips. This problem is projected tdbecome a major
limiter of computer reliability in the next decade.”

Bit- ip errors, in which the contents of a memory cell become switched from
a \0" state to a \1" state or vice versa, are a pernicious form d Single Event
Upset (SEU) that continues to plague ground based computer ystems that
use high-density VLSI (very large-scale integration) memoy. The mechanism
is that a high-energy neutron collides with a substrate or gé nucleus, pro-
ducing a burst of secondary charged particles. These eleans and ions drift
into a memory cell and increase the stored charge until a sta threshold is
achieved, at which point the cell indicates a high-Q state of\1" rather than a
relatively empty, low-Q state of \0"; hence the bit- ip erro r. Extensive testing
and research to identify the origin of these soft-memory erors led to alpha
particle emission from naturally occurring radioisotopesin the solder and sub-
strate materials themselves. Extensive re-tooling of thedbrication techniques,
however, failed to completely eliminate SEUs. Currently, asystem with 1 GB
of RAM can expect one soft-memory error every week, and a 1tabyte sys-
tem can experience SEUs every few minutes. Error detectionral correction
(EDAC) algorithms cost power and speed, and do not handle muil-bit errors
where the parity does not change (Tezzaron, 2003). Accordipto Paul Dodd,
manager for the radiation e ects branch at Sandia National Labs: "It could be
happening on everyone's PC, but instead everyone curses Mizsoft. Software
bugs probably cause a lot of those blue-screen problems, byou can trace
some of them back to radiation e ects” (Santarini, 2005).

Although there are no speci ¢, documented examples of grout-based com-
puter crashes due to specic solar storms, it is legitimate b consider what
might be the societal consequences of space weather-inddosomputer glitches.
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If they occur from time to time, it is instructive to consider the impact that
other more prosaic glitches have produced:

March 2, 2012 - Computer glitch hits Brazil's biggest airline. \Brazil's
biggest airline says a computer glitch took down its check# system in sev-
eral airports across the country, causing long delays" (basn.com, 2012).
November 5, 2011 - HSBC systems crash a ects millions acros$K. \HSBC
was today hit by a nationwide systems crash thought to have aected mil-
lions of customers. The bank's cash machines, branches, delgards, and
internet banking services all stopped working at 2.45pm afér a computer
glitch" (Paxman, 2011).

2.1.4 Space-based computers

The rst documented space weather event on a satellite occued on Telstar-1
launched in July1963. By November, it had suddenly ceased toperate. By
exposing the ground-based duplicate Telstar to various raghtion backgrounds,
Bell Telephone Laboratory engineers were able to trace thenpblem to the gate
of a single transistor in the satellite's command decoder. Aparently, excess
charge had built up on the gate, and by simply turning the satdlite o for a
few seconds, the problem disappeared. By January, 1963 thatgllite was back
in commercial operation relaying trans-Atlantic television programs between
Europe and North America (Reid, 1963).

During the 1960s, a number of NASA reports carefully documeted the
scope and nature of space weather-induced satellite and specraft malfunc-
tions. There was as yet no signi cant commercial investmentin space, so
NASA analyzed glitches to its own satellites and interplaneary spacecraft.
Of course, military satellites of ever increasing complexy, cost, and political
sensitivity were also deployed, but no unclassi ed documets were then, or
are now, available to compare space weather impacts acrossamy di erent
satellite platforms. This leads to an important issue that is crucial to impact
assessment and mitigation. How can we assess risks and prespive economic
losses when so much of the required data is protected throughational secrecy
regulations and commercial con dentiality? Even among the\public domain”
NASA satellites, data as to the number and severity of \glitches" is usually
buried in the \housekeeping" data and rarely makes it out of the daily brie ng
room since it is irrelevant to the scienti ¢ data-gathering enterprise.

In a perfect world, we would like to have data for all of the 20@+ currently
operational satellites that describes the numbers, datesrad types of spacecraft
anomalies that they experienced. From this we would be abled deduce how to
mitigate the remaining radiation e ects, identify especially sensitive satellites
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and quantify their reliability, and to develop accurate models for forecasting
when speci ¢ satellites will be most vulnerable. In reality, much of what we can
learn is by \reading between the lines" in news reports, corelating these biased
forms of information against the known space weather eventsand hoping that
a deterministic pattern emerges. Even this has been a daumig challenge when
adjacent satellites in orbit can experience the same spaceeather conditions,
but have very di erent anomalies, thereby making correlations between space
weather conditions and satellite anomalies seem less ceita

2.1.4.1 How does it happen?

Satellite anomalies can be broadly de ned to include any ewvet in which some
operating mode of a satellite di ers from an expected or plamed condition. In
this context, the term \anomaly" is extremely broad, spanning a continuum of
severities from trivial satellite state changes and inconsquential data corrup-
tion, to fatal conditions leading to satellite loss. Actual data from satellite-
born sensors shows that these events can be quite numerous.orFinstance,
SOHO data from a 2 GB onboard Solid State Recorder typically ecords over
1000 SEUs/day (Brecca et al, 2004). Only rarely, however, d&SEUs actually
lead to satellite conditions requiring operator attention a condition commonly
termed an anomaly. For SOHO, only 60 anomalies during an 8-year period
(8 anomalies/satellite/year) have required signi cant operator intervention,
despite the literally millions of SEU events recorded durirg this time.

Anomalies need not be fatal to be economically problematida On January
20, 1994, the Anik E1 and E2 satellites were severely a ectethy electrostatic
discharges (ESDs). Although the satellites were not fatay damaged, they
required up to $70 million in repair costs and lost revenue, ad accrued $30
million for additional operating costs over their remaining life spans (Bed-
ing eld et al., 1996). The Anik satellite problems were apparently the result
of a single ESD event a ecting each satellite (Stassinopouws et al., 1996),
suggesting that large numbers of anomalies are not requiretb 'take out' a
satellite. If anomalies are frequent enough, however, thedds of a satellite fail-
ure must also increase, as will the work load to satellite opmations. According
to FUTRON (2003), satellite operators ordinarily spend up to 40 percent of
their time on anomaly-related activities. Ferris (2001) has estimated the cost
of dealing with satellite discrepancies (in which some sysgm of the satellite
and ground system does not operate as desired) as $4,300/ewdeading to
overall operations impacts approaching $1 million/satelite/year under appar-
ently routine space weather conditions. Anecdotal reportssuggest that during
major solar storms, far higher operator activity can occur. For example, the
GOES-7 satellite experienced 36 anomalies on October 20, 89, during a
single, severe solar storm event (Wilkinson, 1994).
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Fig. 2.3. This gure shows the e ects of high-energy solar pptons on an exposed
imager on the Solar and Heliospheric Observatory during theJanuary 23, 2012 solar
storm. A greatly reduced ux of particles entering shielded satellite circuitry results in
SEUs, many of which are harmless, but a few per year can resul serious operational
anomalies.

Table 2.1. Tabulation of statistics of satellite anomalies (see Sect2.1.4 for
data and references).

Rates: study a: 1-10 /yr/sat
study b: 3 /yr/sat for GEO, 2-3  more during enhanced space weather

study 1 study 2 study 3
Class:  1: mission failure 8% 6% Class 1+2 comb.:
2: interruption 7% > 1week 39% @19 0:006 /yr/sat
3: performance decr. Class 3+4 2h-1week 35%
4: inconsequential comb.: 84% <1h 20%

Cause: ESD: 23-49%; SEU: 18-26%; Rad. damage: 5%

The issue of \how bad can it get?" is an interesting one, espeally given
our dramatically increased reliance upon GEO satellite sy'ems since ca 1980
that are economically baselined on the assumption of 100% liability during
a 10 to 15 year satellite service life span. The 250 GEO satellites now in
operation produce an annual revenue of $80 billion (Ferster2005) so any
space weather impact is potentially costly, and can involvemore than one
satellite at a time. Satellite designers use sophisticatetbols to assess radiation
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hazards under \worst case" conditions (e.g. the August 1972nd March 1991
events) however, recent studies of extreme space weatherratitions suggest
that the period since ca 1960 has not been typical of the histacal record of
severe storms during the last 500 years (McCracken et al., 2Q; Townsend,
2003). Moreover, there is a large discrepancy between modethat predict, for
example, SEU events and actual satellite observations of #im (e.g. Hoyos,
Evans and Daly, 2004). Some recent studies have attempted testimate the
economic consequences to commercial GEO satellites for geg solar storm
episodes (e.g. Odenwald and Green, 2007), but the studies veehampered
by the lack of detailed knowledge of how the frequencies of sallite anomalies
vary in severity with storm intensity. Consequently, the loss of a satellite
during a severe space weather event could not be modeled restically, nor its
economic impact properly assessed. Most reported anomasdicbroadly de ned,
are nuisances involving recoverable data corruption, ealsi-corrected phantom
commands, or 'bit ips' often caught by onboard EDAC algorit hms. These
are not the kinds of anomalies that lead to signi cant econonic consequences
for a commercial satellite. Other less frequent anomaliesause sub-system
failures, out-of-spec satellite operations, attitude andtelemetry-lock errors
and even outright satellite failures. These are most certaily the kinds of
anomalies that have economic consequences. Some authory@also classi ed
anomalies by satellite orbital location (e.g. LEO, MEO, GEO), recognizing
that each environment has its own physical drivers for anoméy generation,
but more often than not, these classes are aggregated togeth Here is one
possible scheme:

Class 1 - Mission-Failure: The satellite ceases operationsaa consequence
of an unrecoverable system malfunction (e.g. Telstar-401)

Class 2 - Mission interruption: Involves a recoverable damge to sub-systems.
Only built-in redundancies, if available, are capable of miigating some of
these problems, where the satellite's safe mode may be enabl, or a back-
up subsystem has to be activated (e.g. Anik-E1). These may tie hours
of e ort to remedy, at a cost to satellite revenue and operata overhead
charges.

Class 3 - Performance decrease: Can include spacecraft pong errors,
attitude control system error, or a brief loss of data or telametry usually
corrected by a manual or automatic system reset.

Class 4 - Inconsequential: Memory bit-ips and switching erors easily
corrected using on-board EDAC software, or simple operatoraction (e.g.
TDRSS-1 telemetry; cosmic ray corruption of Hubble Space Tkescope data).

One of the earliest, and most detailed, publically availabé studies of satellite
anomalies and reliability is the work by Hecht and Hecht (1986 the Hecht
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Report). The study was based on 2,593 anomaly reports for 308atellites
launched between ca 1960 and 1984. There were350 satellites in operation by
1984, so the Hecht Report is relatively complete. This groud-breaking study
analyzed the detailed reports provided by 96 satellite progams. A ‘failure’

was de ned as "...the loss of operation of any function, part component or
subsystem, whether or not redundancy allowed the recovery fooperation".

Their study identied 213 Class 1 and 192 Class 2 anomalies duof a total

collection of 2593 anomalies for a mission failure rate de ad by our Class 1
of about 405/2593 or 1 in 6. No attempt was made to correlate theanomalies
with space weather conditions.

One of the most widely used, recent starting points for anomby studies is the
archive assembled by Wilkinson and Allen (1997; National Gephysical Data
Center, hereafter NGDC) which identi es most of the 259 satdlites by name,
or code, along with orbital location and/or altitude inform ation. The date and
type of anomaly is provided for many of the 5,033 events sparing the time
period from 1970 to 1997, so that a proper assessment can beeanpted of the
various category-speci c anomaly rates as a function of da and satellite type.
There are 3,640 events that have been tagged according to tgand system
impact, including 647 SEU events and 848 ESD events. The NGD@Grchive
contains 43 commercial GEO satellites included in the archie, accounting for
a total of 480 anomalies spanning 20 years, and also appears tontain about
40% of all operating satellites during the sample time spanand is relatively
complete for our purposes. The average annual anomaly ratefdhe GEO
satellites was found to be about 3 anomalies/satellite/yea, but can rise to
twice or three times this rate during enhanced space weatheconditions.

Robertson and Stoneking (2005: Goddard) examined 128 sewe(Class 1 and
2) anomalies among 764 satellites. The data were culled fromveb-based satel-
lite anomaly lists including the 'Airclaims Space Track' as well as NASA docu-
ments and the Aerospace Corporation 'Space Systems Engineeg Database’,
and only included satellites from the US, Europe, Japan or Caada. The
total number of satellites (military + commercial) operati ng during this in-
terval is 827, so the sample contains about 92% of all possibloperational
systems during the 1990-2001 time period. A total of 35 anornlaes were Class
1, which led to what was considered the total loss of the satétes. Four each
anomaly in Class 1 there are three in Class 2. Their calculat anomaly rate
was based on the number of anomalies recorded, divided by theumber of
satellites launched during a given year. Re-normalizing tleir mishap rates to,
instead, re ect the annual operating satellites, the averaye mishap rate for
Classes 1+2 is about @19 0:006 anomalies/sat/year. The inverse of this
rate is 166 which is sometimes called the mean time to failuréMTF). Clearly
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for commercial satellites expected to last 10 to 15 years befe replacement, a
MTF of 166 years is good news! The correlation between thesenamalies and
space weather events was not studied.

The extensive studies by Belov et al. (2004) and Dorman et al(2004) in-
cluded satellite anomaly reports based on 300 satellites ah 6,000 anomalies
spanning the time period from 1971 to 1994. The data was drawfrom NASA
archives, the NGDC archive and unpublished reports from 49 Ksmos satel-
lites (1971-1997). The term 'anomaly' was never precisely € ned, but since
the survey included the NGDC archive without distinction, we can assume
that all Class 1-4 events were grouped together. The samplencluded 136
satellites in GEO orbits. They deduced that there were typically 1 to 10
anomalies/satellite/year. Speci cally, the LEO Kosmos satellites experienced
1-7 anomalies/satellite/year, however some Kosmos satéles (Kosmos 1992
and 2056) reported 30 anomalies/satellite/year. Their statistical analysis
indicated that anomalies occur during days when speci ¢ spae weather pa-
rameters (electron/proton uxes, Dst, Ap, etc) are disturb ed. The largest
increases coincide with times when electron and proton uenes are large, and
can cause enhancements up to a factor of 50 in anomalies oveuigt-time con-
ditions. There appears to be a threshold of 1,000 pful > 10 Mev) for proton
uxes, below which there are few anomalies reported. The anmalies continue
to remain high for two days after the SPE event.

Koons et al. (1999) published \The Impact of the Space Envirement on
Space Systems", which investigated a sample of 326 anomalyetords' col-
lected from a diverse assortment of satellites culled fromtie NGDC 'Satellite
Anomaly Manager', Orbital Data Acquisition Program (ODAP: Aerospace
Corp.), NASA's Anomaly reports (Beding eld et al. 1996, and Leach and
Alexander, 1997), and the USAF Anomaly Database maintainedby the 55th
Space Weather Squadron. The speci ¢ number of satellites wolved was not
stated, however, the ODAP archive contains information from 15 USAF and
91 non-Air Force 'programs' no doubt drawn from LEO, MEO and GEO satel-
lite populations. Although no information was provided as to the time period
spanned by the study, the individual archives extend from 190 to 1997. The
de nition of a record in terms of anomalies can vary enormougy. Each record
contained information for one class of anomalies for one '\écle'. Anoma-
lies of a similar class were of the same functional type. Appximately 299
records out of 326 (92%) have causes diagnosed as 'space emwviment' but
this does not necessarily correlate with a count based on amaaly frequencies.
An example cited is that one record for the MARECS-A satellite included
617 anomalies. About 51 of 326 records were from commerciahtellite sys-
tems and programs. In terms of the distribution of the records with anomaly
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diagnosis, 162 (= 49%) were associated with Electrostatic Bcharges, 85 (=
26%) with SEUs, and 16 (=5%) with 'total radiation damage'. B ased on 173
reports of how quickly the anomalies were recti ed, the Koors et al. (1999)
study indicates that the number of mission failures represats 9/173 reports
for a frequency rate of 1 in 19. The rates for the other classeare: Class 2
(More than 1 week) = 39%; Class 3 (1 hr to 1 week) = 35% and Class 4Less
than 1 hour) = 20%.

Ferris (2001) analyzed 9,200 satellite operations discregmcy reports from 11
satellites between 1992-2001. A 'discrepancy’' was de nedsa'the perception
by a satellite operator that some portion of the space systenhad failed to op-
erate as desired." The satellites were selected on the basi$§ which operators
and owners were willing to divulge detailed anomaly logs fothis study, which
is a strong bias probably in favor of systems that had low abslite rates and
few critical failures. Only three of the satellites were conmunications satel-
lites; none were for civilian commercial use. This, of itsd| is a problem since
we cannot know to what extent these satellites are typical, o whether they are
pathological. This is often the case when working with studes in which the
satellite identities are not publically revealed. Of the discrepancies catalogued,
only 13% involved the satellites themselves. The vast majoty, 48%, involved
issues with the ground segment, and speci cally, most were idcrepancies gen-
erated by software issues (61% of total discrepancies). Typical discrepancy
rates involving 1,200 events imply 13 discrepancies/satellite/year. There
were, however, higher rates recorded in 1996 involving 160vents for 4 satel-
lites for a rate of 40 discrepancies/satellite/lyear or abou one every 9 days.
The study was the rst one published in the open literature that also provided
an assessment of the cost of rectifying these anomalies. Riine problems that
require no more than 10 minutes to resolve by a team of 8 peopleost $800
per event. More signi cant problems requiring 3-8 hours andmore people cost
$4,300 per event. The estimate only included labor hours anén average of
the resolution times for the logged events, and not the cost oequipment or
materials. In the latter case an 'event' may include the rephcement of part of
the ground station, processors or other mechanical items.

Cho and Nozaki (2005) investigated the frequency of ESDs onhe solar
panels of ve LANL satellites between 1993-2003. During ths period, LANL
1989-046 experienced 6038 ESDs/year while LANL-92A recosdl 290 ESDs
each year. Although the cumulative lifetime ESD rates on schr panels can
exceed 6,000 events/kW over 15 years, the chances of a categphic satellite
failure involving substantial loss of satellite power, renains small, though not
negligible. For example, in 1973, the DSCS-9431 satelliteafled as a result
of an ESD event. More recently, the Tempo-2 (1998) and ADEOS2 (2003)
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satellites were also similarly lost. Koons et al. (1991, 200) and Dorman et al.
(2005) have shown that ESDs appear to be ultimately responsie for half of
all mission failures (e.g. Class 1 anomalies) and correlatiewith space weather
events.

Wahlund et al. (1999) have studied 291 ESD events on the Frejsatellite
(MEO orbit) and have found that the number of ESDs increases vith increas-
ing Kp. A similar relationship between increasing Kp and anamaly frequency
was found by Fennell et al (2000) for the SCATHA satellite (near-GEO orbit).
These results are consistent with earlier GOES-4 and 5 satie studies by
Farthing et al. (1982) and by Mullen et al. (1986). In addition to Kp, Fennell
et al. (2000) and Wrenn, Rogers and Ryden (2002) identi ed a orrelation
between 300 keV electron uxes and the probability of internal ESDs from the
SCATHA satellite. The probability increases dramatically for electron uxes
in excess of 100,000 pfu. A similar result was found a numbef years earlier
by Vampola (1987). At daily total uences of 10 electrons/cm? the prob-
ability of an ESD occurring on a satellite exponentially reaches 100% (e.g.
Baker, 2000).

2.1.4.2 That was then { this is now

During the 23rd Sunspot Cycle (1996-2008) there were dozerts satellite mal-
functions and failures noted soon after a major solar storm eent, beginning
with Telstar-401 (1996) and ending with the Japanese reseah satellite ASCA
on October 29, 2003. The 24th Cycle had its own satellite outges and mal-
functions of note.

On August 25, 2011, South Africa's $13 million LEO satellite Sumbandi-
laSat failed. The explicit cause was stated publically to be'damage from a
recent solar storm’, which caused the satellite's onboard @mputer to stop re-
sponding to commands from the ground station. This was not, lowever, the
rst time this satellite was damaged by radiation. Shortly after its launch in
September 2009, radiation caused a power distribution failre that rendered
the Z-axis and Y-axis wheel permanently inoperable, meanig that the craft
tumbles as it orbits and has lost the ability to capture imagery from the green,
blue and xantrophyll spectral bands. The reason given for tke lack of proper
radiation hardening was that there was not enough money to dahis properly,
and the satellite was built from commercial o -the-shelf (COTS) equipment.
Moreover, SumbandilaSat was intended only as a technology eimonstrator
(Martin, 2012).

The case of the Anik F2 'technical anomaly' on October 6, 2011s a replay
of similar stories during the 23rd Sunspot Cycle. The satelte entered a Safe
Mode that caused it to stop functioning and turn away from Earth. The
Boeing satellite was launched in 2004 and was expected to fation for 15
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years. The owner of the satellite, Telsat, indicated in publc news articles
that they did not believe the problem had to do with the arrival of a CME
that reached Earth early the same morning, but was caused by @ame other
unspeci ed internal issue with the satellite itself. Itist he rst serious anomaly
of its kind since the satellite was launched in 2004. What thenews reports
failed to mention was that the Sun has been relatively quiet ér the majority
of this 7 year period (Mack, 2011).

The temporary outage of Anik F2 caused a number of problems tht im-
pacted millions of people covered by this satellite service WildBlue satellite
ISP in the United States uses Anik F2 to provide broadband sevices to about
a third of its customers. A total of more than 420,000 subsciiing households
mostly in parts of rural America lost service for several dag, along with ATM
service. Canadian Broadcasting Corporation indicated tha 39 rural commu-
nities, and 7,800 people lost long-distance phone servicdhe satellite is also
used for air tra c control, causing the grounding of 48 First Air ights, and
1000 passengers, in northern Canada. Communities in the Ndr West Terri-
tories were instructed to activate their emergency respons committees, and
start using their Iridium phones (Mack, 2012; CBS News, 2012 Marowits,
2011).

On April 5, 2010, Galaxy-15 experienced an electrostatic dicharge that
caused a severe malfunction, rendering the satellite cap# of re-transmitting
any received signal at full-power, but not able to receive n& commanding de
Shelding, 2011). Reports cited a space weather event on Api5 as the probable
cause of the electrostatic discharge that was the likely trggering event, however
although Intelsat acknowledged the ESD origin, they categdcally refuted the
space weather cause in the April 5 solar event, preferring taleclare that the
orgin of the ESD was unknown. A consequence of this type of sallite failure is
that Galaxy-15 was potentially able to interfere with other GEO satellites as it
came within 0.5 degrees of their orbital slots. Thanks to cagful, and complex,
maneuvering of the satellites to maximize their distance fom this satellite
as it entered their orbital slots, AMC-11, Galaxy-13, Galaxy-18, Galaxy-23
and SatMex-6 and Anik F3 were able to reduce or eliminate inteference, and
no impacts to broadcasting were reported or acknowledged. The fact that
you haven't heard about channels lost or interference is theproof that we
have been able to avoid issues operationally,” said Nick Mgis, an Intelsat
spokesperson. "l don't want to underplay that" (Clark, 2010). In January
2011 commanding of the satellite resumed and its \zombisat"moniker has
been changed to \phoenix".
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Fig. 2.4. A report from the International Telecommunicatio ns Union nds that at the
end of 2009, 67 percent of all people on Earth were cell phonelsscribers (solid line).
The number of land line subscribers is now in decline (dottedine) having reached a
maximum of 19% of world inhabitants in 2005 (Duncan, 2010).

2.1.5 Cellular and satellite telephones

Although telephone calls by land lines are among the safestoenmunication
technology, and the most resistant to space weather e ectsthey have also
been in rapid decline thanks to the wide spread adoption of daular and mobile
phones, especially among the under-30 population. Accordg to an article in
The Economist (2009) customers are discontinuing landlinesubscriptions at a
rate of 700,000 per month, and that by 2025 this technology wi have gone
the way of telegraphy. Between 2005 and 2009, the number of ligeholds with
cell phone-only subscriptions rose from 7% to 20%. In termsfaspace weather
vulnerability, there is one important caveat. Without an el ectrical power grid,
conventional land-lines fail, and cell phones may not be rdwarged even though
the cell towers may have emergency back up power capabilityAn example of
this vulnerability occurs whenever natural disasters strke and cell towers are
unavailable, or the crushing load of cell tra ¢ renders the |ocal tower network
unusable. Moreover, one does not have to wait for power gridafilure to have
an impact on cell phone access during episodes of solar adtix

A seminal paper by Lanzerotti et al. (2005) demonstrates tha solar radio
bursts, which occur rather often in an active photosphere, an cause enhanced
noise at the frequencies used by cellphones (900 MHz to 1900Ha), when the
observer's angle between the cell tower and the Sun is small his interference
e ect shows up in the Dropped-Call statistic for east-facing receivers at sunrise
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or west-facing receivers at sunset. For a given cell phone drcell tower in the

optimal line-of-sight geometry with respect to the Sun on the horizon, dropped
calls occur about once every 3 days during solar maximum, andvery 18 days
during solar minimum. The article notes that the detailed, direct, evidence
for solar-burst in uence on cell phones remains a proprietay issue not openly
available for investigation. The authors note that "solar bursts exceeding
about 1000 sfu (solar ux units, 1 sfu = 10 22Wm?2Hz 1) can potentially

cause signi cant interference when the Sun is within the bae-station antenna
beam, which can happen for east- or west-facing antennas ding sunrise and
sunset at certain times of the year." Because base stationsra only vulnerable
for about two hours each day during sunrise and sunset, a tyial station might

be a ected about one day out of 42 for solar maximum, and one dain 222
during solar minimum.

2.1.6 GPS-based systems

Navigation by satellite is not a new technology. It was rst introduced by the
US Navy in 1960 with the orbiting of ve Transit satellites. T his system was
replaced by the NAVSTAR-GPS system in the 1970s. The rst conmercial
use of satellite-based global positioning systems came kthan 1 year after the
next generation, 24-satellite 'Block I-GPS' constellation had been deployed in
1994, when Oldsmobile o ered the GuideStar navigation sysém for its high-
end automobiles. The GPS satellites provided an L1 channeltal575 MHz
capable of 10-meter-scale precision, that in 1990 was 'sekevely degraded' to
100-meter precision. In 1999, President Clinton ordered tht selective avail-
ability be turned o, and on May 1, 2000 the modern era of non-military
GPS was ushered-in. Since 2000, the commercial applicatisnof GPS have
enormously expanded to include, not only car navigation aid, but oil extrac-
tion, ber optic cable deployment, civilian aviation, emer gency services, and
even expanding public cellphone services, called apps, todate nearby stores,
restaurants and even parking spaces in downtown Manhattan!A report by
Berg Insight (2011) indicates that GPS-enabled mobile phong reached 300
million units in 2011, and is expected to reach nearly 1 billon units by 2015.

Although the GPS constellation is stationed in polar orbits that frequently
pass through the van Allen radiation belts in MEO, they are wdl-shielded
and are upgraded every 5-10 years through replacement satiéds such as the
Block-1I and Block-Illl systems. Although the details of th e frequency of
satellite anomalies is highly classi ed, it can be surmisedhat a legacy of 40
years of space operations has left the GPS system with a broaakssortment of
mitigation strategies for essentially eliminating outages. Nevertheless, there is
one aspect of GPS system operation that cannot be so easilyiminated.
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GPS signals must be delivered to ground stations by passagéitough the
ionosphere. Because radio propagation through an ionized edium causes
signal delays, and accurate timing signals are important inlocating a receiver
in 3-dimensional space, any changes in ionospheric electraontent along the
propagation path will cause position errors in the nal solution (see Ch. 5).
Space weather events, especially X-ray ares, cause incread ionization and
introduce time-dependent propagation delays that can lastfor many hours
until the excess ionospheric charge is dissipated throughecombination. This
also causes amplitude and phase variations called scintition, which causes
GPS receivers to loose lock on a satellite. Since a minimum ¢f satellites are
required to determine a position, excess scintillation carresult not just in a
bad position solution, but can cause a loss-of-lock so thatat enough satellites
are available for various locations at various times duringthe event.

When civilian, single-frequency GPS systems using the L1 &quency are
used, the anomalous propagation problem has to be mitigatedby reference to
a 'GPS lonospheric Broadcast Model' and making the approprate corrections.
The resulting accuracy is about 5 meters. But this correction can only work
for a limited period of time and so the path-delay problem is aly partially
solved. The result is that most civilian GPS systems can be esly disturbed
by solar activity. Dual-frequency GPS systems that operateat L1 (1575 MHz)
and L2 (1228 MHz ) can measure the di erential propagation ofthe satellite
signal in real-time, and by relating this to the plasma dispasion equation,
calculate the instantaneous total electron content (TEC) aong a path, and
then use this to make the requisite on-the-spot timing corretion. In fact,
this method can be turned around by using networks of GPS redgers to
actually map out the changing ionospheric structure over may geographic
locations. Figure 2.5 shows one such 'TEC' calculation for Avril 20, 2012 for
19:00 UT developed by JPL. The black spots are the GPS receive in the
network. Green indicates a TEC of about 50 10 electrons/m? while red
indicates 80 10 electrons/m?. Generally, a TEC of 6 10 electrons/m?
corresponds to an uncorrected position error of about 1 mete The gure
displays potential position errors as high as 13 meters oveChile.

Although the L1 carrier signal can be received without speal instrumen-
tation, the L2 timing information is coded and not accessibk to non-military
receivers. However, by using a technique called di erentiaGPS, civilian GPS
systems now rival, or even exceed, military precision in thee areas where the
requisite DGPS ground reference stations are available. Ifou are navigating
in a large city, DGPS is probably available to you, but if you are 'in the middle
of nowhere' chances are you only have single-frequency GP$ guide you.

We have already discussed this brie y in the context of GPS gjnal propa-
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Fig. 2.5. Total electron content (TEC) calculation for Apri | 20, 2012 for 19:00 UT
developed by JPL.

gation and ionospheric scintillation. Because many space @ather phenomena
couple e ciently to the ionosphere, it is unsurprising that space weather issues
have always been foremost in the discussion of GPS accuracya reliability
even apart from the fact that the GPS satellites themselves e frequently
located in one of the most 'radio-active' regions of the magetosphere. One
of the rst unclassi ed studies to quantitatively assess GPS behavior under
solar storm conditions was conducted, inadvertently, by NOAA in 2001. They
had set up a network of 70 GPS receivers from Alaska to Floridao test a
new weather observation and climate monitoring system caétd the GPS-MET
Demonstration Network. A major geomagnetic storm between March 30 and
31 caused signi cant changes in the GPS formal error, and wasorrelated with
the published Kp index during the course of the event (NOAA, 2001). Since
then, a variety of anomalous changes in GPS precision have ba de nitively
traced to, and found to be correlated with, geomagnetic stoms and solar are
events. This also means that systems that rely on GPS for higiprecision
positioning have almost routinely reported operational upsets of one kind or
another. For example (NOAA, 2004):

On October 29, 2003, the FAA's GPS-based Wide Area Augmentgbn Sys-
tem (WAAS) was severely a ected. The ionosphere was so distibed that
the vertical error limit was exceeded, rendering WAAS unusdle. The drill-
ship GSF C.R. Luigs encountered signi cant di erential GPS (DGPS) in-
terruptions because of solar activity. These interruptions made the DGPS
solutions unreliable. The drillship ended up using its acostic array at the
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seabed as the primary solution for positioning when the DGPSsolutions
were a ected by space weather.

On December 6, 2006, the largest solar radio burst ever recoed a ected
GPS receivers over the entire sunlit side of the Earth. Therevas a widespread
loss of GPS in the mountain states region, speci cally aroud the four cor-
ners region of New Mexico and Colorado. Several aircraft reprted losing
lock on GPS. This event was the rst of its kind to be detected an the FAA,
WAAS network.

Apart from changes in ionospheric propagation, we have the pblem that,
if the GPS signal cannot be detected by the ground station, ad the minimum
of 4 satellites is not detected, a position solution will not be available at
any accuracy. This situation can arise if the GPS signal is atively blocked
or jammed, or if the natural background radio noise level at he L1 and L2
frequencies is too high. This can easily happen during radi@utbursts that
accompany solar are events. This happened the day after theDecember
5, 2006, solar are, and was intensively studied by Kintner a Cornell, and
presented at the Space Weather Enterprise Forum in Washingin, DC on
April 4, 2007 (NOAA, 2007).

2.1.7 Electrical power grids

The issue of space weather impacts to the electrical power igr is covered
more extensively in Chapter 4, we review the main points of tls vulnerability,
provide concrete examples, and review brie y the impacts ad consequences
of future large geomagnetic storms.

It has been well known for decades that geomagnetic storms oaes changes
in the terrestrial ground current. The most dramatic examples of this e ect
are in the many reports of telegraph system failures during he 1800s. So long
as a system requires an 'earth ground', its circuit is vulneable to the intrusion
of geomagnetically-induced currents (GICs). For the eleatic power grid, these
DC currents do not need to exceed much above 100 amperes in @dto do
damage (Odenwald,1999, Kappenmann, 2010 ).

When GICs enter a transformer, the added DC current causes th relation-
ship between the AC voltage and current to change. It only tales a hundred
amperes of GIC current or less to cause a transformer to oveshd during one-
half of its 60-cycle operation. As the transformer switchesl20 times a second
between being saturated and unsaturated, the normal hum of aransformer
becomes a raucous, crackling whine physicists call magnedtriction. Magne-
tostriction generates hot spots inside the transformer whee temperatures can
increase very rapidly to hundreds of degrees in only a few mirtes, and last
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for many hours at a time. During the March 1989 storm, a transrmer at a
nuclear plant in New Jersey was damaged beyond repair as itsisulation gave
way after years of cumulative GIC damage. During the 1972 stan, Allegheny
Power detected transformer temperature of more than 340 F (I1 C). Other
transformers have reached temperatures as high as 750 F (400.Gnsulation
damage is a cumulative process over the course of many GICsna it is easy
to see how cumulative solar storm and geomagnetic e ects weroverlooked in
the past.

Outright transformer failures are much more frequent in gegraphic regions
where GICs are common. The Northeastern US with the highest ate of de-
tected geomagnetic activity led the pack with 60% more failues. Not only
that, but the average working lifetimes of transformers is dso shorter in re-
gions with greater geomagnetic storm activity. The rise andfall of these
transformer failures even follows a solar activity pattern of roughly 11 years.

The connection between space weather events and terresttialectrical sys-
tems has been documented a number of times. Some of these exales are
legendary (1989, 2003) while others are obscure (1903, 192Given the great
number of geomagnetic storms that have occurred during thedst 100 years,
and the infrequency of major power outages, this suggests #t blackouts fol-
lowing a major geomagnetic storm are actually quite rare evets. Consider
the following historical cases:

November 1, 1903: The rst public mention that electrical power systems
could be disrupted by solar storms appeared in the New York Tines, Novem-
ber 2, 1903 "Electric Phenomena in Parts of Europe”. The artcle described
the, by now, usual details of how communication channels in Fance were
badly a ected by the magnetic storm, but the article then mentions how in

Geneva Switzerland (New York Times, 1903). \All the electrical streetcars
were brought to a sudden standstill, and the unexpected cession of the

electrical current caused consternation at the generatingworks where all
e orts to discover the cause were fruitless".

May 15, 1921: The entire signal and switching system of the N& York

Central Railroad below 125th street was put out of operation followed by
a re in the control tower at 57th Street and Park Avenue. The cause of
the outage was later ascribed to a \ground current” that had invaded the
electrical system. Brewster New York, railroad o cials for mally assigned
blame for a re destroyed the Central New England Railroad station, to the

aurora (New York Times, 1921).

August 2, 1972: The Bureau of Reclamation power station in Waertown,

South Dakota experienced 25,000-volt swings in its power ies. Similar
disruptions were reported by Wisconsin Power and Light, Madson Gas and
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Electric, and Wisconsin Public Service Corporation. The cdamity from
this one storm didn't end in Wisconsin. In Newfoundland, induced ground
currents activated protective relays at the Bowater Power Company. A
230,000-volt transformer at the British Columbia Hydro and Power Au-
thority actually exploded. The Manitoba Hydro Company recorded 120-
megawatt power drops in a matter of a few minutes in the power t was
supplying to Minnesota.

March 13, 1989: The Quebec Blackout Storm - Most newspapershat re-
ported this event considered the spectacular aurora to be th most news-
worthy aspect of the storm. Seen as far south as Florida and Cha, the
vast majority of people in the Northern Hemisphere had neverseen such
a spectacle in recent memory. At 2:45 AM on March 13, electrial ground
currents created by the magnetic storm found their way into the power grid
of the Hydro-Quebec Power Authority. Network regulation failed within a
few seconds as automatic protective systems took them o -fie one by one.
The entire 9,500 megawatt output from Hydro-Quebec's La Graxde Hy-
droelectric Complex found itself without proper regulation. Power swings
tripped the supply lines from the 2000 megawatt Churchill Fals generation
complex, and 18 seconds later, the entire Quebec power gricbllapsed. Six
million people were a ected as they woke to nd no electricity to see them
through a cold Quebec wintry night. People were trapped in dakened of-
ce buildings and elevators, stumbling around to nd their w ay out. Trac
lights stopped working, Engineers from the major North American power
companies were worried too. Some would later conclude thathis could eas-
ily have been a $6 billion catastrophe a ecting most US East @ast cities.
All that prevented the cascade from a ecting the United States were a few
dozen capacitors on the Allegheny Network (Odenwald, 1999)

October 30, 2003: Malme, Sweden, population 50,000 lost ettrical power
for 50 minutes (Pulkkinen et al., 2005). The blackout was cased by the
tripping of a 130KkV line. It resulted from the operation of a relay that had a
higher sensitivity to the third harmonic (=150 Hz) than to th e fundamental
frequency (=50 Hz). The excessive amount of the third harmoiics in the
system has been concluded to have resulted from transformesaturation
caused by GIC. Currents as high as 330 Amperes were recorded ghe
Simpevarp-1 transformer (Wik et al., 2009).

October, 2003: South Africa Transformer Damage. The ESKOM Network
reported that 15 transformers were damaged by high GIC currats.

Extensive studies have already been conducted on the most sbe ective
means for reducing or eliminating GICs in electric power grid components
(Kappenman, 2010). The strategies generally include addig individual ca-
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pacitors to each of the transformer HV lines, or adding a blo&ing resistor or
capacitor to the ground lines in all transformers. Blocking capacitors were,
for example, installed on the entire Hydro-Quebec power gd following the
March 1989 blackout, as well as the WECC region in the westerndS. Al-
though this strategy seemed to be successful in reducing GI€ and reactive
power on some of the lines, the impact was deemed only modesi,2% to
20% for the WECC network with 50% penetration, given the costexpended.
Adding blocking capacitors to the transformer neutral ground connector is the
simplest and most direct method for achieving a 100% reductin in DC GICs
from transformer primaries, but this method is known to alter the impedance
of the network in unpredictable ways as the devices are selgeely deployed
rather than universally adopted.

The next most direct, and also the most cost-e ective methodis by adding
a low-ohmage and low-voltage resistor to the neutral groundof each 3-phase
transformer (see red boxes in gure). Preliminary studies Kappenman, 2010)
suggest that this method could achieve a 60% reduction in GIGmperages to
transformer primaries. The cost would be at most $100,000 petransformer
in the US power grid, which contains some 5000 transformerdpr a total cost
of about $500 million. A simulation of the Hydro-Quebec powe grid during
the 1989 failure, but with neutral ground resistors installed reveals a dramatic
reduction in the GICs to which the 45 transformers in the 735K/ grid were
subjected, with hypothetical 10-ohm blocking resistors relucing the GICs from
550 amps to only about 75 amps.

The maximum storm time disturbance was about 450 nT/min., but even
with proper mitigation, the US grid may not be immune from the largest
known geomagnetic events, although the severity of the impet could be re-
duced by 60% from the case where no such mitigation is implenméed. During
the 1921 storm, a disturbance eld of 4800 nT/min. was estimaed. With-
out mitigation, over 500 transformers would be damaged, butwith mitigation
only about 40 would be damaged according to these simulationappenman,
2010). This tenfold reduction is not inconsequential.

It is also worth mentioning that, although blackouts are a dramatic conse-
guence of severe GICs caused by space weather, economic empugnces also
ow from the on-going stresses to the power grid during non-tack out condi-
tions. For example, Forbes and St. Cyr (2004) note that the caistant impacts
of minor space weather events over a long period of time dispis the system
that transmits the power from where it is generated to where t is distributed
to customers. In examining the determinants of the real-time electricity mar-
ket price over the period June 1, 2000, through December 31,001, they
concluded that solar storms (over this period) increased tie wholesale price of
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electricity by approximately 3.7 percent or approximately $500 million. Kap-
penmann (2012) has recently shown that in the months followng the March
1989 Quebec event, a statistically signi cant number of transformers in the
United States had to be prematurely replaced, with the greaer number of
replacements found in proximity to the Quebec power grid.

Of course, not all electrical power blackouts have anythingo do with space
weather. Most of us have experienced at least on \outage”, ash in some re-
gions like Washington, DC, it is typical to have 3-5 outages &ery year lasting
from hours to days. Hamachi-LaCommare and Eto (2004) have sidied the
economic costs of annual power outages and power \sags" andate found
that they cost as much as $130 billion annually to the GDP. We ae accus-
tomed to electrical blackouts and quietly absorb them into aur economy, with
some grumbling about lost food and time. The long term trendsfor normal
blackouts also points to the progressive failures inherento an ageing domestic
power grid (Karn, 2007). The over use of this resource is hidighted by the
dramatic growth in bulk power transactions on, for example, the Tennessee
Valley Authority system which exploded from less than 20,0@ such trans-
actions in 1996 to more than 250,000 by the end of 2001 (Dept.fdEnergy,
2005).

Increased bulk power transactions have led to a substantiatirop in capacity
margin, which provides little room either for growth or to maneuver in times of
crisis. By some accounts (Patterson, 2010) there were 41 hikouts nationwide
between 1991-1995, and 92 between 2001-2005. In 2011 alotiere were 109
a ecting communities of 50,000 or more people. The Eaton Cquoration, an
agrigator of news and industry reports of blackouts acrosshie US states, nds
that between 2009 and 2011, the number of power outages roseoim 2,169
to 3,041 and the number of people impacted climbed from 26 nlibn to 42
million (Eaton Corporation, 2011).

A \typical" person comes into contact with the following tec hnologies each
day: cell phones, portable computing, credit card veri cation (ATM), navi-
gation (GPS), electrical utilities (water pumps, gasoline pumps, hospital fa-
cilities, home lighting, city electri cation, cell-phone recharging). All of these
\essential" systems rely on electricity either at the point of creation (satellite
GPS and ATM veri cation) or at the point of delivery (cell pho ne, gas pump,
water, etc). All are expected to be ready when needed with 10% reliability.
In recent human history, we have been successful in deliverg these services
even in the face of a number of space weather events. The lyngim tech-
nology is, of course the electric power grid which citizens se to \tap into"
essential communication and utility resources. It is unlikely that even a Su-
perstorm event will dramatically impact the number of satellites operational,
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and backup transponders are readily available in case of emgencies. The
ubiquitous cell phone would not fail if satellites failed, but satellites do carry
the bulk of nancial transactions, GPS and military CCC (com mand, control,

and communications) tra c. The loss of key satellites, or a critical number,

would render these services reduced in capability.en madef dhe cascading
problems involved in \re-booting" such a large grid, espedlly in the event of
component failures and burn-outs which would necessitate aplacement, not
on a local scale, but quite possibly on a global scale, with dp a few key
manufacturers able to service these needs.

2.1.8 Airline travel

Generally, the known routes for space weather impacts to aation are through
passenger safety (radiation), ight avionics (computer/system glitches), com-
munications (radio interference) and scheduling (delaysyoute changes). His-
torically there have been anecdotal instances of each of tlse being identi ed.
For example, July 19, 1947 - Sunspots delay planes (New York ifmes, July
18, 1947 p. 15).

Although earlier ight navigation methods involved compass bearings and
LORAN-C, which in principle could be a ected by geomagnetic storms and
shortwave interference, there are actually no known instanes where space
weather events caused signi cant disruptions to these nagation technolo-
gies. Today, however, the airline industry is adopting GPS ravigation as the
standard, and its implementation in the Wide-Area Augmentation System
(WAAS). WAAS is a combination of GPS and local, ground based netrology
reference stations that provides 1-meter lateral and 1.5-rater vertical position
resolution every 6 seconds for aircraft ying over the contnental US, Canada
and Alaska. There are also several satellites, such as Galgd5 that are in-
volved in the WAAS system as part of its space-leg. Because stuses GPS
satellites, the WAAS system is not immune to space weather eects that im-
pact the ionosphere. Consequently during a severe storm ent WAAS may
not be available for several minutes, or even hours, in someegions of the nor-
mal coverage area (Doherty, 2011). Studies have shown thatpproaches with
vertical guidance (APV) are restricted during times of geormagnetic activity
in terms of the APV coverage with Dst during the period from July 2003 to
March 2004. For airports in which APV coverage is not availabk, ights must
revert to IFR or VFR landing regulations within a vertical di stance of 200
meters of the runway.

A number of national and international studies have been coducted to as-
sess the radiation load on passengers during active space atker conditions
and under otherwise normal circumstances. Normal backgroud radiation
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doses are typically 0.3 microSv/hr or 3 mSvl/year. For passegers and ight

crews, the actual cabin exposure varies with the geographitatitude of the

ight, the altitude of the ight, and the combined GCR and sol ar uxes of

particles. For example, Bottollier-Depois et al. (2000) deéermined from direct

measurements at maximum solar activity in 1991-1992 and at rnmimum ac-
tivity in 1996-1998. The lowest mean dose rate measured was 1BicroSv/hr

during a Paris-Buenos Aires ight in 1991. The highest rateswere 6.6 mi-
croSv/hr during a Paris-Tokyo ight on a Siberian route and 9.7 microSv/hr

on Concorde in 1996-1997. A number of similar studies sinceneén have sup-
ported the idea that there is in fact some additional passengr and ight crew

radiation exposure caused by space weather. However, theviels are cumu-
latively very low for the vast majority of passengers who travel infrequently

during the year.

Nevertheless, some airlines that y polar routes, such as Uited Airlines, are
sensitive to solar storm events, not necessarily for the adet radiation load, but
for the disruption of emergency high-frequency communicabns with ground
controller, which violates FAA safety regulations. For example, on January 20,
2005 a severe solar storm event caused 26 United Airlines hgs to be detoured
to lower altitudes and latitudes. The steady increase in thenumber of polar
routes suggests a larger number of people will be a ected byugh events as
time goes on. As Figure 2.6 indicates, currently, 1.7 millim passengers travel
these routes each year (Murtagh, 2010).

The most recent, well publicized event where airlines were igerted to other
routes came with the powerful January 23, 2012, solar are ad CME. Hailed
as the biggest solar storm since 2003, Delta Airlines chosetdivert its ights
to more southerly routes, while American Airlines took no operational action
(Waugh, 2012). Despite the impacts to airline communicatilms and ight
safety, there are no instances where space weather has a ett passengers
or airline ight crews, so in some sense, the issue of ight skety and space
weather presents a very modest health risk, but ironically asigni cant cost in
ight time and fuel to airline companies that choose to apply mitigation.

2.2 Forecasting strategies

The speci ¢ components of the space weather environment thiaare known to
cause human impacts are solar x-ray ares, coronal mass ejgons, solar pro-
ton events, geomagnetic storms, galactic cosmic rays, eliostatic discharges,
and energetic particles in the magnetosphere. X-ray ares ause ionospheric
changes and upper atmosphere heating, which cause problerw LEO satel-
lites and GPS-based systems. During the impulsive phase of @ME, shocks
also form that lead to the acceleration of particles and solamproton events.
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Fig. 2.6. The number of passengers ying \polar routes" coninues to sharply increase
each year to a current level of nearly 1.7 million passengesach year (Murtagh, 2010).

Some of these energetic particles can also arise from the sibf the solar are
itself. Solar proton events and galactic cosmic rays can hay energies of 10s
of MeV, which lead to SEUs in computer circuitry, or to enhanced radiation
exposure by airline passengers and astronauts.

The complexity of the space weather environment, and the man ways in
which it can invade our technology to cause problems, almosprecludes that
we will ever be able to start from an initial set of solar or ge@hysical data and
use this to determine whether a speci c transformer or satdlte system will
fail. Consider that a satellite can be rendered inoperablefia single energetic
particle causes a permanent failure of a critical gate, and e vast number of
these particles that pass through a satellite's volume dumg its operational
lifetime. In quantum electrodynamics, arguably the most precise physical
theory known, precisions of 1 part per 10 billion are routine but in terms of
that fatal energetic particle, we would need a predictive agjorithm of nearly
the same caliber, otherwise we are forced to always deal in pbabilities.

We also know that, in the space sector with over 2000 operatig satellites,
it is a rare event for satellites to actually fail during solar storms. How is it
that, in the most recent Galaxy-15 or Anik-F6 outages, othersatellites nearby
were not similarly disturbed? We see this curious paradox agin and again
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in reports of satellite outages related to space weather ewés. The industrial

response is that satellite failures have much less to do wittexternal space
weather events, which reasonably should have a ected morehian one satellite
simultaneously, than with manufacturing or software problems internal to the
satellite itself such as tin wisker growth (e.g. Galaxy-7 inabout 2000), solar
panels designs (e.g. Tempo-2 around 1997), or software erso(e.g. Galaxy-15
around 2010). This raises another important issue that has ben a much-
discussed topic among space weather forecasters. How canuypredict which

space weather events will be important if the various industies that control

the vulnerable assets are not transparent with their anomay data?

For most types of space weather events, by the time they are dected it is
already too late to mitigate. This is the case for all of the eents that ow
from solar or cosmic energetic particles, or solar X-ray aes. Phenomena such
as CMEs, on the other hand, provide us with 1 to 3 days notice ofrrival near
earth once they are spotted leaving the solar vicinity. To keep forecasting costs
low, what we would like to do is to come up with a small number ofinexpensive
measurement indices of the solar and geophysical environmg and through
some yet to be developed algorithm, convert these into a sta&ment about
whether a particular resource or asset is in eminent dangerrad what the
nature of that danger might be so that industry can take action. We also
want to minimize the number of false alarms which can be cosyl and result
in progressive lack of con dence in the forecasts themselge

2.2.1 Solar storms: ares and CMEs

The simplest correlations we can search for involve solar ees, CMEs, SPEs
and the sunspot cycle, because sunspots can be inexpensivelounted and
studied with ground-based instrumentation. We are reasonaly certain that
solar ares and magnetic reconnection events require conogérated photo-
spheric magnetic elds, which manifest themselves as sungps, so we expect
more of these events during times of sunspot maximum than swpot mini-
mum. Yet even during sunspot minimum the number of signi cant are events
is not zero as for example the M6.4 are on February 7, 2010, othe X2.6 are
on July 9, 1996. So if you are operating a GPS system or a WAAS sgem and
require 100% coverage for safety, you will need a back up plaaven during
sunspot minimum. What about coronal mass ejections and the ect they can
have on electric power grids?

According to an analysis of 314 halo CMEs during the 23rd cyd by Tripathi
and Mishra (2005), about 3 occurred during sunspot minimum (@996) and 61
during sunspot maximum (2001), yet fewer than 1 in 6 halo CMEsled to
signi cant geomagnetic storms.
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Fig. 2.7. A simple Venn diagram showing the frequency of halCMEs, X-class ares
and Solar Proton Events during Cycle 23. There were a total 0598 Earth-directed
CMEs, 95 Solar Proton Events, and 122 X-class ares. Itis clar from the intersection
statistics that the vast majority of CMEs do not result in SPE s, or are associated
with X-class are events. However, it is also true that the majority of X-class ares
are associated with CMEs, and that the majority of SPEs are asociated with CMEs
as well.

Odenwald (2007) created a combined data base of X-class asg halo CMEs
and Solar Proton Events (SPE) for the period January-1996 toJune-2006, dur-
ing a time in which SOHO/LASCO detected 11,031 coronal mass jections.
Of these, 1186 were nominally 'halo’ events including baclside ejections, how-
ever, only 598 were actually directed towards Earth. Duringthe same period
of time, 95 solar proton events were recorded by the GOES sallde network
orbiting Earth. Of these SPEs, 61 coincided with halo CME evats. Solar
ares were also recorded by the GOES satellites. During thistime period,
21,886 ares were detected, of which 122 were X-class aresOf the X-class
ares, 96 coincided with halo CMEs, and 22 X-class ares alsaoincided with
22 combined SPE+halo CME events. There were 6 X- ares assoated with
SPEs but not associated with halo CMEs. A total of 28 SPEs werenot asso-
ciated with either halo CMEs or with X-class solar ares. The result can be
summarized in the Venn diagram shown in Figure 2.7.

What this simple statistical exercise shows is that many of Xclass ares (20
of 122), halo CMEs (458 of 598) and SPEs (28 of 95) are maverioents not
associated in general with the other two types of phenomenaOne cannot use
halo CMEs to predict if an SPE will result (only (39+22)/598 = 1 0% of the
time). One cannot use X-class ares to determine whether an BE will result
(28/122 = 23% of the time), or using halo CMEs to predict X-class ares,
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(96/598 = 16% of the time), but if an X-class are is seen, then you have a
(96/122 =) 79% chance that a halo CME results, or a (28/95 =) 29% chance
that an SPE results. These statistical results demonstratethat the path to

any sensible form of space weather prediction will probablyalways be fraught
with the shear unigqueness of each and every space weather atieand the

way that it is then \transduced" by a myriad of technological platforms whose
properties and succeptabilities are often out of the publicdomain. This is
far less like the tornado that rumbles through a state and wreaks havoc than
a lightning storm whose strike points are utterly random on the landscape
and damage or death is literally a matter of bad luck. This may well be the
situation for global forecasting, but at the individual active region-scale, the
situation is fortunately much more optimistic.

2.2.2 Reliability of X-class forecasts

Solar ares and CMEs are the most dramatic precursors of trarsient changes
in space weather conditions, and considerable e ort has beeexpended in de-
veloping predictive schemes for them (for a review see Forlse 2010). In all
cases, the ability to predict whether a are or a CME will occur depends on
the quality of the data gathered through the deployment of sghisticated, and
expensive equipment. CMEs cannot be studied without spacéased corona-
graphic equipment (e.g. SOHO/LASCO), sensitive photometas that detect
scattered light from them in transit (STEREO), or in-situ pa rticle and eld
measurements made at L1 (e.g. ACE). Presently, there are norgund-based
techniques for studying CMEs that could lead to signi cant cost savings over
using space-based assets that need to be replaced every 1@ngeor so. Sim-
ilarly for solar ares and the solar X-ray emission, only spae-based sensors
provide the data required to detect and quantify their seveiity, with no ground-
based analogues to the X-ray technology. The good news is th&oth CMEs
and X-ray ares produce distinctive \Type-II" bursts of rad io-wavelength ra-
diation that ground-based radio telescopes can pro tably cetect (e.g. Gopal-
swamy et al., 2005). By combining ground-based and space-bad data over
the last 20 years, considerable progress has been made in d®ping reliable
forecasting algorithms which can provide nearly 100% certimty over the next
24-hour period for signi cant CME or are activity. Most rel y on a descrip-
tion of the topology and morphology of sunspots and their preursor magnetic
elds.

Solar ares have been studied extensively since the 1930s s they are
historically known to cause shortwave outages. It has been nderstood for
some time that sunspots with complex eld topologies are prine candidates
for aring activity (Hudson, 2010). Modern-day analyses that incorporate pre-
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cursor information about changes in sunspot eld topology sich as rotation

and shear, and past time history of activity (Nunez et al, 20®), the Mcintosh

classi cation of the sunspot group (Gallagher et al., 2002)lead to forecasts
of X-class ares in the next 24-hour period that are more than 90% reliable
with few false-positives. More recently, Colak and Oahwaji(2007) use a neural
network approach to achieve prediction accuracies of 92% faccurrence and
88% for classi cation (M or X-class). None of these statistcal methods ac-
tually employ any physics-based knowledge of the underlyig aring process,
but merely search for correlations among a diverse ensemblef parameters
available in various data bases and archives.

Detailed measurements of the 3-d shape of active region, diace magnetic
elds and their classi cation (e.g., the Wilson classi cat ions), has led to most
of the advances in are forecasting during the previous sungot cycle. The
legacy of this surface- eld approach is best shown in the remarch by Steward
et al. (2011) who used data from the National Solar Observatoy's, Global
Oscillation Network Group (GONG) to investigate strong-gr adient polarity in-
version lines, and neutral lines in maps of solar magnetic &s near active re-
gions. By classifying each active region seen in 2003 accang to a 5-parameter
scheme (e.g., eld gradient strength, curvature, neutral ine length), they sta-
tistically compared 44 combinations of these 5 indices andound an optimal
set that maximized the accuracy of predicting a aring event. The resulting,
optimized algorithm, called FlareCast, can predict a are with 88% con dence
within a 24-hour period, with a 10% false-positive rate (i.e 1 prediction out
of 10 will turn out not to occur).

But events transpire so rapidly that, by the time surface elds start to
become twisted into the pre- are state, it is already too late to prepare Earth-
based systems for the resulting burst of X-rays and energatiparticles, which
arrive in less than an hour. During the rst decade of the 21st century, a
steadily accumulating archive of sub-surface active regio images from the
GONG program, has allowed changes in the plasma ows some 6H)O0 km
below the surface to be studied at a 10-minute cadence, for ev 1,000 active
regions. In a path-breaking paper by Reinard et al. (2010), eoccurring se-
guences of magnetic topology change were discovered that ggaged surface
aring events, with a lead time of 2 to 3 days before the surfae eruption oc-
curred. A vorticity-based index allows active regions to beclassi ed in terms
of its future activity, and can discriminate between regions producing C, M
and X-class ares. The study supports the idea that rotational kinetic energy
twists sub-surface elds into unstable con gurations, which are then involved
in explosive magnetic reconnection at the surface.

Coronal mass ejections have a shorter history in the space \ather commu-
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nity since their role in the dynamics of the geomagnetic eldwas only deduced
in the 1980s, and actual space weather e ects were not obsezd until the Que-

bec Blackout in 1989. X-class ares have been studied as pracsors for CMEs
(Wang et al., 2002) as have sigmoidal features revealed in #aX-ray imaging

of the corona (Sterling, 2000; Can eld et al., 1999), and vetor magnetogram
studies of the length of the \strong- eld, strong-shear" main neutral line in

sunspot groups (Falconer, 2001). Actual predictive scheng remain lacking
due to the failure to bridge the gap between the changes in thesmall-scale
surface elds near measurable active regions, and the oftehidden large-scale
magnetic eld rearrangements that occur before the CME is lainched.

Once evidence is available for a CME launch, the arrival timeat Earth and
the geoe ectivhess become important predictive issues. $we progress has
been made in this area. It has been known for several decadelsat the most
e cient energy transfer into the geomagnetic eld occurs for \south directed"
CME eld orientations. This can currently only be determined by in situ
measurements made by satellites at L1 such as ACE. Also, thepged of the
CME and the quantity of entrained plasma determine the ram pressure of
the arriving CME at the magnetosphere boundary. The e ect of aerodynamic
drag by the interplanetary medium has also been studied (Sog, 2010), and the
results provide signi cantly improved determinations of t he initial CME speed,
its speed at 1 AU, and the transit time. The advent of STEREO spacecraft
imaging of CMEs at large angles from the sun-earth axis have eri ed the
deceleration of fast-moving CMEs in the interplanetary medum, and that
CMEs need to be tracked at least 30 degrees from the Sun in ord¢o obtain
arrival time accuracies less than about 6 hours.

Solar proton events, often associated with shock accelerain in the initial
stages of CME ejection, have also entered the domain of forasting through
the same statistical studies that proved successful with Xray forecasting. For
instance, Chin (2005) used an archive of 28 SPE between 192000 and com-
pared these events with solar radio bursts recorded betwee@45 MHz and
15,400 MHz to nd a strong correlation between Type-IIl radio bursts at 245
MHz and the appearance of an SPE observed some 1-2 days later.

2.3 Modeling the economic and societal impacts

Cycle 23 will be seen by historians, no doubt, as a watershed oment in space
weather history. Prior to Cycle 23, there was little or no public discussion
about space weather vulnerability during the Space Age, alhough our grand-
parents surely knew all about the practical consequences afpace weather and
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the insu erable short wave outages. With Cycle 23, we had SOK providing

the public with dazzling and ominous movies of solar stormsand many pop-
ularizers, including myself, who went on the stump to sort ou for the public

all the ways in which we could be aected. Then, just before the famous
Halloween Storm of 2003, we had the rst high-pro le Congresional hear-
ing about space weather in the context of why NOAAs Space Envionment
Center (SEC) budget should not be halved. Once Homeland Secity became
involved, we then had a new round of hearings about our infragucture ul-

nerability to space weather events. The Space Weather Forunwas held in
Washington, DC on Capitol Hill in June 2008 to educate Capitd Hill about

space weather issues. Meanwhile, researchers began the dult task of trying

to quantify what these impacts could cost us and the social diruption that

might follow.

Kappenmann (1997) has an extensive record of modeling the Ugower
grid with increasingly more sophisticated models of the eletrodynamics of
GICs and exhaustive studies of the North American electric gid network at
the component level. Currently, his e orts use historical geomagnetic storms
(e.g. 1921 event) and their impact on the contemporary eleaic power grid.
Among the scenarios are four year-long recovery periods dirsg over $1 trillion
in GDP.

Teisberg and Weiher (2000) estimated that the economic bents of pro-
viding reliable warnings of geomagnetic storms to the elecic power industry
(alone) would be approximately $450 million over three yeas (note that this
does not include any other impacted industries). This is welabove the $100
million cost of a new operational satellite that would provide such warnings
(ACE, Triana)

Odenwald and Green (2007) modeled the economic losses to corarcial
satellites in LEO, MEO and GEO orbits and deduced that an 1859scale
\superstorm" arriving near sunspot maximum could cost $50 hllion in lost
revenue and assets.

In August 1988, Oak Ridge National Laboratory and the NRC published
\Evaluation of the Reliability for the O site Power Supply a s a Contributor
to the Risk of Nuclear Plants". This set the stage for consideing the impact
of space weather-related GICs on the reliability and safetyof nuclear power
plants (Kirby et al., 1988).

In April 1989, Northwest Power Coordinating Council (NPCC) approved the
document "Procedures for Solar Magnetic Disturbances Whih A ect Electric
Power Systems" which has been updated several time.(NPCC, 989) Octo-
ber 2003 What is Space weather and who should forecast it? Cgnessional
Hearing on Space Weather held before the Subcommittee on Eironment,
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Technology, and Standards, Committee on Science, House ofdRresentatives,
One Hundred Eighth Congress, rst session, October 30, 20Q3(Congress,
2003)

In December 2005, Idaho National Laboratory and NRC publisked \Reeval-
uation of Station Blackout Risk at Nuclear Power Plants{Ana lysis of Station
Blackout Risk." The executive summary from this report reads in part: The
availability of alternating current (ac) power is essential for safe operations
and accident recovery at commercial nuclear power plants (iIL, 2005).

April 2008 saw the publication of the "Report of the Commission to Assess
the Threat to the United States from Electromagnetic Pulse (EMP) Attack:
Critical Infrastructures”. The US Congress funded a vulnerability assessment
research under the National Defense Authorization Act to ewaluate the impact
of an electromagnetic pulse (EMP) from a high altitude nuclear detonation by
a terrorist event on the nation's critical infrastructure i ncluding the electric
grid. The same study also discussed geomagnetically-indad currents (EMP
Commission, 2008).

In 2008 \Severe Space Weather EventsUnderstanding Socidtand Economic
Impacts Workshop Report”. The National Academy of Sciencesdetermined
that severe geomagnetic storms have the potential to caus@hg-duration out-
ages to widespread areas of the North American grid (NAS, 2(%).

In June 2010, the report entitled "High-Impact, Low-Frequency Event Risk
to the North American Bulk Power System" was published, jointly sponsored
by NERC and the Department of Energy. NERC now concedes that he
North American power grids have signi cant reliability issues in regard to
High-Impact, Low-Frequency events such as severe space vikar. The NERC
report explains commercial grid vulnerability to space weaher (NERC, 2010)

In October 2010 a report entitled \Electromagnetic Pulse: Eects on the
U.S. Power Grid" appeared. In relation to that, Oak Ridge National Labora-
tory released a series of comprehensive technical reportsrfthe Federal Energy
Regulatory Commission (FERC) in joint sponsorship with the Department of
Energy and the Department of Homeland Security. These repds disclose that
the commercial power grids in two large areas of the contineial United States
are vulnerable to severe space weather. The reports concladhat solar activ-
ity and resulting large earthbound CME, occurring on average once every one
hundred years, would induce a geomagnetic disturbance andacse probable
collapse of the commercial grid in these vulnerable areas. e replacement
lead time for extra high voltage transformers is approximaely 1-2 years. As
a result, about two-thirds of nuclear power plants and their associated spent
fuel pools would likely be without commercial grid power fora period of 1-2
years (Oak Ridge Labs, 2010).
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Armed with all this bad news, and with the storms of Cycle 24 nav begin-
ning, it has become commonplace for Reporters to quote thestudies and o er
tittes such as \A big solar storm could cost $2 trillion, could be a global Kat-
rina" or \Solar storm bu ets Earth: How protected is the US po wer grid?™.
The danger is that, through constant repetition of this Doomsday theme, the
public will become inured to the message in the face of the ingtable false
alarms such as the January 2012 storm. While it is certainly important to
keep the preparation message alive given the consequencesdur infrastruc-
ture, as scientists and space weather forecasters, we needl be more careful
with delivering this complex message to a public increasinlg eager for a simple
\yes or no" answer to their safety.
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Commercial space weather in response to
societal needs

W. Kent Tobiska

3.1 The history of commercial space weather
3.1.1 Space weathers challenge to our society

On Monday evening September 30, 2013 the U.S. Government bag to close
numerous facilities at the beginning of the Government shudown. Included in
the shutdown was the computer system that runs the Nowcast ofAtmospheric
lonizing Radiation System (NAIRASY) (Mertens et al., 2009, 2010, 2012, 2013)
at NASAs Langley Research Center (LaRC). This system provigs real-time
data-driven climatology of the aviation radiation environ ment and Figure 3.1
shows the last report before the shutdown. The source radiabn was from
both Galactic Cosmic Rays (GCRs) and Solar Energetic Partites (SEPS).
Coincidentally, the Government shutdown occurred just as amoderate solar
radiation storm was peaking that had started a day earlier. The SEPs from a
September 29 small X-ray solar are coupled with the Earths magnetosphere
to produce a 27-hour moderate S2 radiation storm on the NOAA salez with
a peak at 20 UT on September 30.

Since this type of radiation storm exposes passengers andew in aircraft
ying at high latitudes or high altitudes to elevated radiat ion risks, questions
immediately arose: what were the risks for passengers and@wr on commercial
aircraft ights during the September 30{October 1, 2013 S2 madiation event?
What was the peak e ective dose rate at commercial aviation étitudes during
the radiation event? What guidelines exist for ight crews, frequent yers,
and pregnant mothers to estimate their radiation risks?

This is the context in which the present-day commercial spae weather sector

y http://sol.spacenvironment.net/ nairas
z http://lwww.swpc.noaa.gov/NOAAscales
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Fig. 3.1. NAIRAS e ective dose rate at the time of the U.S. Government shutdown
of NASA LaRC computers and prior to the 20:05 UT peak of the radation storm
on September 30, 2013. Courtesy of Space Environment Techlogies and NASA
Langley Research Center NAIRAS project.

has arisen. As technology has developed into this second dme of the 21st
Century, it has become clear there are impacts from space wédar on not
only the near-Earth space environment but on the technologywe come to rely
upon, including conditions related to personal health and vell-being.

This chapter explores the impact of space weather on societgnd the ex-
panding management of those risks using capabilities devabed by the Space
Weather Enterprise. We highlight the role of commercial spae weather, nec-
essarily emphasizing the U.S. commercial sector since thatomain is the most
developed (though not the only) commercial space weather stor. Notably,
European and South Korean commercial organizations also ést but are not
described here.

3.1.2 What is space weather?

Space weather, i.e., the predominant but not exclusive dynaic and vari-
able transfer of energy from the Sun to the Earth via photons,particles, and
elds that vary on multiple time and spatial scales, a ects our near Earth
space environment as well as our societys technology. Compents of our crit-
ical technological infrastructure, including satellites, communications, navi-
gation, transportation, electric power, aviation, defens, information, bank-
ing/ nance, energy exploration, health, construction/su rveying, emergency
services, government services, water, and data storage (éed key industrial
sectors in this chapter), all are key elements of the U.S. ecmmy. These eco-
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Fig. 3.2. (a) Hurricane Katrina hit New Orleans August 29, 2005 (left picture), (b)

the X17 are occurred on September 7, 2005 (center picture suogate image), and
(c) the helicopter recovery e orts (right picture) were wit hout command center com-
munications for several hours. Sources: (a) GOES satelliténage, (b) NASA SOHO
composite image, (c¢) AFP/Getty Images/James Nielsen

nomic engines, just to name a few, have capabilities that areeliant on space
or ground systems with a susceptibility to the impacts of spa&e weather.

The predominant source for severe space weather is the largmlar are
above Class M5 (Tobiska et al., 2013), which, at times, can bassociated with
coronal mass ejections (CMEs). However, even without assated CMEs,
large ares can threaten our technology and render it degraed or even useless.
One example is the September 7, 2005 X17 are, the fourth largst on record,
during the Hurricane Katrina recovery period; the e ects of this are elimi-
nated emergency high frequency (HF) radio communications btween ships,
helicopters, and ground-based emergency responders foveeal hours (private
communication Rene Stiegler, ShipCom, LLC, Figure 3.2).

The great risks associated with severe space weather are lemson our in-
ability to predict both the timing and magnitude of large solar ares or the
magnetospheric coupling of solar ejecta that traverses theolar wind to arrive
at Earth and causes service degradations, equipment failes, and sometime
catastrophic asset loss. Outside the solar system, variablGCRs (high energy,
high Z charged particles) also a ect our technology and the rar-Earth space
environment. That environment includes the Earths magnetasphere, radia-
tion belts, neutral atmosphere, and ionosphere and it is thé environment that
requires speci cation of its conditions at the current epod as well as forecasts
for some future time.

3.1.3 What are societal impacts of space weather?

As our society has emerged into the 21st Century and become me reliant on
space-based systems, we have found that a variety of techramies are impacted
by space weather (National Academies Press, 2008; Tobiskda008, 2009). The
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a ected technologies are found in all key industrial sectos. Examples of those
impacted technologies, the source events for space weatheects, their symp-
toms, and the relevant NOAA R (Radio blackouts), G (Geomagndic), and S
(Solar radiation) space weather scales (1=minor impact and5=extreme im-
pact) are listed in Table 3.1.

It should be noted that this list is certainly incomplete when compared
across discipline areas. However, it does re ect the majordrce behind the
evolution of the U.S. commercial sector from a funding and oprational imple-
mentation perspective. This driver is speci cally the USAF interest in both the
ionosphere and the neutral atmosphere. As such, there is a 8.-centric bias
in these examples that is even more weighted towards activies with major
funding to support DoD services. Other phenomena, such as @ monitor-
ing, is clearly important but has not received the operatioral funding in any
country at the level compared to USAF ionosphere and neutralatmosphere
speci cation.

Classic examples of impacts from space weather on our techlogy that have
led to game-changing innovations include the following ewets:

() March 13, 1989 Hydro-Quebec transformer saturation fran geomag-
netically induced currents (GIC) that caused its power grid to go o
line for 9 hours (Czech et al., 1992); this same storm caused @ES
weather satellite communications to be interrupted with lost weather
images, led to NASA's TDRS-1 communication satellite repoting over
250 anomalies, and induced unusually high pressure readiagn a hy-
drogen fuel cell on the Space Shuttle Discovery; this stormpurred the
current development of risk management e orts under the umbrellas of
Federal Energy Regulatory Commission (FERC) and North American
Electric Reliability Corporation (NERC) to warn the power i ndustry of
impending GIC surges, which are analogous to terrorism thrats (Na-
tional Academies Press, 2008, 2012a);

(i) March 23{24, 1991 tracking loss of a signi cant number of satellites
in the NORAD catalog (Beding eld, et al., 1996) due to atmospheric
drag caused by large solar ares and geomagnetic storms; tise events
led directly to the USAF Space Commands initiative to improve oper-
ational thermospheric density uncertainty to much less than 10% with
the creation of the High Accuracy Satellite Drag Model (HASDM) and
the Jacchia-Bowman 2008 (JB2008) model (Bowman, et al., 2@&n,b;
Tobiska, et al., 2008);

(iii)y September 7, 2005 Hurricane Katrina recovery e ort where an X17 so-
lar are caused HF radio communications between emergencyasponder
helicopters and o -shore support ships to be lost for severahours (pri-
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Table 3.1. Example technologies a ected by space weather, its e ects, &h
NOAA scale (R { Radio blackout , G { Geomagnetic disturbance,and S {
Solar energetic-particle radiation).

Technology Cause E ect Scale
Aviation communication Solar ares Loss of high frequencyradio R & G
(commercial, business jet, & CMEs signal for communications
and general aviation)
Aviation health and safety SEPs Increased radiation dose for S
(commercial, business, and human tissue and avionics
high altitude jet)
Aviation navigation (com- Solar ares Loss of GNSS position ac- R & G
mercial, business jet, and & CMEs curacy for plane en-route
general aviation) and loss of WAAS landing

aid
Cell phones (connectivity)  Radio bursts Interference withcell phone {

signals due to high energy

solar radio bursts
Institutional facilities (hos- CMEs Power loss from electric G
pitals, government, large grid outages
data centers, banking,
ERS)
Oil & gas exploration (eld CMEs Drill bit misalignment us- G
ops) ing magnetic eld; oil

pipeline damage from GIC
Power grid (regional net- CMEs Transformer loss from GIC G
works) surges
Radio communications Solar ares, Loss of HF/UHF/L-band R &G
(DoD, corporate  eet, CMEs, & radio signal for communica-
Hams, ERS) scintillation tions; D-region absorption
Satellite operations (LEO, SEPs, solar LEO orbit error from drag; S & G
MEO, GEO) ares & GEO spacecraft charging;

CMEs SEUs and latch-up

Surveying (mega sites, CMEs Loss of GNSS position ac- G
roadways, eld operations) curacy
Transportation navigation Solar ares, Loss of GNSS position ac- R & G
(shipping, corporate eet, CMEs, & curacy
ocean, rail) scintillation
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Fig. 3.3. Pasteurs Quadrant from Stokes (1997).

vate communication R. Stiegler, ShipCom, LLC.); this communication
failure led to the Space Environment Technologies (SET) andSpace
Environment Corporation (SEC) Communication Alert and Pre dic-
tion System (CAPSy) for improving HF communication signal strength
availability. CAPS was followed by the establishment of the Utah State
University (USU) Space Weather Center (SW(C2) with Utahs Federal
ARRA funds, leading to its commercial spino, Q-up x for leveraging
USUs GAIM ionosphere for commercial applications;

(iv) December 6, 2006 solar radio burst that was 10 times moréntense (>

10° sfu) than any previously recorded, a ecting L-band GPS accuacies
and cell phone reception; this led to the improvement of GPS ensors
for scintillation and resulted in ASTRAs CASES instrument; and

(v) November 10, 2008 NigComSatl, the commercial Nigerian@nmunica-

tion satellite, failed due to > 300keV elevated energetic electron ux
levels at Geosynchronous Earth Orbit (GEO) with a daily uen ce of
2 10' electrons cm 2 day ! y; this event led to the establishment of
SETs real-time GEO Alert and Prediction System (GAPS) for specify-

ing the real-time and forecast surface and internal chargig environment
at GEOz while utilizing data-driven statistical models from SCATH A

legacy studies.

y http://sol.spacenvironment.net/ ionops/index _ionops_caps.html

z http://spaceweather.usu.edu

x http://g-upnow.com

y http://www.cgwic.com/In-OrbitDelivery/CommunicationsSatelli te/Program/NigComSat-1.html
z http:/terral.spacenvironment.net/ gapops/



3.1 The history of commercial space weather 51
0000 AT&T & 7:09 PM 7 % 52% W)

SpaceWx

{e

R
Magnetosphere Atmosphere

5 Snace Wealher Center

UtahStateUniversity

2013-09-20 02:09:09 GMT

Fig. 3.4. SpaceWeather iPhone app for displaying real-time&4/7 space weather data.
Courtesy of Utah State University Space Weather Center and $ace Environment
Technologies.

3.1.4 Emergence of three pillars in the U.S. space weather
enterprise

Before the mid-1990s, when space weather was rst recognideas a serious
threat to our technological infrastructure (National Space Weather Program,
1995, 1997, 2000, 2006, 2010), there were a number of cluesatmot only

foretold the importance of specifying and forecasting spae weather but also
showed its dramatic power, giving insight to its underlying physics. After

the mid-1990s space weather came into its own as a disciplinembodying
Pasteurs Quadrant (Stokes, 1997), i.e., use, demand, and tigrest intersect
to nd basic answers (Figure 3.3). Highlights in the timeline of theoretical
(T), experimental (E), programmatic (P), operational (O), and commercial
(C) development of the space weather enterprise include thést below.

E 1859: Carrington and Hodgson identi ed a white light solar are event that
later came to be identi ed as one of the largest solar events acting human
technology;

T 1882: A conducting region in Earths upper atmosphere was sgculated by
Kelvin and Stewart in connection with daily magnetic variations;

E 1901: Marconi performed his wireless radio experiment form Cornwall to
Newfoundland;

T 1902: Kennelly and Heaviside independently postulated tlat the radio waves
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)

were re ected from an ionized layer (E region) to explain Marconis commu-
nication;

1912: Eccles provided a rudimentary theory for the ionosplere;

1926: Watson-Watt coined the term ionosphere;

1936: Saha theorized excess irradiances (EUV and X-rays) eve needed
above the solar blackbody spectrum to give the observed iomation levels;
1946: the rst NRL upper atmosphere rocket, a captured German V-2,
detected excess solar EUV irradiances above the blackbodysectrum;
1950s: One-dimensional upper atmosphere models were déwped by Chap-
man, Bates, and Nicolet;

1965:. USAF OV1-1 satellite observed electron density, maggtic elds, pro-
ton concentration;

1970s: Schunk (USU) developed rst ionospheric, coupled -2on, model;
1980s: Roble (NCAR) achieved a 3D model of the thermospherand iono-
sphere;

1990s: Schunk and Sojka (SEC) developed mid- and high-latide iono-
sphere descriptions for the USAF PRISM model and the lonospéric Fore-
cast Model (IFM);

1995: First National Space Weather Program Strategic Planpublished;
1997: First National Space Weather Program Implementation Plan pub-
lished;

1998: Tascione (Sterling Software) introduced the commaial application of
the Magnetospheric Speci cation Model (MSM) for NOAA via a C RADA,;
1998: the rst GAIM data assimilative ionospheric systems using physics-
based models were developed through the ONR MURI program wit USU
and JPL/USC;

2000: Tobiska (SET) provided rst commercial operational real-time and
forecast solar irradiances for NOAA via a CRADA,;

2000: Second National Space Weather Program Implementaiin Plan pub-
lished;

2002: U.S. AFSPC HASDM system declared operational, reduing NORAD
catalog error to less< 10%;

2004: First ISO International Standard published for spa@ environment on
GCRs;

2005: AFRL and NRL validated USU GAIM as the gold standard for op-
erational use by AFWA; 2006 ops implementation;

2006: National Space Weather Program Assessment Commitee Report
published;

2007: Fry (EXPI) provided rst operational solar wind data using HAFv2
to AFWA,;
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E 2008: U.S. AFSPC and SET released the JB2008 thermospheridensity
model providing the most signi cant advance for satellite orbit accuracy in
40 years;

C 2008: SET and SEC released rst real-time and forecast Comumication
Alert and Prediction System (CAPS) commercial operational ionosphere
via Google Earth;

C 2009: USU SWC and SET released the rst smartphone app (SpaaVx
or SpaceWeather) (Figure 3.4) with 165 real-time data streans from 15
participating institutions;

C 2010: USU SWC initiated rst commercial GAIM operational i onosphere
system;

P 2010: Second National Space Weather Program Strategic Ptapublished;

E 2011: Mertens (NASA LaRC) and SET released rst real-time dobal avia-
tion radiation environment with NAIRAS;

O 2012: Tobiska (SET) demonstrated rst operational Dst forecasts up to
6 days with 1 hour granularity using the solar data-driven Anemomilos
algorithm;

O 2012: Crowley (ASTRA) achieved rst commercial data streams for Alaska

scintillation with CASES sensor;

2012: the National Research Council Decadal Survey publieed; and

E 2013: SET demonstrated rst real-time downlink of aviation radiation dose
and dose-rate, integrated into NAIRAS, and redistributed to the world via
app with 15-minute latency.

)

From the combination of these events, three pillars (goverment agencies,
academia, and industry) emerged to rst understand, then characterize, and
nally begin managing the risks associated with severe spaeweather. These
pillars jointly form the backbone of the U.S. space weather sterprise and
include: i) Government agencies (e.g., DOC/NOAA, DOD/USAF and USN,
NASA, DOI/USGS, NSF, DOE, DHS/FEMA, DOS/OES, and DOT/FAA or -
ganized through the interagency Committee for Space Weath®; ii) academic
programmatic activities (e.g., GAIM MURI (USU and USC), CIS M (BU),
NADIR MURI (UCB), and SWC (USU USTAR)); and iii) commercial b usi-
nesses (e.g. the American Commercial Space Weather Assotia (ACSWA y)
18 members of Atmospheric and Environmental Research (AER)Atmospheric
and Space Technology Research Associates (ASTRA), Carmeld?earch Center
(CRC), Computational Physics Inc. (CPI), Exploration Phys ics International
(EXPI), Flare Forecast, GeoOptics, Geosynergy, PlanetlQ,Predictive Science
(PSI), Propagation Research Associates (PRA), Q-up, Space mvironment

y http://www.acswa.us
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Corporation (SEC), Space Environment Technologies (SET),Scienti ¢ Solu-

tions (SSI), Space Services Holdings, Inc. (SSH), Storm Angsis Consultants
(SAC), and Space Weather For Today and Tomorrow (SWFTT)). Companies
that have contributed a signi cant role to developing the commercial space
weather enterprise outside of ACSWA include RPSI (DynaCastHF and data-

driven VOACAP), Sterling Software (MSM), North West Resear ch Associates
(WBMOD), and Metatech (GIC information services).

3.1.5 The inuence of professional societies and community
meetings

Three professional societies have been particularly impdéant in the devel-
opment of the U.S. space weather enterprise. The American Ggphysical
Union (AGU), the American Meteorological Society (AMS), and the Amer-
ican Institute for Aeronautics and Astronautics (AIAA) hav e each provided
a unique, di erent forum in which space weather sponsors, reearchers, and
implementers/users have been able to exchange ideas and n@the enterprise
forward.

The AGU holds its annual meeting every year (Fall) that highlights new,
detailed topic area research in the Space Physics discipks of Aeronomy (SA),
Solar and Heliospheric Physics (SH), and Magnetospheric Btsics (SM); AGU
also hosts Chapman Conferences as a forum for the detailedusty of space
sciences. The AMS hosts the Space Weather Symposium at its anal meeting
every year (Winter), which has become a forum for the three giars to present
their latest interdisciplinary results. AMS hosts roundtables and commissions
for organizing ongoing discussions within the space weatheenterprise. The
AlAA hosts the Atmosphere and Space Environment Technical @mmittee
(ASETC) with its complementary Committee on Standards (CoS) that devel-
ops guidelines and standards for the user communities.

Every spring the NOAA Space Weather Prediction Center (SWPC) hosts
the annual Space Weather Workshop (SWW) in Boulder Colorado.This event
enables the three pillars to cross-fertilize their separag activities and has been
an engine for Pasteur Quadrant programmatic and scienti c/engineering ap-
plication development in the space weather enterprise. Caadian, European,
Russian, Japanese, Taiwanese, and South Korean space weatlorganizations
have also participated actively in SWW. Other community forums contribute
to an expansive and active space weather enterprise. Thesadlude: i) the
O ce of the Federal Coordinator for Meteorology (OFCM) spon sorship of
the Space Weather Enterprise Forum (SWEF) held in (Summer) Washington
DC to inform policy-makers of space weather; ii) the NSF-spasored GEM,
SHINE, and CEDAR (Summer) workshops which highlight new resarch in
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space weather related discipline areas; iii) the USU-spoused annual (Spring)
Space Weather Community Operations Workshop (SpWxCOW) in Utah for
space weather operational users; and iv) the NASA-sponsode(Summer) He-
liophysics Summer School in Boulder to educate graduate stlents and pro-
fessionals about the cutting-edge science related to spaeeeather.

3.2 Commercial organizations in the space weather enterprise

3.2.1 Societal space weather needs addressed by the commerc ial
sector

In a Decadal Survey (National Academies Press, 2012b) it wasoted that,
during the rst decade of the 21st Century, a vibrant commercial sector has
emerged that is engaged in space weather providing servicasd products for
customers ranging from agencies and commercial aerospacedonsumers. The
American Commercial Space Weather Association (ACSWA), fomed in 2010,
is comprised of many of these companies and represents prieasector com-
mercial interests nationally and internationally. Its for mation was a milestone
for maturity in commercial space weather.

The commercial sector pillar of the space weather enterpris continues to
develop services and products in response to societal spaeeather needs.
Their personnel include scienti ¢ and engineering reseatters as well as users
of services and products.

The activities of this commercial sector are primarily directed toward under-
standing, measuring, and managing the impacts of space wea¢r upon tech-
nology. Figure 3.5 graphically shows a variety of the e ectsby space weather
upon our technology. These include, for example: i) atmospéric drag on Low
Earth Orbit (LEO) satellites caused by energy inputs into th e thermosphere
from solar UV, FUV, Lyman-alpha, EUV, XUV, and X-ray photons as well
as by charged particle precipitation and Joule heating at hgh latitudes; ii)
surface and internal charging from increased energetic pécle uxes, leading
to e ects such as discharges, single event upsets, and latalp, on LEO to
GEO satellites; iii) disrupted GPS signals caused by ionosperic scintillation
leading to increased uncertainty in navigation systems sut as aviations Wide
Area Augmentation System (WAAS); iv) lost HF, UHF, and L-ban d radio
communications due to ionosphere scintillation, solar ares, and geomagnetic
storms; v) increased radiation to human tissue and avionicfrom GCRs and
SEPs, especially during large solar ares, at all altitudesabove 8 km (Tobiska
et al., 2014); vi) increased inaccuracy in surveying and oljas exploration
that uses the Earths main magnetic eld when it is disturbed by geomagnetic
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Fig. 3.5. Examples of e ects of space weather on critical imastructure (NASA, NP-
2005-11-740-GSFC, NASA, Greenbelt, Md., February 2006).

storms; and vii) loss of power transmission from GIC surgesn the electrical
power grid and transformer shutdowns during large geomagrt& storms.
Many of these disturbances are summarized in Figures 3.6 an8.7. Fig-
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ure 3.6 outlines the NOAA SWPC customers (spacecraft, elecic power, avi-

ation, and surveying/navigation) that have impacts from space weather. Fig-
ure 3.7 shows space weather e ects economic connections aimderdependen-
cies from key industrial sectors. The message from these gas is that there

are a broad number of societal impacts from space weather thiaaccount for

a signi cant part of the national Gross Domestic Product. These represent
the domain of potential customers for commercial space weaer services and
products.

Example costs to industry from space weather events includéoss of a GEO
communications satellite from charging (over $500M), divesion of one com-
mercial airline polar ight due to HF loss and radiation from solar events (over
$100K/plane/diversion), power loss from transformer failure and regional elec-
tric grid outage (over $400M/unit with more than $3B from reg ional economic
losses) (W. Murtagh, NOAA SWPC, Current Space Weather Servces Infras-
tructure, presentation to the SWW, May 22, 2008).

A topic of particular interest has been the Geo-Magnetic Disurbance (GMD)
and GIC risks to the power industry. Geomagnetically-induced currents (GICs)
are damaging currents owing through the transmission lines of the bulk power
system. They are driven by electric elds that arise during large geomagnetic
disturbances, which are caused by the interaction of a shalg-changing mag-
netic eld with the underlying conductivity structure of th e Earth. On aver-
age, 200 days of geomagnetic storms resulting in strong to gere conditions
that could produce GICs on the surface of the Earth can be expeted during
a typical 11-year solar cycle (North American Energy Reliablity Corporation,
2010).

One of the most impactful GIC events occurred in March 1989. This event
caused wide-spread blackouts across the Canadian Hydro-@bec power grid,
resulting in the loss of electric power to more than 6 million people (Czeck,
1992; Kappenman, 2003). If a similar storm-induced blackouhad occurred
in the Northeastern United States, the economic impact coull have exceeded
$10 billion (National Research Council, 2008, 2009; Bakerteal., 2009) not
counting the negative impact on emergency services and theaduction in public
safety associated with the loss of electric power in large tiés. For more
than a century, communication technologies have used longanductors and
wireless methods for transmission of information. The largesolar event of
August 4, 1972 during the decline of Solar Cycle 20 led to a CMEwith a
solar wind speed of approximately 2500 km st and produced power outages
in Canada and the U.S., including the disruption of a major transcontinental
telecommunications cable in lllinois (Lanzerotti, 2014). On July 23, 2012,
the Sun produced an event that has been described as disrupt as the 1972



58

Commercial space weather in response to societal needs

Impact Area

Customer (examples)

Action (examples)

Cost (examples)

Spacecraft

(Individual systems to complete
spacecraft failure;
communications and radiation
effects)

* Lockheed Martin

* Orbital

*Boeing

* Space Systems Loral
«NASA, DoD

* Postpone launch
* In orbit - Reboot systems

 Turn off/safe instruments
and/or spacecraft

« Loss of spacecraft ~$500M
* Commercial loss exceeds $1B
 Worst case storm- $100B

Electric Power

(Equipment damage to electrical
grid failure and blackout
conditions)

* U.S. Nuclear Regulatory Commission
*N. America Electric Reliability Corp.
* Allegheny Power

* New York Power Authority

* Adjust/reduce system load
* Disconnect components
* Postpone maintenance

* Estimated loss ~$400M from
unexpected geomagnetic storms

*$3-6B loss in GDP (blackout)

Airlines (Communications)
(Loss of flight HF radio
communications)

(Radiation dose to crew and
passengers)

« United Airlines

* Lufthansa

* Continental Airlines

* Korean Airlines

* NavCanada (Air Traffic Control)

 Divert polar flights
* Change flight plans
* Change altitude

* Select alternate
communications

* Cost ~ $100k per diverted flight
* $10-50k for re-routes

* Health risks

Surveying and Navigation

(Use of magnetic field or GPS
could be impacted)

* FAA-WAAS
* Dept. of Transportation
* BP Alaska and Schlumberger

» Postpone activities
* Redo survey
* Use backup systems

* From $50k to $1M daily for single
company

Fig. 3.6. Examples of customers and impact areas for space ather data from W.
Murtagh, NOAA SWPC, Current Space Weather Services Infrastucture, presentation
to the SWW, May 22, 2008.
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Fig. 3.7. The connections and interdependencies across tleconomy with their qual-
itative dependencies and interdependencies; courtesy ofi¢ Department of Homeland
Security, National Infrastructure Protection Plan.

event and in the same league as the Carrington event of 1859. aBer et
al. (2013) reported that this solar event had all of the charateristics of an
extreme event that could have impacted electric power and cmmunications
systems had it occurred a week earlier. The event was not aingeat Earth but
directed toward the STEREO A spacecraft 141 degrees west ohe Earth-Sun
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line. It is clear that space weather can signi cantly a ect p ower transmission
and transcontinental telecommunications technologies, gpecially in the period
from solar cycle maximum through the decline to solar minimum.

3.2.2 Motivation for the growth of the commercial sector

It is the recognition that space weather can signi cantly a ect technology in
major industries, and that there can be economic loss from noonly low-
frequency, high-consequence events but also high-frequen low-consequence
events, that motivates the commercial sector to provide serices and products
for managing space weather risks as described below.

In the early period of the space weather industry, at the time of the NSWP
Implementation Plan (2000) publication, the business modé implemented
by both Sterling Software (SS) (1998) and Space EnvironmenfTechnologies
(SET) (2000) was to sign a Cooperative Research and Developent Agree-
ment (CRADA) with NOAA SWPC as a leverage for future business. SS had
a CRADA for the Magnetospheric Speci cation Model (MSM) and SET had
one for the SOLAR2000 model. In both cases, the companies antpated fu-
ture sales of derivative products from their CRADAS to hon-NOAA customers,
using the CRADA as a way to leverage credibility with future customers and
eliminate potential liability. This business model did not produce direct in-
come for either company but did allow SET to develop a long-tem relationship
with the USAF Space Command for producing solar irradiancemdices that im-
proved thermospheric density speci cation and forecastig. SS abandoned its
work in space weather after it was incorporated into LogicorNorthrop Grum-
man by 2001 while SET, starting originally as a unit within Lo gicon/Northrop
Grumman, exited with its intellectual property to form a sma Il company pur-
suing space weather business.

During most of the rst decade of the 21st Century, all space weather compa-
nies used a business model of reliance on agency research &BIR contracts
to generate their primary revenue stream. Starting in mid-decade, several
companies, including AER, ASTRA, EXPI, SEC, and SSI, were pioducing
distinct products that could be sold on a per unit basis to agecy and com-
mercial customers. The SEET space environment module in AG Satellite
Toolkit (AER), the CASES GPS unit (ASTRA), the HAF solar wind model
(EXPI), the Expert System for lonospheric Reduction { ESIR (SEC), and in-
terferometers (SSI) were examples of such products. A parership by SEC
and SET starting in 2008 led to the rst commercial, data-driven climatol-
ogy ionosphere product (CAPS), which became the prototypedr later GAIM
derivative products of Utah State Universitys Space Weathe Center. The
USU SWC was unique in that Utah used federal ARRA funds to comnercial-
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Fig. 3.8. HF signal strength for point-to-point propagation using ray-tracing through
the GAIM and SECs ABBYNORMAL ionosphere. Courtesy of Q-up and Space
Environment Corporation.

ize university intellectual property for the economic benet of Utah through its
USTAR program. SWC was formed in 2009 and developed GAIM dekxiative
products of HF signal strength and GPS single frequency acaacies that are
provided through its Q-upNow commercial spino (Figure 3.8). That part-
nership also produced the rst smart phone app for providing real-time space
weather (SpaceWx or SpaceWeather); it had a market test prie of $1.99 per
sale through Apple (Figure 3.4) (Tobiska et al., 2010) but was later distributed
free in subsequent updates.

By the second decade of the 21st Century, the commercial spacweather
sector began to mature with the formation of ACSWA (2010), growing three-
fold to represent 18 small and medium-sized companies in 281 ACSWAyY
is an association of companies that promotes space weatheisk mitigation
for the critical national infrastructure related to nation al daily life, economic
strength, and national security. ACSWA, in conjunction wit h its member
companies, helps identify important data and technology gas that can be
lled by private or government actions and develops value-alded products and
services for the bene t of human and property safety. By 2014 an important
issue for the commercial space weather sector is the abilityp sell space weather
data products to the government based on private assets in sgre or on the

y http://www.acswa.us
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ground. GeoOptics and PlanetlQ have led this work with the aim of selling
ionospheric data to NOAA; SET sells its operational solar ad geomagnetic
indices to government and aerospace organizations.

3.2.3 Operational drivers for managing space weather risks

During the early 21st Century, the USAF has been the main engie behind
the deployment of operational space weather through its prourement of space
weather speci cation capabilities. This is because, morehan any other U.S.
Government agency, it has enabled the crossing of the TRL gafrom 7 to 9,
sometimes referred to as the valley-of-death for the lack ofunding to move
systems from demonstrated performance in operational envdonments to suc-
cessfully deployed operational systems (ISO 16290). Hereemmake a dis-
tinction between those agencies, e.g., NASA and NSF, that hae sponsored
the development of scientic and engineering capabilitiesfor space weather
speci cation and forecasting with those that have enabled the deployment of
operational systems, i.e., USAF.

Of the combination of near-Earth environments (Earth-orbiting and deep
space) and technologies requiring space weather speci dah and forecast-
ing for asset management, the atmospheric drag, pointing ggcision/attitude
perturbation, end-of-lifetime, mission planning, vehicle safety/performance,
radiation environment, re-entry and tracking, and telemetry and communica-
tion (command/control) issues have been important. The latter two issues
(re-entry/tracking and command/control, C2) have driven t he development of
space situational awareness. Because tracking of space ebjs has been a U.S.
national defense concern since October 1957 with the launcbf Sputnik and
because communication and navigation of space assets areykeomponents of
C2, the speci cation at the current epoch and the forecast fo near-term out
to 72-hours of the neutral atmosphere and the ionosphere havbeen the main
focus of the USAF related to space weather in the last two deddes.

Two major projects were implemented into USAF operations to address
these operational space weather challenges; commerciala® weather compa-
nies played key roles in developing that operational capaltty.

First, the HASDM project was organized in the mid-1990s as a d@ect result
of the loss of at least 200 objects from the NORAD catalog in Mach 1991.
That led to the goal of signi cantly improving LEO thermosph eric density
speci cation and forecasts to avoid a repeat of lost NORAD (row USAF Space
Command) tracked objects during major space weather stormsHASDM was
completed in 2002 using a dynamically calibrated atmosphar (DCA) as well
as the E10.7 and ap indices; it became operational in 2004 ahe Air Force
Space Command (Bowman and Storz, 2003; Storz et al., 2005).tsl second
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Fig. 3.9. JB2008 solar indices F10, S10, M10, and Y10 used foperations. Courtesy
of Space Environment Technologies.

spiral of improvement included the development of the JB20@ modely (Bow-
man et al., 2008a; Tobiska et al., 2008) operationally driva by four solar
indices (Figure 3.9) and two geomagnetic indices, the leggcap and the newly
incorporated Dst (Figure 3.10) (Tobiska et al., 2013); all have operational
versions that were developed by SET and the real-time Dst is ilable on
the webz. HASDM with this upgrade became operational in 2013 at the AF
Space Command. The JB2008 thermospheric density model begee the most
signi cant improvement in accurate LEO density speci cati on since the 1960s
Jacchia models and is now part of the ISO 14222 (ISO 14222, 201 Biterna-
tional Standard and the 2014 COSPAR International Referene Atmosphere
(CIRAX).

Second, the Global Assimilation of lonospheric Measuremes (GAIM) project
was organized in the late-1990s as a direct result of the neddr an improved
ionosphere. Physics-based data assimilation models of thenosphere were
developed at Utah State University and University of Southen California/Jet
Propulsion Laboratory as part of a DoD Multidisciplinary Un iversity Research
Initiative (MURI) program. The USU e ort was called the Glob al Assimilation
of lonospheric Measurements (GAIM) Gauss-Markov Kalman Flter (GMKF)
model (Schunk et al., 2004, 2005; Figure 3.11) and was seled for operational
implementation at the USAF Weather Agency (AFWA), becoming operational
there in 2006. It uses the lonosphere Forecast Model (IFM) fom SEC for the
physics-based model of the ionosphere and it assimilates 000 global mea-
y http://sol.spacenvironment.net/ JB2008/

z http://sol.spacenvironment.net/ sam_ops/
x http://spaceweather.usu.edu/htm/cira
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thermospheric density model. Sources: (a) and (b) courtesyf Space Environment
Technologies.

surements every 15 minutes to correct the physics ionospherwith the GPS
TEC data. GAIM-GM is described as part of the updated ISO 164% (2014)
international standard for the ionosphere. In 2014, the GAM Full Physics
(FP) model was delivered for operations to AFWA by the USU/SEC GAIM
team and now represents the gold standard for ionosphere spiecation and
forecasting. While the DoD operational version runs at AFWA, the commer-
cial version runs at the USU Space Weather Center and servesath to the
Q-upNow commercial services company for accurate real-tiem and forecast
HF signal strengths between any global points.

While these example systems have been deployed operatiohalthere is still
a need for substantial improvement in both current epoch spei cation and
forecasting. Particularly important areas of improvement for Dst predictions
from CMEs include the need to characterize Bz and velocity abng the transit
from Sun to Earth as well as improved coupling of the solar ejeted plasma
with the magnetosphere. The communities continue to develp the metrics of
current state-of-art operational systems.

3.2.4 Managing risks to operational space weather systems

The overarching architecture for managing risk in operational systems is that
from the NIPP (National Infrastructure Protection Plan y). The NIPP de nes
risk as a function of threat identi cation, vulnerability ( probability or likeli-
hood), and consequence (impact). The approach to managingpace weather
risks includes ve elements (National Academies Press, 2@®):

y http://www.dhs.gov/national-infrastructure-protection-pla n
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Fig. 3.11. The GAIM-GM model running in commercial operations at the USU SWC.
Courtesy of Utah State University Space Weather Center.

Detection: identify potential threats and validate and/or communicate the

information, as appropriate;

Defense: protect assets by preventing or delaying the threzor reducing its

e ect on an asset, system, or network;

Mitigation: lessen the potential impacts of a threat by intr oducing system
redundancy and resiliency, reducing asset dependency, osdlating down-

stream assets;

Response: enable rapid reaction and emergency response tordat inci-

dents, such as conducting exercises and having adequate siE response
plans, training, and equipment; and

Recovery: allow businesses and government organization® resume oper-
ations quickly and e ciently, such as by using comprehensive mission and
business continuity plans that have been developed througlprior planning.

Using this approach, a rst example of a risk management apgked to space
weather operational systems is the SET Corporate Mission Asurance Stan-
dard (MAS) Risk Management Process Plaly (see the Standards Link: Space
Weather Operational Standards). The document is derived fom the AIAA
S-102 Mission Assurance Standard that also has its heritagen MIL-STD-
882C. This Corporate Standard de nes an approach for implenenting a Risk
Management Process, describing the roles and responsibiéis of the Project
Manager (PM), project personnel, major subcontractors, aml the customer.
Each identi ed risk is documented, assessed, tracked, andpdated in a project
Risk Database that complies with the risk metrics de ned in this Standard.

y http://www.spacewx.com/
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Fig. 3.12. Matrix where risk is determined by multiplying pr obability impact (MAS).
Source: Space Environment Technologies Corporate Missiossurance Standard
(MAS) Risk Management Process Plan.

All ve elements of the approach described in the NIPP are coered in the
SET MAS document and the operational space weather communit uses it as
a foundation. Using the type of matrix in Figure 3.12 for risk management,
the space weather operational community is able to assess &k level for a
given threat and develop a system plan for managing it. Impotant concepts
in risk management for this process include:

Risk identi cation is the identi cation of uncertainty for successfully com-
pleting a task.

Risk probability is the likelihood of occurrence of a risk; values are: 1 =
improbable, 2 = remote, 3 = occasional, 4 = probable, 5 = frequent).

Risk impact is an events consequences if it occurs (values are: 1 = incon-
venience, 2 = minor impairment, 3 = major impairment, 4 = severe im-
pairment, 5 = failure to perform). By multiplying probabili ty (likelihood or
vulnerability) impact (consequence) it is possible to obtan a value in the
range of 1-25 (Figure 3.12).

Risk levelis the overall evaluation of a risk from the risk matrix. This risk
matrix provides an assessment for four risk levels: low = nelggible impact
on success (green); moderate = marginal impact on successefjow); seri-
ous = critical impact on success (orange); and high = catastophic impact
on success (red). High-risk items (unacceptable technicakchedule, or cost
risk) are risk management drivers and require detailed mangement tasks.
Serious-risk items (adverse e ect on interfaces of desigited system) are risk
management drivers and require detailed management taskdModerate-risk
items (minor impairment of margin, design life, or seconday missions) re-
guire preliminary assessments and documentation. Low-rls items (incon-
veniences or ine ciencies in systems) require documentatin and tracking.
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Risk mitigation is the path for reducing risk; it is usually important to add
explanations of the rationale for assessment of the probalify and manage-
ment of a risk. This includes the sources of risk, such as imniare tech-
nology, new processes, new designs, high levels of desigmpdbexity, tight
tolerance requirements, new operational requirements or ustomer needs,
new mission assurance requirements (safety, reliabilitynaintainability, de-
pendability, availability, or quality assurance), changing requirements, engi-
neering change orders, cost and schedule estimating assutigms, resource
availability (people, materials, facilities, tools), under-quali ed personnel
(design, engineering, production), and limited mission asurance capability.
Risk metrics are evaluative methods by which one can determine if a risk
has been reduced or not.

A new tool for managing risks in the distributed network of service providers
is being developed. Quality, consistent, and validated opeational products
between operational space weather services are needed seonpanies and or-
ganizations have begun to develop common best practices. Thactivity has
been led by the SpWxCOW workshops.

3.3 Emergent companies in commercial space weather
3.3.1 Lower-tier companies as the innovators

The term tier is used to describe the relationship of a commaerial sector
company to the defense technology industrial base, as desbed by the U.S.
Congress O ce of Technology Assessment. Here we use the terrfor cate-
gorizing companies that provide an operational space weattr capability to

the DoD, NASA, NOAA, or FAA. The rst (or top) tier companies a re the
large primes that assemble, integrate, and often operate th national space
weather capacity. Mid-tier companies usually provide commnents directly to

the top tier group, while lower-tier companies provide commnents and ser-
vices to other lower-tier, mid-tier, or top-tier companies. For our purposes, we
note that lower-tier companies are often small businesses ithe space weather
commercial sector. Many of them are found in ACSWA as of 2014 rad they

play the role as innovators of new products and services in th national space
weather enterprise commercial sector (Lanzerotti, 2012).Examples of these
innovators include:

Space Environment Corporation providing IFM to USU which, in turn,
incorporated IFM into GAIM-GM for use by AFWA as integrated b y the
top-tier Northrop Grumman prime contractor for the SWAFS pr oject;
Space Environment Technologies providing JB2008 solar andgeomagnetic
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indices for use by Space Command as integrated by the top-tietockheed
Martin prime contractor for the ISC2 project; and

Atmospheric and Environmental Research (acting as a lowetier here) pro-
viding the SEET (Space Environment and E ects Tool) module to Analytic
Graphics, Inc. for the Satellite Toolkit which is integrated into mission
design and planning by mid- and top-tier companies.

3.3.2 Mid-tier companies as the expanders

Mid-tier companies are often those that play the role as expaders of imple-
mented solutions in the national space weather enterpriseammercial sector.
Examples of those mid-tier expanders include:

Analytic Graphics, Inc. providing the Satellite Toolkit wh ich is integrated

into mission design and planning by mid- and top-tier companes as well as
government agencies; and

Atmospheric and Environmental Research (acting as a mid-ter here) pro-

viding algorithm implementation of the GOES-R space weathe sensors to
top-tier Harris Corporation, which is the integrator of the GOES-R satellite

system for NOAA.

3.3.3 Top-tier companies as the integrators

Top-tier companies are often those that play the role as intgrators of multi-
component systems in the national space weather enterprissommercial sector.
Examples of those top-tier expanders include:

Northrop Grumman providing integration services for the AFWA SWAFS
project;

Lockheed Martin providing integration services for the Spae Command
ISC2 project; and

Harris Corporation providing integration services for the NOAA GOES-R
satellites.

3.4 Standards solidify the space weather enterprise foundation
3.4.1 International standards

Progress is occurring toward the development of operationaspace weather
prediction and monitoring systems. However, a situation wil soon be reached
in the next few years where speci cation and prediction will become ubiqui-
tous and where coordinated management of the space envirorant becomes a
necessity. Coordination will continue to develop within the context of new air
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and space tra ¢ management systems, which will manage contued govern-
ment launches, commercial space tourism, and the growing sellite debris en-
vironment. Agencies such as the U.S. Department of DefensddOD), NASA,
NOAA, and the U.S Federal Aviation Administration (FAA) pro vide pro-
grammatic directions, but international organizations such as the Inter-Agency
Space Debris Coordination Committee (IADC), the Internati onal Standards
Organization (ISO), the World Meteorological Organization (WMO), and the
International Civil Aviation Organization (ICAO) also len d their guidelines
and standards expertise. The risk of not using foundationalguidelines and
standards to integrate operational monitoring and prediction of space weather
within larger technical systems will lead to added costs, denage of assets, and
lost opportunities to use space for improving human conditons on 21st-century
Earth (Tobiska, 2008).

Nations and regional organizations outside the United Staés are developing
their own systems that utilize space weather operations. Foexample, the
European e ort is growing substantiallyy. With growing international activity,
international standards for the space environment are reqired and are vital
for successful space weather management. Such standardsveeas a reference
framework, or a common technological language, between sppers and their
customers, which facilitates trade and the transfer of tecimology.

As described by Tobiska (2008) compliance with an internatonal standard
means compliance with a set of requirements that facilitats the exchange of
data or products among diverse communities. The work of prearing interna-
tional standards is normally carried out through 1SOz technical committees
and their working groups that are convened under the directon of member
bodies. The main task of technical committees is the preparéon of draft
international standards. In the course of developing a stadard, there may
not be consensus to proceed to publication. Alternative doementation routes
exist for providing technically accepted guidelines that ae not international
standards but that are useful for user communities. These tpes of documents
include technical speci cations (TS) or technical reports (TR), both of which
require a consensus vote by member countries even though theare used as
best practices rather than standards.

ISO Technical Committee 20 (TC20) organizes all standardiation issues
related to aircraft and space vehicles. There are six activesubcommittees
(SC) in TC20. Two subcommittees work with space issues and & considered
sectoral committees. They have large areas of responsiliifidistributed among
several working groups (WGs). Of the two space subcommitteg Space Data
and Information Transfer Systems (SC13) and Space Systemsd Operations

y http://www.spaceweather.eu/
z http://lwww.iso.org/iso/home.htm
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(SC14), the latter organizes the standardization of the spae environment
(natural and arti cial) under its Working Group 4 (WG4).

Since 1993 ISO TC20/SC14 WG#4 has been active in developing consensus
on international space environment standards. Thirteen spce environment
International Standards, Technical Speci cations, and Technical Reports have
now been published, including:

a) IS 15390:2004 Galactic cosmic ray model,
b) IS 21348:2007 Process for determining solar irradiances
c) IS 22009:2009 Model of the Earth's magnetospheric magniet eld;
d) IS 15856:2010 Simulation guidelines for radiation expage of non-metallic
materials;
e) TR 11225:2011 Guide to reference and standard atmospheraodels;
f) IS 16698:2012 Methods for estimation of future geomagnét activity;
g) TS 12208:2013 Observed proton uences over long duratiomt GEO
and guideline for selection of con dence level in statistial model of
solar proton uences;
h) 1S 14200:2013 Guide to process-based implementation ofateoroid and
debris environmental models (orbital altitudes below GEO+2000 km);
i) IS 14222:2013 Earth upper atmosphere;
j) IS 10788:2014 Lunar simulants;
k) 1S 16695:2014 Geomagnetic reference models;
) IS 16457:2014 The Earths ionosphere model. internatiorareference
ionosphere (IRl) model and extensions to the plasmaspheregnd
m) TR 18147:2014 The method of the solar energetic protons ences and
peak uxes determination.

There are four standards in development during 2014 includig (document
titles are italicized): CD 17761 Model of high-energy radiation at low altitudes
(300-600 km), CD 16709Realtime solar activity and space environment infor-
mation for spacecraft operatiory CD 17851 Space environment simulation at
material tests. General principles and criteria; and CD 17520Cosmic ray and
solar energetic particle penetration inside the magnetodmere: Method of ef-
fective vertical cut-o determination . In addition, WG4 is drafting documents
related to the following areas: Procedure for obtaining worst case and con -
dence level of uence using the quasi-dynamic model of the Bhs radiation
belts Spacecraft charging potential estimation in the worst cas@nvironments,
Spacecraft Charging Standard-Earth orbit, Nanomaterials in space, A pro-
cess based standard for the solar energetic proton environemt, satellite drag,

y http://www.iso.org/iso/home.htm
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radiation belts, atomic oxygen, solar wind, solar cell degadation due to en-
ergetic particles, Lunar radiation environment, Mars radiation environment,
electrostatics and lunar dust, worst case solar events, ptection of materials
from MMOD impact, solar wind data in the OMNI database, space weather
information for use in space systems operations, a guide toohosphere and
Plasmasphere Reference Models, and a guide to Solar RefecenSpectra and
Irradiance Models.

Existing and future standards enable safety, e ciency, and commercial-
ization of space activity within the context of managing the adverse e ects
of space weather. The international space physics communithas actively
participated in discussions to develop these standards anfias provided con-
cept reviews through the Committee on Space Research (COSHA) scienti ¢
congress session C0.1 starting in 2002.

3.4.2 National standards

American, Russian, European, Japanese, and Chinese natiahstandards bod-
ies are among those countries that have been very active in geloping space
environment standards. In the U.S., the American National Standards In-
stitute (ANSI) facilitates voluntary consensus standards as well as actively
audits and accredits U.S. organizations that create standeds. The Ameri-

can Institute of Aeronautics and Astronautics (AIAA) is an A NSl-accredited
standards-making organization in the U.S. that is actively developing guide-
lines and standards related to the space environment. SeveAlAA space

environment guidelines and standards being developed thimh the Atmo-

spheric and Space Environments Technical Committee (ASETG Committee

on Standards (CoS) include:

a) G-083-1999 Guide to Modeling Earths Trapped Radiation;
b) SP-078-2007 Space and Planetary Environments;
c) G-003C-2010 Guide to Reference and Standard Atmosphere ddiels;

d) S-115-2013 Low Earth Orbit Spacecraft Charging Design Stndard Re-
quirement and Associated Handbook; and

e) G-034A-2014 Guide to Reference and Standard lonosphereddels.

In addition, the AIAA ASETC CoS is developing projects during 2014 in
the following areas: Guide to Spacecraft Charging and Mitigation Methods of
Spacecraft Charging, Guide to Solar Irradiance Models, andGuide to Atmo-

spheric Turbulence Models for Aeronautical and Aerospace Pplication.
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3.4.3 Corporate standards

As referenced above, the SpWxCOW workshops have begun the ert to de-
velop best practices, guidelines, and standards for commeial space weather
operations. A key heritage document used by this community $ the AIAA
S-102Mission Assurance Standard it was derived from MIL-STD-882C. The
Space Environment Technologies Infrastructure and Standeds Division (ISD)
used these documents to develop it€orporate Mission Assurance Standard
(MAS) Risk Management Process Plary (Standards Link: Space Weather Op-
erational Standards). This Corporate Standard is a living document and is
the rst to de ne an approach for implementing a risk management process
for commercial space weather operations.

3.5 Challenges for the space weather enterprise
3.5.1 Present-day challenges

As identi ed above, key industrial sectors all feel impactsfrom space weather
to their technologies. However, it is still the case in the seond decade of the
21st Century that some of these sectors do not consider spaegather risks in
their risk management plans. For those that have identi ed their risks from
space weather, it represents a rst step in a successful, beal, two decades-long
customer education campaign by the space weather community

At the beginning of the 21st Century the primary challenges were to under-
stand the physics of the space weather phenomena, to idergifthe risks from
space weather, and how to build applications for managing tht risk. With the
success of the National Space Weather Program (National Aaemies Press,
2012b) and the emergence of the commercial sector ACSWA orgiation,
these original challenges have seen progress toward restdun while new chal-
lenges have begun to evolve.

3.5.2 Near-term challenges

During the second and third decades of this century, challeges for the space
weather enterprise start with the element of institutional provincialism. The
not-invented-here syndrome stems from both a legacy of consgtition for lim-
ited funding, which will persist for the foreseeable future and a legitimate
desire in each organization to maximize its own bene t for deeloping the ca-
pacity of the space weather domain. This syndrome occurs aoss all elements
of the space weather enterprise including agencies, académ and industry.

y http://www.spacewx.com/
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Examples of enterprise collaborations do occur, for exampl with the host-
ing of models or the CME Scorecard comparisons by the NASA Comunity
Coordinated Modeling Center (CCMC) and their respect for the intellectual
property of the code developers. Separately, the commerdigector both com-
petes and collaborates on proposals that are linked to imprang the space
weather enterprise.

However, major challenges still loom in the form of natural fazard and dis-
aster recovery, for example, which can be worsened by untinhe and severe
space weather. Outside of space weather impacts, the U.S. siains $50B
in destroyed property annually while globally (2010) there were $124B prop-
erty losses with 297,000 lives lost and 217 million people &cted. We now
know that hazards to our technology and our society clearly ®ist from space
weather for communication outages and navigation positionuncertainties; we
saw this during the Gulf Coast Hurricane Katrina recovery from August 29
into early September 2005. If unmanaged, space weather hazis create ad-
ditional stress during emergencies, compounding disaster How to integrate
this risk management into our technology infrastructure is a challenge we still
face. In an era of climate change we may see an increased cduagl of global
natural disasters with severe space weather.

There have been numerous forums, including the Decadal Suey (National
Academies Press, 2012b), that address the strengthening dhe U.S. space
weather enterprise. We know that government policies, funéhg, and require-
ments can degrade or strengthen global competitiveness ofhé U.S. space
enterprise and its ability to sustain the nation's security. When a go-it-alone
approach occurs, it tends to degrade security and is usually by-product of
persistent funding limitations; it can restrict our abilit y to compete globally.
On the other hand, security improvement can occur with: i) data and model
innovation; ii) using all assets of the national space weathr enterprise, e.g.,
operational, research, and commercial satellites; iii) geernment purchases of
commercial data and services that spur rapid advances and oapetitive inno-
vation; and iv) long-term funding of the academic research bse.

3.5.3 Societal impact challenges

We face major societal challenges in this century, particudrly from shortages
of energy and fresh water. Solving those issues will be fundsental to ensur-
ing the progress and security of our global society. A real callenge for the
space weather enterprise is to make itself relevant to solag these fundamental
challenges facing humanity this century. Historians some 30 years into the
future will judge our e orts based on how successful we madelte relevance of
space weather to solving fundamental social problems. Makig space-related
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assets useful for improving life on Earth, and understandiig how to manage
risks from space weather to those technology assets, is théast for making
our enterprise relevant to society. Commercial space weattr organizations
are at the forefront for innovation, expansion, and integraion of solutions as
our enterprise responds to societal needs of managing theskis from space
weather.
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The impact of space weather on the
electric power grid

David Boteler

4.1 Introduction

Severe space weather storms have been the cause of power systproblems
for over seventy years. The rst reported impact is from the magnetic storm
that occurred in March 1940 which caused power swings and trasformers
to be tripped out on power utilities in the northern eastern US and Canada
(Davidson, 1940). Increased awareness of geomagnetic etecon power sys-
tems was stimulated by the work of Albertson and co-workers Elothower and
Albertson, 1967; Albertson et al, 1973, 1974; Albertson andrhorson, 1974).
Subsequent studies examined the e ect of geomagneticallynduced currents
(GIC) on transformers (Bolduc and Aubin, 1978) and on systemoperation
(Albertson et al., 1981). In Europe, Lehtinen and Pirjola (1985) developed a
method for modelling GIC that was applied to the power systemin Finland
(Pirjola and Viljanen, 1989).

The extent to which space weather can a ect power grids was lustrated by
the great magnetic storm that occurred on 13 March 1989 (Alle et al., 1989).
This caused a 9h blackout of the 21,000 MW Hydro-Qu/'ebec, adctric power
system (Blais and Metsa, 1993; Bolduc, 2002). Many other poer utilities in
North America and Europe experienced problems ranging fromminor voltage
uctuations to tripping out of lines and capacitors and tran sformer overheating
(Gattens, 1989; Cucchi and Ponder, 1991). This event prompd a surge of
work on GIC e ects and their economic impact (Barnes and Van Dyke, 1990;
Elovaara et al., 1992; Viljanen and Pirjola, 1994; Boteler,1994). Reviews
of geomagnetic e ects on power systems are provided by, e,gBoteler et al.
(1998), Molinski (2002), and Kappenman (1996, 2001).

Later space weather storms caused further problems includi a blackout in
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Malme in southern Sweden during the Halloween storm of 2003Pulkinnen et
al., 2005). Transformer overheating seen in South Africa wa also attributed to
geomagnetically induced currents (Gaunt and Coetzee, 2007 Studies in many
parts of the world (Trichtchenko et al., 2007; Trivedi et al., 2007; Liu et al.,
2009; Wik et al., 2009; Watari et al., 2009; Marshall et al., 12, 2013; Torta
et al., 2012) including problems in New Zealand in 2006 (Belad and Small,
2004) showed the GIC that could occur in power grids at any laitude. Also
events such as the August 2003 blackout in northeastern USArad Canada,
while not due to space weather, showed the cascading e ectS power system
problems and the economic impact of a power outage (Kappennmmg 2003a).

Although major space weather e ects on power systems are inéquent, mod-
ern societies' dependence on electricity means that any paw interruption will
have widespread impact (Baker et al., 2008). There is also cwern that dam-
age to a signi cant number of transformers during a space weiher storm could
take many years to replace and restore the integrity of the pwer system (Kap-
penman, 2010). Thus there has been renewed e ort to understad the space
weather impact on power systems and to examine the feasibi}i of various
mitigation strategies (GMDTF, 2012). This chapter provides a description of
what happens during a space weather storm to cause power sysh problems.
An examination is then made of the key parameters in uencingeach stage
of the process. Finally it is shown how these factors combinéo determine
the risk of problems to power systems and in uence the forecsting of space
weather for the power industry.

4.2 Cause of power system problems

The dierent stages of how space weather storms a ect power ystems are
shown in Figure 4.1. Magnetic eld variations produced during space weather
storms induce electric elds in the Earth and in long conductors, such as power
lines, at the Earth's surface. These electric elds drive ebctric currents along
the power transmission lines and through power transformes to ground. These
geomagnetically induced currents (GIC) shift the operating point of the trans-
formers causing half-cycle saturation resulting in transbrmer heating, gener-
ation of harmonics and increased reactive power consumptio (all discussed
in this chapter). These respectively can lead to transforme overheating, to
misoperation of protective relays, and to system stability problems.

To understand why some space weather storms cause more prebhs than
others or why some power systems are more a ected than otherisis necessary
to examine the response functions at each stage of the proeand determine
how that in uences the total response. Obviously the magnitude of the initial
disturbance is important, but the frequency content of the magnetic distur-
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Fig. 4.1. Overview of space weather impacts on power systems

bance is also signi cant. It will also be shown that the frequency response
of the Earth is important and a frequency domain approach is seful for an-
alyzing how the responses of the component parts of the prose combine to
determine the nal outcome.

4.3 Magnetic disturbances

This section presents the characteristics of geomagneticisturbances that are

signi cant for assessing the risk to power systems. The phyiss of the processes
leading to the various types of geomagnetic eld variationshave been well
covered elsewhere including the Heliophysics series (see.g., Vol.l, Ch.10

and Vol.ll, Ch.10). Any magnetic eld variation will lead to the occurrence
of GIC in power systems; the important question is whether these variations

will cause GIC that are large enough to impact power system opration.

4.3.1 Magnetic storm (main phase)

The temporal variation of a magnetic storm is shown in Figure4.2. The Storm
Sudden Commencement (SSC) at the start of the storm will be eamined in
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Fig. 4.2. Phases of a magnetic storm

section 4.3.4. Here, we focus on the later stages of the stormThese are
characterized by the main phase where there is an increasingepression of the
magnetic eld strength for 6 h to 12 h followed by a recovery plase lasting a
day or two. The storm main phase is seen worldwide, although rare clearly
at low and mid latitudes away from substorm activity in the au roral zone.

The main phase depression is generally attributed to the magetic eld pro-
duced by a ring current in the outer radiation belt (Tsurutan i, 2001). A mea-
sure of the globally-symmetric part of the main phase distubance is obtained
from four low-latitude magnetic observatories whose recats are combined to
form the Dst (\disturbance storm time") index. A magnetic st orm is de ned
as a storm with a maximum excursion giving a Dst exceeding 50nT and
a major magnetic storm is classed as one with Dst exceeding100nT. Sig-
ni cant storms can have even larger Dst excursions: for example the March
13 14, 1989 magnetic storm had a Dst of 574 nT. The Carrington storm
of September 1859 is estimated to have had a Dst of 1600 nT (Tsurutani,
2001).

4.3.2 Magnetic substorms

Magnetic substorms consist of shorter period bays in the maggtic eld record-
ings lasting 15 minutes to a few hours (Figure 4.3). The subsirms are pro-
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Fig. 4.3. Example of a magnetic substorm

duced by currents in the auroral ionosphere at a height of abot 100 km and
with intensities of approximately 108 Amperes. Analysis of current systems in
the auroral zone often distinguishes between convection ettrojets: eastward
in the evening sector and westward in the morning sector andtie "substorm"
electrojet in the midnight sector. Earlier authors claimed that the convection
electrojets only produced slowly varying disturbances th& were not a prob-
lem for power systems and that only substorm electrojets vaed fast enough
to cause problems; however some power system problems can digributed to
rapid variations of the convection electrojets (Boteler, 2001).

Auroral electrojets are typically located at approximately 65 magnetic lat-
itude. However, during large magnetic storms the electrojes move to lower
latitudes where they can represent more of a threat to mid-laitude power
grids. The complete substorm current system also involves eld-aligned cur-
rents and these contribute a signi cant part of the magnetic disturbance seen
at mid latitudes (Turnbull et al, 2009). Viljanen et al. (199 9) have also exam-
ined how the detailed characteristics of the ionospheric cuents in uence the
GIC produced in a power grid.
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4.3.3 Magnetic pulsations

Magnetic pulsations, also referred to as ultra low frequeng (ULF) waves are
oscillations in the frequency band from 1 mHz to 1 Hz (periodsl000s to 1s).
These are classi ed as pulsation continuous (Pc) or pulsatin irregular (Pi),

with each class subdivided into particular frequency bands Magnetic pulsa-
tions exist in the magnetosphere and have a wide variety of asses including
Kelvin-Helmholtz instabilities on the magnetopause and eld-line resonance
(FLR) (McPherron, 2005). FLR, illustrated in Figure 4.4, is the most common
cause of magnetic pulsations observed on the ground. MHD was incident
on the ionosphere drive electric currents that produce the kctromagnetic
wave seen on the ground as magnetic pulsations. Of particutainterest for

power systems are the Ps6 pulsations associated with substas (Connors et
al., 2003). These arise from modulation of the auroral elecbjet by particle

precipitation changing the ionospheric conductivity (McPherron, 2005).

4.3.4 Storm sudden commencement (SSC)

The storm sudden commencement and sudden impulse are a shdived (few
minutes) pulse in the magnetic eld caused by the impact of aninterplan-
etary shock on the magnetosphere: the two names referring tavhether the
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magnetic pulse is followed by a magnetic storm main phase orat. The inter-
planetary shock causes compression of the magnetospheredaenhancement of
the magnetopause currents. These produce a magnetic signae with similar
amplitude across all latitudes, suggesting that SSC could b a risk to power
systems at low and mid latitudes (Kappenman, 2003b). In the August 1972
space weather storm, power system and phone system problerasincided with
a shock arrival that caused compression of the magnetopauseside geostation-
ary orbit (Anderson et al., 1974). This initially suggested that magnetopause
currents were responsible. However, subsequent analysisawved that the mag-
netic disturbance observed on the ground was too localizedot be caused by
currents on the magnetopause and was instead consistent witcurrents at the
height of the ionosphere (Boteler and Jansen van Beek, 1999)

Further linkages between GIC and the characteristics of paticular space
weather storms are contained in Lam et al. (2000), Boteler (R01), Kappenman
(2005) and Trichtchenko et al. (2007).

4.4 Electromagnetic induction in the Earth

To understand the GIC that will be produced by the various typ es of mag-
netic eld variations described above it is necessary to detrmine the electric
elds produced by these variations. The primary sources of he magnetic eld

variations are electric currents in the ionosphere and magetosphere, but the
magnetic eld variations also induce currents in the Earth and these currents
themselves create magnetic elds that contribute to the total magnetic eld

observed at the Earth's surface. The induced currents in theEarth act to

cancel the inducing magnetic eld producing a fall-o of the magnetic eld

variation with increasing depth. This fall-o is character ized by the "skin

depth" which, for a uniform conductivity is given by

= = (4.1)

where! is the angular frequency and is the magnetic permeability. Equa-
tion (4.1) shows that lower frequencies and lower conductiities will result in
larger skin depth values. For the frequencies of concern faBIC (0.0001 Hz to
1 Hz) the skin depths range from kms to hundreds of kms (Figure 4) and the
Earth conductivities down to these depths a ect the electric elds produced
at the Earth's surface.

At the surface of the Earth there are considerable di erencs in the con-
ductivities of di erent regions. Igneous rocks, such as theCanadian Shield, at
the core of continental blocks have low conductivities whik sedimentary rocks
have a higher conductivity. Deeper in the Earth the crust hasa generally low
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Fig. 4.5. Penetration of magnetic elds into the Earth

conductivity, while below that in the mantle the increasing pressure and tem-
perature lead to higher conductivities (Lanzerotti and Gregori, 1986). How
the conductivity values for each of these layers in uence tte electric elds at
the Earth's surface and the in uence of surface lateral condctivity changes
are considered in the next two sections. The electric elds poduced in any
particular situation are also in uenced by the spatial scales of the magnetic
disturbance, but to more clearly demonstrate the Earth conductivity in uence
the following calculations assume a spatially uniform souce eld, sometimes
referred to as the "plane wave" approximation.

4.4.1 E ect of conductivity variation with depth

The surface impedance relating the electric eld and magndt eld at the
Earth's surface can be calculated for a 1-D Earth conductiviy model by using
the recursive relation (Weaver, 1994; Trichtchenko and Botler, 2002)

1 rpe Znn
Kn(1+ rpe 2knn)
where g is the permeability of free space,’, and k, = P i" o andr, are

the thickness, propagation constant, and re ection coe cient of layer n, re-
spectively, with

(4.2)

Zn+
fn = % (43)
1+ kn _Zn+1

L)

For the bottom half-space layerN, ry =0 (no re ections) and

_ i! 0.
Zy = S (4.4)

Layered earth models have been produced for a number of regie (Ferguson
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Fig. 4.6. Surface impedance as a function of frequency for thseven representative
earth conductivity models: (top) amplitude, (bottom) phas e (from Zheng et al., 2013).

and Odwar, 1997; Adam et al., 2012). The e ect of di erent Earth models and
how they would a ect GIC in a power system has been examined byZheng
et al. (2013). Figure 4.6 shows the surface impedances thewlculated for a
range of Earth models. The general trend is for the surface imedance E/H
to increase with increasing frequency and decreasing condtivity. The Earth
model for southern Manitoba featuring a high resistivity crust produced the
highest transfer function values while the model for China vith a low resistivity
crust produced the lowest transfer function values. For theevent considered
by Zheng et al. (2013) these surface impedance di erences\@ electric eld
amplitudes that are 4-10 times higher with the resistive Eath model compared
to the low resistivity structure.

4.4.2 E ect of lateral variations in conductivity

The Earth conductivity varies both vertically, as considered above, and hor-
izontally. Adjacent regions with dierent conductivities will have di erent

electric elds. In addition, at the boundary between the two regions there
will be localized enhancements of the electric eld on the reistive side of the
boundary. A good explanation of the physics is provided by Pice (1973) who
points out that small amounts of charge at the boundary prodwces the larger
electric elds on the higher resistivity side of the boundary needed to give
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current continuity across the boundary. This e ect can occur at the boundary
between geological regions with di erent conductivities (McKay and Whaler,
2006; Fernberg et al., 2007), but is most noticeable at the ast because of the
conductivity contrast between the land and sea.

The coast e ect on the electric elds can be calculated for sinple, idealized
situations using analytical formulas developed by Gilbert (2005) and Pirjola
(2013). However, for more realistic situations it is necessy to use 2-D or
3-D modelling techniques such as the nite di erence method(Brewitt-Taylor
and Weaver, 1976) or nite element method (Wannamaker et al, 1987). To
illustrate the coast e ect we consider the model shown in Figire 4.7. Calcula-
tions made using the nite element method of Wannamaker et al (1987) for a
magnetic eld variation parallel to the coast of 1000 nT and period of 300s are
shown in Figure 4.8. These show the increase in the electriceld perpendicu-
lar to the coast. The right-hand axis shows the electric eld values normalized
by dividing by the electric eld value on the land side away from the e ect of
the coast. This shows that the electric eld is increased by afactor of 7.3 at
the coast compared to its inland value. The electric eld enfancement falls-o
with distance from the coast and, in this example, reduces tavithin 5% of the
inland value at a distance of 73km from the coast. Other modekalculations
show that the relative size of the coastal enhancement and & extent inland
both get larger as the frequency decreases. These charadsdics all in uence
the electric elds that drive GIC in power systems.

4.5 GIC ow in power systems

The ow of geomagnetically induced currents (GIC) depends @ the paths
through the power network. High voltage power transmissionnetworks use
3-phase alternating current (AC) where the transformer windings for the 3
phases are often connected together at a neutral point as shm in Figure 4.9.

In normal operation the AC currents in the 3 phases have the sae amplitude
but are 120 out of phase and sum to zero at the neutral point. However,
during fault conditions there may be a signi cant unbalance current or light-

ning strikes can produce large currents in the lines and trasformers; a safe
discharge path for these currents is provided by connectinghe transformer
neutral points to ground. These neutral-ground connectiors allow the geo-
magnetically induced currents to ow through the transformer windings to
ground.

Power transmission networks use multiple voltages: the hibest voltages
(e.g., 345kV, 500kV, 735kV) are used for long distance poweransmission;
medium voltages (e.g., 135kV, 220kV) are used for shorter dtance power
transmission; and lower voltages (e.g., 10kV, 15kV) are uskfor local power
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Fig. 4.7. Finite-element 2-D conductivity model of a coast br an Earth conductivity
of 1000 ohm-m (dark blue) and with a sea layer 100 m deep (lighgreen). The
associated model electric eld for speci ¢ values oB, and the frequency of the eld
perturbation is shown in Fig. 4.8.
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Fig. 4.8. Model electric eld, E, (mV/km) across a coast for By = 1000 nT, for model
properties as shown in Fig. 4.7: seawater depth = 100 m, fregency = 0.0032Hz. The
left-hand axis shows actual electric eld values; the righthand axis shows electric eld
normalized by dividing by E eld value at surface of land away from the e ect of the

coast.

distribution. The lower voltages are normally connected bydelta windings that
are ungrounded so are una ected by GIC. For the medium and hidp voltages
the higher voltage transmission lines are comprised of muiple conductors to
minimise losses and reduce corona e ects. This means that gher voltage
lines have lower resistances so experience higher levels@IC (Kappenman,
2004).

The GIC ow in a network can be calculated using a model of the retwork
comprising the resistances of the transmission lines, trasformer windings and
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Fig. 4.9. Three-phase transmission lines and substations ith a two winding trans-
former and an autotransformer (a transformer with a single @il in which one winding
acts both as primary and as secondary winding).
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Fig. 4.10. GIC in a single phase circuit (from Zheng et al., 2@3).

ground connections with the induced electric elds. All three phases experi-
ence the same GIC so it is su cient to model a single phase netark. This is
comprised of the single phase resistances except for the sihtion grounding
resistance. The GIC from all three phases share the path thragh the sub-
station grounding resistance so produce three times the vidge drop of that
produced by the current from one phase. To account for this ina single phase
network model a value of three times the substation groundig resistance is
used. The relative in uence of the di erent resistances canbe examined by
considering a simple network as shown in Figure 4.10.

The driving force for GIC is the induced electric eld in the t ransmission
lines (Boteler and Pirjola, 1998). This is represented in tlre model by a voltage
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Fig. 4.11. GIC dependence on line length (from Zheng et al., @L.3).

source equal to the integral of the electric eld along the length of the trans-

mission line. For a uniform electric eld and a straight tran smission line this
reduces to the electric eld component in the direction of the transmission
line E- multiplied by the line length, ", i,e. V = E- . R - =7r1 s the

DC resistance of the transmission line with resistance per unit length; R; is

the resistance of the transformersRy is the substation grounding resistance,
so the resistance of each substation as a whole for a single e model is
Rs = Rt +3Rg. The GIC driven by this voltage is simply given by Ohm's law,

i.e., by dividing the induced voltage by the resistance of tke circuit:

\% E-

GIC = = - :
R-+(Rs1+ Rs2) r " +(Rs1+ Rsp)

(4.5)

This shows that the induced voltage is dependent on line lertp so longer
lines experience a larger induced voltage. The resistancef ¢he circuit is
the resistance of the line plus the resistance of the substains at each end
of the line. The substation transformer and grounding resisances are xed
but the line resistance is dependent on the length of the line Figure 4.11
shows the GIC calculated for dierent lengths of line for di erent voltage
levels. As well as showing the larger GIC in higher voltage sstems, this
shows that the GIC is larger in longer lines, because of the ereased induced
voltage mentioned above. However, at very long line lengthghe line resistance
becomes the dominant resistance in the circuit and then thenduced voltage
and the resistance increase at the same rate so the GIC apprdaes a limiting
value. This represents the largest value of GIC that a partialar electric eld
can produce in a transmission line.

The concern about GIC is not the ow in the transmission lines but where



4.6 GIC e ects on transformers 87

Fig. 4.12. GIC in adjacent loops cancel at the middle substabns and largest GIC
occurs at substations at the edge of the network.

they ow through transformers to ground. Not every substation will be af-
fected by GIC. Consider the simple network shown in Figure 412. At the
middle substations there are similar GIC ow in the transmission lines going
into and out of the substation so little GIC ows to ground at t hese substa-
tions. Most of the GIC ow in and out of the network occurs at th e edges of the
network. Examination by Zheng et al. (2014) of factors in uencing the GIC
values at the end substations in a network shows that it is notthe individual
line length that is important but the length across the system. Exact values
of GIC in real networks can be calculated using network modding techniques
(Boteler, 2014) or the Lehtinen-Pirjola (1985) method.

4.6 GIC e ects on transformers

The concerns about GIC in a power system all arise from the e et of GIC on

transformers (Whalling and Khan, 1991; Dong et al., 2001; Pice, 2002; Girgis
and Vedante, 2013). GIC owing through the transformer windings create
an extra magnetic eld inside the core of the transformer. GIC frequencies
are low compared to the 50 Hz or 60 Hz AC frequency so produce akying
DC o set to the transformer operation as shown in Figure 4.13 Using the
magnetising curve for the transformer it is possible to detemine the current
waveform under DC o set conditions. This shows that during each part of
the AC waveform when the combined DC and AC magnetic eld take the
transformer into the saturation region of the magnetising airve there is a spike
in the current waveform. Spectral analysis of the distortedcurrent waveform
shows that the distorted waveform has a high harmonic contehwith both

even and odd harmonics. Also, the transformer is operatingdss e ciently
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Fig. 4.13. Hysteresis curve for a single phase power transfoer showing the spikey
current waveform produced when the ux o set takes the transformer into saturation
(from Bolduc and Aubin, 1978).

and draws more magnetising current, representing increaskeconsumption of
reactive power.

During saturation the magnetic eld spills out of the transf ormer core and
into the surrounding air and support structures for the tran sformer. Depend-
ing on the transformer construction, there can be ux concerrations that
cause hot spots that can damage the transformer windings. fgure 4.14 shows
recordings of transformer temperatures during a GIC event ad shows the
hot spot temperature following the GIC variation while the b ulk transformer
temperature, given by the oil temperature, does not change.

4.7 System impacts
4.7.1 Protective relays

To protect the power system during hazardous conditions maw di erent relays
are used to detect a variety of conditions and switch out thretened equipment.
Some relays are designed to sense conditions that would noatty be indicative
of a fault on the system, but also occur at times such as systemnergization.
To distinguish between these conditions other signals (e.g harmonics) are
used to restrain the relay operation during the \safe" occurences. There are
thus three classes of response by relays to GIC: i) to correlgt operate when
GIC has created unsafe conditions that the relay is designedo detect, ii)
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Fig. 4.14. Geomagnetically induced current (GIC), tank temperature, and oil tem-
perature measured on a transformer on the Allegheny Power sgem (redrawn from
results from P. Gattens reported by Kappenman, 2010). GIC donot a ect the overall
transformer temperature (shown by the oil temperature) but can produce hot spots
on the external tank wall.

to operate when GIC create a false signature of a fault, and ij to restrain
operation of a relay when fault conditions do exist.

Bozoki et al. (1996) reviewed the e ect of GIC on protective relays. They
consider di erent relays used to protect capacitor banks, tansformers, and
generators. Buchholz relays detect gassing from transforer oil caused by
overheating. Many relays are desighed to detect excess cemts in various
parts of the power system. The settings for these relays are aually based
on levels of the fundamental AC but many studies have found tkat they also
inadvertently respond to increased harmonics.

The harmonics produced by GIC can interfere with operation d transformer
di erential relays. Di erential relays are designed to detect a departure from
the normal ratio of input and output currents which is usually indicative
of a fault in the transformer. However di erent currents also occur during
transformer energization and relay operation is not wantedat this time. To
distinguish between these two conditions the presence of hanonics during
energization is used to restrain the operation of the relayn this case. With
respect to GIC, the concern is that the harmonics generated ¥ GIC cause
either the di erential relay to operate inappropriately un der normal load or
inhibit proper operation during transformer internal faul ts.

The susceptibility of relays to harmonics varies with manufacturer and type
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so it is very di cult to generalise about which relays will mi s-operate. Tests
are needed for the relays used on a speci ¢ system. The movewards digital
Iters is changing the GIC sensitivity, though it is uncerta in whether relays
are becoming more or less sensitive to GIC e ects. A key chaxeristic of
digital Iters is that they allow greater exibility of sett ings which perhaps
could be used to optimise their performance during GIC evers.

4.7.2 Reactive power

The power delivered to customers usually has the AC currentn phase with
the AC voltage and is termed real power. In contrast the AC magetising
current drawn by the transformers is out of phase with the AC woltage and this
combination is termed reactive power (also referred to as \\AR" standing for
volts times amps reactive). Reactive power has to be suppléto the system
in order for the transformers to operate correctly. This canbe done either
by dedicated generators or by static VAR compensators (SVC)that convert
real power to reactive power. When there is insu cient reactive power to
maintain voltage stability, voltage collapse may occur cawsing system outages
and interruption of service to customers (Maquire and Woodbrd, 1990).

When GIC cause transformer saturation there is an increaseni magnetising
current and, by association, an increase in the reactive poar demand (see
Figure 4.15). Because of the widespread nature of GIC many &msformers
on a power system can be going into saturation simultaneousjycreating a
signi cant increase in the total reactive power demand on the system. During
the March 1989 magnetic storm GIC in the Hydro-Qebec systen caused
transformer saturation and increased reactive power demah At the same
time harmonics caused SVC relays to trip removing a source akactive power,
leading to voltage collapse and the system wide blackout.

Management of reactive power is becoming more of a concern ke op-
eration of the transmission network and the operation of pover generation
are split into separate companies and purchases of power havo be nego-
tiated ahead of time. Erinmez et al. (2002) estimated that in England and
Wales a geomagnetic storm could increase the system reacéiypower demand
by several thousand MVARs requiring deployment of tens of ractive power
resources.

The impact of a widespread power blackout on a modern power sgem can
be examined by considering the August 2003 blackout of the Ntheast USA
and Canada. This blackout was not produced by a magnetic stan but there
are many similarities with the way the system failures sprea, especially the
role of reactive power, and the August 2003 storm provides a &ll documented
example of the costs of a power blackout (Kappenman, 2003a). Ae August
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Fig. 4.15. Increased reactive power ows during the Februay 1958 magnetic storm
(from Slothower and Albertson, 1967).

2003 blackout started when a tree fell on a power line in Ohio.Tripping out
of this line caused a redistribution of power ows to other lines which then
became overloaded and tripped out of service themselves. Jastigations of the
event document a whole series of lines becoming overloadedpping out, and
pushing the power ow problems to an even wider area, resultig eventually in
blackouts in Ontario, Ohio, Michigan and New York state (Task Force, 2004).

The US-Canada Power System Outage Task Force identi ed inswient
reactive power as a signi cant factor in allowing the blackauts to spread. These
problems occurred because there was not enough reactive pewfor normal
system operation and single contingencies. Thus it is easyotimagine the
e ects a geomagnetic storm, that creates an abnormal demandor reactive
power, would have on the power system.

4.8 Hazard assessment

The above sections show how geomagnetic disturbances creatlectric elds
that drive GIC in power systems causing transformer saturaton leading to in-
creased harmonic levels and reactive power consumption thaan cause prob-
lems with power system operation. During any geomagnetic diturbance there
will be some GIC owing in a power system causing low levels oharmonics
that are not troublesome for system operation. The key quesbn is what types
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and levels of geomagnetic activity and what Earth and systenconditions com-
bine to give GIC that can cause problems to power system opeten.

To start we consider the main phase of a magnetic storm. Althagh the
Dst index is often used as an indicator of large disturbancesit is strictly
only a measure of the main phase itself which, in most circuntances, varies
too slowly to produce large enough electric elds to cause gnicant GIC.
However, many associated variations (substorms and puls&ns) may cause
large GIC. Generally the Dst value is not a good proxy for the nagnitude of
these other magnetic eld variations and it is better to use indices that more
directly measure these phenomena when evaluating GIC risk.

Magnetic substorms produce large and rapid changes in the ngmetic eld
that produce signi cant spikes in the electric eld. The Hyd ro-Qlebec power
system blackout in 1989 coincided with a substorm onset. Othr power system
problems during March 13 and 14, 1989 also occurred during $storms. Not
all of this activity was associated with the westward substom electrojet in
the midnight sector. Problems in the evening sector on March13 coincided
with the occurrence of a strong eastward electrojet that exended down over
the US. The transformer failures at the Salem generating stabn on the east
coast of the US have also been attributed to this part of the eent. Power
system problems during other space weather storms are alsssociated with
rapid variations of the convection electrojets (Boteler, 201).

Storm sudden commencements produce the most rapid magnetield varia-
tions, but their amplitude is usually not su cient to cause p roblems. However,
ground system e ects in US in August 1972 (Anderson et al., 194) and in
New Zealand in November 2001 (Beland and Small, 2004) coirdéd with SSC.
This would be a signi cant risk factor for lower latitude systems if the mag-
netopause currents were the cause. However, close inspectiof these events
showed the causes were surges in the convection electrojedssociated with
the compression of the magnetosphere and increased magnptuse currents,
rather than the magnetopause currents themselves. A recergtudy has found
that some SSC signatures show a high latitude enhancement #t cannot be
explained by the magnetopause currents and is consistent #i a simultaneous
surge of the convection electrojets in the auroral ionosphe and contributes
to the risks for power grids at high latitudes (Fiori et al., 2014).

Magnetic pulsations are another type of magnetic eld variaions that are
varying rapidly enough to produce large electric elds. However, the vari-
ations do not seem to be large enough to produce the catastrtyic e ects
such as seen in the March 1989 storm. Close inspection of theagnetic eld
variations around the time of the Hydro-Quebec blackout shows that the mag-
netic substorm was accompanied by large pulsations that pesisted for over an
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hour. While the rapid onset of the magnetic substorm causedte system col-
lapse for Hydro-Quebec there is now concern that long-lashg pulsations as
seen after the substorm onset may, because of their persistee, contribute to
transformer heating.

A number of studies have examined the overall risk of extremgeomagnetic
activity for power grids (Viljanen 1997; Boteler, 2001; Pirjola et al., 2005;
Marshall et al., 2011; Thomson et al., 2011). These have detmined the oc-
currence statistics of particular geomagnetic indices or dta that could then
be used to estimate the levels of GIC in a power grid. Thomsonteal. (2011)
illustrated how extreme value statistics could be applied b estimate the occur-
rence of the infrequent most severe space weather storms thare a problem
for power grid operation. Now, these techniques are being &gl to assess the
GIC levels expected once in 100 years that can be used as desigriteria for
power grids (Pulkkinen et al., 2012; Ngwira et al., 2013).

4.9 Space weather forecasting for power grids

When the hazard assessment has identi ed that a power grid isat risk from
space weather storms then plans have to be made to mitigate the ects. One
option is technological changes to the power grid, such as stalling blocking
devices (Kappenman et al., 1991) or use of particular transfrmer designs
(Girgis and Vedante, 2013). However, apparently simple mesures can have
adverse consequences: for example, tests of blocking cajars in the power
grid in England showed that this changed the GIC ow across the network such
that the reactive power demand actually increased (Erinmezet al., 2002).
Thus, although various technological solutions are being rivestigated their
costs or practicality have, so far, limited their application. Instead, power
grid operators are looking for space weather forecasts to pwide them with
su cient warning to implement operating strategies to safeguard the power
grid.

The space weather forecast requirements for the power indtry have been
considered in a number of papers (e.g., Thomson, 2000; Kapperan, 2001,
Pirjola et al., 2005). Thomson (2000) points out that the forecasts of geophysi-
cal parameters commonly produced need to be translated intparameters that
are relevant to the users. He shows how decision theory can hesed to evalu-
ate forecasts of conditions above an "action theshold" at with a power grid
would invoke particular operating procedures. Determinirng these threshold
levels is where the hazard assessment work described in theepious section
is relevant. Providing forecasts of speci c GIC levels for apower grid can be
split into three parts: (1) forecasting the occurrence and popagation of so-
lar eruptions, (2) forecasting the magnetic disturbances poduced when these
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eruptions reach the Earth, and (3) forecasting the GIC prodwed by these
disturbances.

The general occurrence of solar phenomena such as coronal rmagections
and high speed solar-wind streams follows the solar cycle ubthe most severe
storms that represent a threat to power grids can be charactezed as "rogue”
events that can occur with any level of solar activity. A good example of this
is the July 2012 CME that occurred during a weak solar cycle. his CME
missed the Earth but simulations based on in-situ measuremas made by the
STEREO-A spacecraft that was in the path of the CME indicate that if it had
been Earth-directed it may have had a serious impact on powegrids (Baker et
al., 2013). The problem with this or any prediction of CMEs is knowing if they
will be "geo-e ective". This involves two key properties: t he speed of the CME
and the orientation of the associated interplanetary magnéc eld (IMF).
Faster CMEs would generally be considered more likely to cage problems
and the short transit time between the 1859 Carrington solar are and the
following geomagnetic disturbance would support this. Hovwever, the August
1972 event featured an even shorter transit time and althoup the initial shock
caused problems there was no major magnetic storm. In contst, the March
1989 event did not involve a fast CME speed, yet produced widgpread and
signi cant e ects on power systems. The problem with prediction is knowing
the IMF orientation associated with the CMEs. Tsurutani (2001) examines
answers to common questions and misconceptions about usinigformation
about CMEs to predict magnetic storms.

Information about solar wind speed and IMF are available fran the ACE
satellite at the L1 point upstream of the Earth and have been wsed in many
models to try and predict geomagnetic activity (e.g., Wintoft, 2005; Pulkkinen
et al. 2010). The question is what is the appropriate geomagetic activity to
forecast. Often the focus is on forecasting the magnetic ston main phase
as measured by the Dst index. The main phase variations are t slow to
cause signi cant GIC themselves; however the Dst value may b useful as
guide to the expansion of the auroral zone that is a risk facto for GIC in
many power systems. Pulkkinen et al. (2011), comparing di éent forecast
models with observations, found that the performance of themodels depended
on the metric used and also varied with di erent events. The d erence in
performance for di erent events suggests that forecast modls to use could
be chosen based on the event. If users could identify the chacteristics of a
disturbance that are important for them, then the appropriat e metric can be
chosen for evaluating which are the best forecast models tose.

Forecasts of magnetic eld variations can be used with an Eath model
to calculate electric elds which are then used as input to a pwer system
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model to calculate GIC. This relies on forecasts of the actuamagnetic eld
variations in order to calculate the electric elds. An alte rnative approach is
to determine empirical relations between the magnetic actity and resulting
GIC. This can be done with data or with indices. Trichtchenko and Boteler
(2004) obtained better correlations using hourly or 3-houly indices than the
correlation obtained with 1-min data. This shows that it is more practical to
forecast the envelope of the GIC rather than the GIC variations themselves.
Power grid response to a forecast space storm will inevitalgl involve some
costs so power utilities may be reluctant to take such actiorunless the forecast
is reliable (Pirjola et al., 2005). Forecast accuracy is inersely related to the
lead time. Thus the solar observations are best used to prode a general
advance warning of potentially hazardous space weather whd more specic
alerts are produced from models driven by solar wind data frmm an upstream
monitor (Cargill, 2001). Even these forecasts may not be réable enough
for power system operators to take action and some power griglare using
GIC measurements and real-time simulations to monitor the ondition of the
power grid (Marti et al., 2013, 2014). As the action taken in response to a
forecast of activity may involve ongoing costs such as usinggss cost-e ective
generation (eg oil- red instead of hydro) or restricting exports of power, it is
also important to provide forecast or noti cation of the end of a space weather
disturbance. Provision of such space weather services walimake a signi cant
contribution to help deal with space weather e ects on powergrids.
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Radio waves for communication and
lonospheric probing

Norbert Jakowski

5.1 Introduction

Radio waves play a signi cant role in our modern society in tdecommunication,
navigation and remote sensing. At present days we cannot ingine a world
without using radio waves. It is surprisingly that the funda mental theory of
electromagnetic waves was founded not earlier than about Ibyears ago. The
British physicist James Clark Maxwell summarized the exising knowledge on
electricity and magnetism at that time in his famous theory of electromag-
netism. The four Maxwells equations describe the fundameratl relationship
and interaction between electromagnetic elds, electric barges and currents.
It took further 20 years until the German physicist Heinrich Rudolf Hertz
could experimentally verify Maxwells theory by demonstrating that electric-
ity can be transmitted via electromagnetic waves travelling at speed of light.
He also brought evidence that light is a form of electromagngc radiation. In
honor to Heinrich Hertz the unit of radio and electrical frequencies is expressed
in Hertz (Hz) in the international metric system since 1933. The unit 1 Hz
means that there is one oscillation per second (1Hz = 1/s). Mawells theory
and its experimental veri cation by Hertz led nally to the d evelopment of
wireless telegraph and the radio.

About 10 years later many engineers and scientists startedhe racing to im-
prove transmitters and detectors to bridge increasing disances. Among these
wireless communication pioneers were the Serbo-Americanngineer Nicola
Tesla, the Russian physicist Alexander Popov and the Italian engineer Guglielmo
Marconi. Concerning the matter of this paper there was a remgkable experi-
ment conducted by Marconi in December 1901. Marconi claimedhat he has
successfully transmitted a signal from Poldhu, Cornwall, England to Signal
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Fig. 5.1. lllustration of the propagation of radio waves in the presence of the iono-
sphere (E.V. Appleton, Nobel lecture, 1947).

Hill in St John's, Newfoundland over a distance of about 350&m. Further

improvement and installation of more e ective transmitter and receiving sta-
tions made it possible to send a message from US president Thdore Roosevelt
to the King of the United Kingdom via Marconis Glace Bay station in Nova
Scotia, Canada, across the Atlantic on 18 January 1903.

To explain the long distance transmission of radio waves, tB American
electrical engineer Arthur Edwin Kennelly and the British p hysicist Oliver
Heaviside assumed an upper conducting layer from 80 km altitde upward al-
ready in 1902. In honor of these two men the upper conductingayer was
named Kennelly-Heaviside layer over many years. In 1926 th&ritish scien-
tist Watson-Watt used the term lonosphere at the rst time fo r describing
the ionized layer in the upper atmosphere. In the subsequenyears the term
lonosphere came into use widely and is now well accepted. Ecnrd Apple-
ton and Miles Aylmer Fulton Barnett in 1925 reported direct evidence for the
existence of the conducting and therefore re ecting layer iy using medium fre-
guency (MF) radio waves. In the same year the American physiists Gregory
Breit and Merle Antony Tuve came to the same result by detecting re ected
pulses of High Frequency (HF) radio waves. These experimestled to the
development of RADAR (Radio Detection And Ranging) technique in subse-
guent years.

In his Nobel Lecture on December 12, 1947, Sir Edward Appleto described
the matter as follows: Now the most striking feature of the atmospheric air
at high levels is that it is ionized, and for that reason the spherical shell
surrounding the earth at the levels with which we are concered is called the
ionosphere (cf. Fig. 5.1).

Generally speaking, the practical use of electromagneticadio waves for
long-distance communication led to the development of raddi and electronic
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technologies including the need of more detailed knowledgef the propagation
environment.

The historical review shows clearly that the detection and e&ploration of
the ionosphere is closely related to radio waves and their teraction with
the charged particles in the ionosphere. On the other hand, lao the wireless
communication technique and related applications have desloped in close re-
lationship to the knowledge about the propagation medium icmosphere. Radio
wave propagation via the ionosphere was of great practicahiportance during
the rst half of the 20th Century. Below frequencies of 30 MHz the ionosphere
is an essential part of the terrestrial radio wave propagatbn. At higher fre-
guencies the ionosphere is a source of system perturbatiom even disruptions
in Earth - space communications such as navigation systemsOn the other
hand, the availability of radio signals permanently transmitted by a eet of
satellites belonging to Global Navigation Satellite Systens (GNSS) such as the
Global Positioning System (GPS) has opened a new dimensiorof ionosphere
sounding. Therefore, this chapter is focusing on GNSS sigharopagation and
related capabilities for probing the ionosphere.

5.2 Propagation medium ionosphere

To better understand the radio wave propagation in the ionogphere we will
brie y consider composition, vertical structure and dynamics of the ionosphere
(for further reading see also Fuller-Rowell and Schrijver,2009 and Solomon,
2010).

The ionosphere is the ionized part of the Earth atmosphere, anging from
about 60km up to about 1000km. The upper part of the ionized aml co-
rotating atmosphere is usually called the plasmasphere orqptonosphere reach-
ing up to the plasmapause height which describes the boundsrto the outer
magnetosphere. The ionospheric plasma is mainly formed byhe solar radia-
tion in the Extreme UltraViolet (EUV) range at wavelengths b elow 130 nm.
The electron production is a direct consequence of the intexction of the solar
radiation with atoms and molecules in the Earth's upper atmasphere. The
atoms and molecules of the main constituents (i.e., O, @ N, N2, NO) of the
upper atmosphere are mainly ionized by the solar radiation m the far and
extreme ultraviolet regions as well as by solar X-rays. In adition to this pho-
toionization also cosmic rays and energetic particles origating from the solar
wind contribute to the ionization but to a less extent.

The plasma is composed by a variety of di erent atomic and moécular ions
interacting in a complex way by photochemical reactions. Baic processes can
be described by the continuity equations, energy equationgnd equations of
motion for the individual charged particles taking into account that the total
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Fig. 5.2. Vertical structure of the electron density of the ionosphere including sym-
bols of main contributing ions (right) in comparison with th e neutral atmosphere
temperature (left) and solar radiation penetration depths (middle).

number of ions is equal the number of electrons in the ionosmric plasma
(Davies, 1990).
The fundamental continuity equation for the electrons is written by:
@

@z Q L r (ne v) (5.1)

whereng is the electron density, t is the time, Q is the rate of electron produc-
tion, L is the rate of electron loss, andv is the mean velocity of the electrons.
The divergence term represents the net loss/gain due to tragport. It is evi-
dent that composition and density of the neutral gas have a seere impact on
the production and loss term in the continuity equation, whereas forces such
as thermospheric winds and electric elds penetrating fromthe magnetosphere
essentially determine the transport term.

The complex dynamics of production, loss and motion of the iaospheric
plasma, including strong coupling in particular with the th ermosphere and
magnetosphere, leads to a typical vertical structure of thelonospheric electron
density as shown in Fig. 5.2. The di erent layers (D, E, F1, F2 named in order
of increasing heights) characterize regions where speci processes dominate
such as the E layer named by Appleton as that region where eléGc currents
maximize. As it will be demonstrated in subsequent sectionsthe ionization at
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altitudes around 100 km is strongly impacted by high energeit particles and
radiation such as X-rays accompanying solar are eruptions The additional
ionization signi cantly impacts the radio wave propagation.

The vertical electron density distribution can e ectively be described by
Chapmans theory (Chapman, 1931). Considering a horizontdy strati ed
layer of an one-component isothermal gas which is ionized ba monochro-
matic beam of solar radiation at an incidence angle and assuming equilib-
rium conditions, the height dependence of the electron derity is then given
by the Chapman layer function:

Ne = Ngexp %[l z sec()exp( 2)] ; (5.2)

with

(5.3)

and ne is the electron density, Ng the peak density, hg the peak height andH
the pressure scale height of the neutral gas.

Although the assumptions are rather speci c, this Chapman hyer formula
describes the general features of the vertical structure athe ionospheric elec-
tron density very well. Thus, the total vertical electron density structure as
shown in Fig. 5.2 can be described by di erent Chapman layer tdinctions rep-
resenting di erent layers.

5.3 Radio wave propagation and ionosphere

When traveling through the ionospheric plasma, it is eviden that electromag-
netic waves characterized by oscillating electric and magetic elds interact
with the charged patrticles. The degree of interaction is desribed by the re-
fractive index n which has been derived in the late 1920s and early 1930s
by Appleton, Lassen and Hartree (for further reading see Buden, 1985 and
Rawer, 1993 and references therein).

Starting with Maxwells equations it can be shown (e.g. Davies, 1990) that
the refractive index n for a cold, homogenous and collisiomss plasma is given
by the equation

f 2
n=1 fi;; (5.4)
where the plasma frequencyf , is given by
f2= Ne€” (5.5)

4 2me 0'
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Fig. 5.3. lllustration of radio wave propagation e ects in t he ionosphere (1) Vertical
sounding, (2) HF propagation, (3) Transionospheric propagtion, LoS: Line of sight

and n is the index of refraction for a wave of frequencyf ; e is the electron
charge;me is the electron mass; and g is the dielectric constant of vacuum.

When taking into account the real ionosphere, i.e., considéng the fact that
due to the presence of the geomagnetic eld the ionosphere ianisotropic
and collisions between neutrals and charged particles (i@and electrons) are
allowed, the refractive index n is given by the Appleton-Lasen formula which
is not considered here in detail (for details see Budden, 1%3 or Rawer, 1993).

Although simpli ed, Egs. (5.4) and (5.5) provide already some basic infor-
mation for discussing propagation e ects at high frequenaés.

Considering Eg. (5.5) the vertical electron density pro le illustrated in
Fig. 5.2 can directly be converted into a vertical pro le of plasma frequency.
If the frequency of a propagating radio wave becomes equal tthe plasma fre-
guency, the refractive index in Eq. (5.4) becomes zero, meamg that the wave
is re ected. This fact is systematically used by the verticd sounding technique
practically established by Breit and Tuves rst experiment (see (1) in Fig. 5.3)
If the frequency of a vertically directed radio wave is incresed step by step,
the re ection takes place at growing heights where the waverequency reaches
the plasma frequencyf .

While measuring the propagation time, the re ection height for the trans-
mitted frequency can be determined. Thus, the electron deny pro le of the
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bottomside ionosphere can be determined step by step untillte critical fre-
quency fc is reached. The critical frequency corresponds tii the peak electron
density NmF2 at the peak height hmF2 via Eg. (5.5). The measuement de-
vices are usually called ionosondes which have been systetically used since
the mid-1920s and have provided the basic knowledge about thionosphere.
The ionosonde record is called ionogram which traces the rected echoes as
a function of frequency (electron density) and time (heigh). Because there
are usually several propagation modes such as multiple re@ions between the
ionosphere and ground or sporadic E-layer re ections and aforption phenom-
ena, the reconstruction of the bottomside electron densitypro le up to hmF2
height is a challenging task in particular under conditionsof a perturbed iono-
sphere. Nevertheless, the relatively low cost of ionosondehas allowed them
to be installed worldwide forming a global network of more than hundred per-
manent stations. Modern ionosondes such as the digisondeanble to operate
automatically in near real time to monitor key parameters such as the peak
electron density and height (Reinisch et al., 2005). So, opational services
such as DIAS (Belehaki et al., 2006) can provide regional anglobal maps of
the peak electron density NmF2.

It is interesting to note that the same vertical sounding technique can be
applied from above for transmitting signals from satellite orbits down to Earth
and recording the echoes. This topside sounding technique ag successfully
used at a number of satellites such as Alouette 1 and 2, Expler 20, Isis 1
and 2 and Cosmos resulting in a huge data basis. Before trarmmospheric
measurements became available to a greater extent, bottonide and topside
sounder data were extensively used to develop global ionospric models such
as the International Reference lonosphere (IRI) (e.g. Biliza et al., 1993,
Bilitza, 2001).

If the frequency of the vertically transmitted radio wave exceeds the plasma
frequency f > f ), the radio wave can travel through the ionosphere, i.e.,
in case of bottomside sounding the wave leaves the Earth, inase of topside
sounding the wave reaches the Earth surface.

Radio waves used for telecommunication (see (2) in Fig. 5.3pbr oblique
sounding have incidence angles which are not equal zero. Irhis case the
maximum usable frequency MUF ) to get a re ection becomes greater than
the plasma frequency according to refraction rules. TheMUF can be esti-
mated asMUF  fp=cos().

To better discuss di erent types of radio waves covering a vey broad spec-
trum in relation to their di erent behavior and associated a pplication potential
it is convenient to separate the spectrum into frequency bads which are listed
up in Table 5.1.
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Table 5.1. Frequency bands of radio waves

Symbol of freq. band Frequency range  Wavelength range Fregband
(ITU-R) symb.
ELF Extr. Low Freq. <300 Hz >1000km
ULF Ultra Low Freq. 300 Hz - 3 kHz 1000 - 100 km
VLF Very Low Freq. 3 kHz - 30 kHz 100 - 10 km
LF Low Freq. 30 kHz - 300 kHz 10 - 1km
MF Medium Freq. 300 kHz - 3 MHz 1000 - 100 m
HF High Freq. 3 MHz - 30 MHz 100-10m
VHF Very High Freq. 30 MHz - 300 MHz 10-1m
UHF Ultra High Freq. 300 MHz - 3 GHz 1000 - 100 mm 1-2GHz - L
SHF Super High Freq. 3 GHz - 30 GHz 100 - 10 mm 2-4GHz - S
4-8 GHz - C
8-12 GHz - X
EHF Extr. High Freq. 30 GHz - 300 GHz 10 - 1 mm 12-18 GHz - Ku
18-27 GHz - K

Whereas for terrestrial communication all frequency bandscan be used,
transionospheric radio wave propagation starts commonly athe VHF range.
Terrestrial propagation up to the HF band is usually strongly impacted by the
ionosphere, e.g. due to the interference of the direct grouthwave with the so
called sky wave re ected at the ionosphere as already showmiFig. 5.1. Be-
sides vertical sounding described above, several other raatechniques which
we cannot discuss here are utilized to probe the dierent lagrs of the iono-
sphere from ground (e.g. Hunsucker, 1991).

Because we focus in this chapter on transionospheric radio ave propaga-
tion, we consider here only propagation measurements in th¥LF band which
can provide some valuable information on solar ares. As Tale 5.1 indicates,
the wavelengths of VLF radio waves ranging from 10 km to 100 kmare in the
same order as the distance between the bottomside ionospteeand the ground.
In this case the space between the bottomside ionosphere arile Earth sur-
face forms a so-called waveguide in which the radio wave camavel over large
distances around the Earth. Any modi cation of the lower and upper bound-
ary conditions of this waveguide will lead to a change in the eceived signal.
Hence, X-rays accompanying a solar are will change amplitde and phase of
VLF waves rapidly according to the intensity or class of the ®lar are (cf.
Fig. 5.4).

Because VLF signals are closely correlated with solar are miptions and
in addition simple signal strength measurements of signal§rom numerous
transmitters are easy to handle, the Solar Center at the Staford University
has initiated an international students project on occasim of the International
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Fig. 5.4. SID (Sudden lonospheric Disturbance) Monitor ouput in comparison with
GOES X-ray measurements from 2006/12/05.

Heliophysical Year (IHY) in 2007. The Center developed an irxpensive Space
Weather Monitor capable to measure Sudden lonospheric Disirbances (SID)
for installation at high schools and universities around the globey. During the
IHY an international network of SID Monitors has been succesfully set up
and data have been collected at Stanford University from allover the world.
To simplify the data collection, a VLF receiver has been devioped within the
project SOFIE (SOlar Flares detected by lonospheric E ectg at the German
Aerospace Center (DLR) site Neustrelitz. The new receivers able to transfer
data directly to a server without the help of a PCz. Due to their relative stable
propagation over long distances and their skin depth of seval kilometers, VLF
waves are commonly used for worldwide telegraphy to ships,ubmarines and
for subterranean communication, e.g. in mines.

5.4 Transionospheric radio wave propagation

Transionospheric radio wave propagation became importantafter the rst
arti cial satellite, Sputnik 1 which has been launched in October 1957, has
transmitted radio waves to the Earth for communication. The Sputnik | Ma-
jak beacon transmitter allowed rst transionospheric radio sounding of the

y http://solar-center.stanford.edu/SID/sidmonitor/
z http://swaciwebdevelop.dlr.de/ueber-so e/
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ionosphere. In subsequent decades up to now radio beaconsbaard Low
Earth Orbiting (LEO) satellites such as NNSS, Cosmos, CHAMP and For-
mosat/COSMIC have provided a lot of information on the structure and the
behavior of the ionosphere under regular and perturbed coritions. Since the
mid of 1990s a growing number of signals of Global Navigatiorsatellite Sys-
tems (GNSS) such as GPS, GLONASS and Galileo are available fqorecise
and reliable positioning and navigation but also for ionosgheric sounding.

5.4.1 Fundamentals
5.4.1.1 Refraction

Principally, when utilizing radio techniques to probe the ionosphere, typical
radio wave parameters such as amplitude, phase and polarigan are mea-
sured. Thus, amplitude measurements tell us something abduchanges at
the bottomside ionosphere during solar ares (Fig. 5.4), ptase or travel time
measurements provide direct information on the density anddistribution of
plasma along the ray path. So linearly polarized VHF signalstransmitted by
geostationary satellites such as ATS 6, SMS, GOES in the 1980and 1980s
allowed measuring the Faraday e ect to derive the Total Eledron Content
(TEC) of the ionosphere for ionospheric studies (e.g., Daws, 1990; Jakowski
et al., 1983, 1990, 1991). Here it becomes already evidentdhthe simpli ed
formulation of the refractive index as given in Egs. (5.4) ard (5.5) is not su -
cient because the Faraday e ect is a result of the anisotropyof the ionospheric
plasma caused by the geomagnetic eld.

Principally, there are some propagation e ects which canné be ignored
when considering the strong requirements of precise and S&¥ of Life (SolL)
applications utilizing space based techniques such as GlabNavigation Satel-
lite Systems (GNSS). So we have to consider in particular raypath bending,
higher order terms in the refractive index and signal distotions due to di rac-
tion and scattering. The refractive index n given by the Appleton-Lassen
formula (e.g., Rawer, 1993) can be approximated for frequetiesf fp by:

£2 126 f4

n=1 -5 % cos( ) % : (5.6)
& 12— b
1storder 2nd order 3rd order

Here f4 is the gyro frequency of the electron {g 1:4 MHz) de ned by:

eB

where the parameterB is the geomagnetic induction or ux density and is
the angle between the ray path and the geomagnetic eld.
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Assuming that the wavelength = c=f of a radio wave traveling through
the ionosphere is much smaller than characteristic spatiakcales of the iono-
sphereS; ( Si), principles of geometrical optics can be applied. Thus the
propagation follows Fermats law of fastest arrival, i.e., he phase integral or
Eikonal

L= nds (5.8)

becomes a minimum (Budden, 1985). In terms of carrier phase of a radio
wave the Eikonal is given by

= — nds: (5.9)

The Eikonal can be rewritten in terms of ray path s according ©:
Z Z Z Z
s = dsp+ (n 1)ds+ ds dsp (5.10)

S + s + sp (5.11)

Here is the true range between the transmitting satellite and the ground
receiver along the vacuum or line of sight ray path (cf. Fig.53), s represents
the range error terms measured by phase changes andsg is the optical ray
path excess due to bending. Ray path bending e ects on positining and their
estimations are described by Hoque and Jakowski (2006 and @8).

Whereas the true range shall be determined in positioning,anosphere prob-
ing techniques analyze in particular the residual terms of pase measurements
in s as de ned in Egs. (5.10) and (5.11). The two signs in Eq. (%) indicate
double refraction for radio waves travelling through the nan-isotropic plasma
of the ionosphere. The anisotropy is due to the presence of hgeomagnetic
eld causing a gyration of charged particles around the magmtic eld lines.
Thus, electrons oscillate clockwise around eld lines in dd direction. The
upper (+) sign in Eq. (5.6) represents the ordinary wave (let-hand side cir-
cularly polarized) whereas the negative sign refers to thedraordinary wave
(right-hand side circularly polarized).

Because a linearly polarized wave can be considered as thepguposition of
right hand side and left hand side circularly polarized wave, their di erence
in phase speed leads to a rotation of the polarization plane.The e ect is
named after Michael Faraday who described at rst time the change of the
polarization plane of light in the presence of a magnetic etl.

Taking into account Eqgs. (5.6) and (5.7) the Faraday rotation angle g is
determined by the phase di erence of both waves (representtby n, andn )
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according to:

Z
1 f
FR = é( + )= < (ny n )ds: (5.12)
This can be rewritten in the form
K Z
FR= —  neB cos( )ds; (5.13)

f

with Kg =2:3651F m2s 2 in Sl units.

Because the geomagnetic eld and the angle between the ray plaand the
geomagnetic eld vary only slightly along the ray path, their weighting in
Eq. (5.13) can be averaged and the Faraday rotation angle came approxi-
mated by the expression:

z
FR = %m cos()i  neds: (5.14)

Here we see that Faraday rotation measurements allow estiniang the Total

Electron Content,
Z

TECs neds; (5.15)

of the ionosphere along the ray paths. Because the magnetic eldB decreases
with the radial distance r according to 1=r3, the geomagnetic eld weighting
pronounces the contribution of the electron density distribution to the integral
from the bottomside up to about 2000 km height which is calledin the beacon
literature \lonospheric TEC". This fact has been extensively used for sounding
the ionosphere in former years by measuring the Faraday e etcon linearly
polarized signals, e.g., transmitted from geostationary atellites in the VHF
range (e.g., Davies, 1980; Jakowski et al., 1991)

Because the GPS signals are transmitted in right-hand circlar polarization,
the described anisotropy leads to an asymmetry of ionosphé range errors at
a selected GPS receiver site in particular in North -South diection (Kedar et
al., 2003, Hoque and Jakowski, 2006, 2008). Due to its systeatic character,
the e ect is meaningful in precise geodetic measurements ahsatellite orbit
determination where millimeter accuracy is required (Herrandez-Pajares et
al., 2007).

In GNSS applications the rst order phase error (cf. Eq. 5.6) is the most
signi cant ionospheric range error reaching even more thari00 m during severe
space weather events. Modeling and measurement of this ramgerror is a
challenging task in a variety of GNSS applications.
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5.4.1.2 Diraction and scattering e ects

If characteristic scale of ionospheric electron density vaations is comparable
with the radio wavelength, principles of geometric optics ae no longer valid.
The propagation of radio waves must be described by diracton and scat-
tering theories (Hunsucker, 1991, Barclay, 2003) which camot be considered
here due to their complexity. So we con ne our attention to describe the
phenomenological impact on radio signals.

Small scale irregularities in the ionosphere cause rapid emges in the am-
plitude and/or phase of radio signals commonly called as rai scintillations.
Such scintillations reduce the accuracy and reliability ofradio systems and
may even result in a complete loss of lock of the signal. Transnospheric
scintillation e ects cover a broad frequency range from 30 MHz up to 10 GHz.

To estimate the spatial size of ionospheric irregularitieswhich should have
a signi cant impact on a radio wave of wavelength the rst Fresnel zone can
be considered whose radiu§; is de ned by

r—
Fi= d 1d2 :
dy+ dy
Here d; and d, mean the distance from the transmitter and from the receiver
respectively. In case of GNSS applications (20 cm, scintillation volume in
the ionospheric F layer at around 250-400 km height) the rst Fresnel radius
is of the order of 300 m. Irregularities of this size or smalleare most e ective
in producing diracted or scattered radio waves which interfere at receiver
antenna.

A typical radio wave propagation scenario through small scée plasma tur-
bulences is sketched in Fig. 5.5. Small scale electron densiirregularities
(illustrated here by an Incoherent Scatter based reconstration of local elec-
tron densities over Jicamarca/Peru) split the primary ray i nto many di erent
rays due to diraction and forward scattering. At GNSS receiver level these
di erent rays interfere and cause strong and rapid signal uctuations. If the
fading depth is strong enough, the receiver loses signal tcking, reducing the
availability of signals for positioning and navigation.

lonospheric irregularities may be caused by di erent procasses related to
plasma instabilities. One of them is the Rayleigh Taylor Ingability (RTI)
causing also Equatorial Spread F (ESF) at ground based ionasmde measure-
ments (Kelly, 1989). The RTI describes the behavior of two uids or plasmas
moving in opposite directions. This may happen in the low laitude iono-
sphere in particular during the sunset hours when plasma diusion is directed
downward due to plasma cooling. On the other hand it is typicdly for the
low latitude evening ionosphere that an eastward directed eld is generated
which forces the ionospheric plasma to lift up. Although the actual geophys-

(5.16)
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Fig. 5.5. Schematic of radio wave propagation through a turlulent plasma character-
ized by spatial electron density irregularities illustrated by Incoherent Scatter mea-
surements at Jicamarca/Peru

ical conditions modify the establishment of the RTI, the ocaurrence of ESF
and related enhanced scintillation activity between sunse and midnight is a
well-known phenomenon as will be seen later in section 5.6. uRhermore,
enhanced scintillation activity can be observed along strag ionization gradi-
ents probably initiated by the gradient drift instability ( e.g., Alfonsi, 2006).
At high latitudes irregular precipitation of energetic par ticles from the solar
wind may also cause chaotic plasma structures resulting inadio scintillations
(Smith et al., 2008, Fuller-Rowell and Solomon, 2010).

Speci ¢ phenomena observable at low latitudes are so-cakkequatorial plasma
bubbles (EPBs) which are formed by nonlinear plasma process probably
closely related to the RTI. Inside a plasma bubble the electon density is ex-
tremely low (less than 10% of the outside value). Hence, ther is a sharp
gradient of electron density when crossing the surface of akPB. This can
nicely be seen in TEC data by a rapid fall of TEC values when theray path
enters the EPB and recovers when the ray path leaves the EPB. De to act-
ing electromagnetic forces in the presence of the geomagieteld EPBs are
shaped along magnetic eld lines up to more than 1000 km. Perpndicular to
eld lines EPBs are rather thin (up to about 100 km) meaning th at several
bubbles may coexist in a certain region. As RTI is establishig near sunset,
EPBs occur and drift eastward at a velocity of about 100-200 ns (Fukao
et al., 2006). The occurrence probability of EPBs depends orsolar activity
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and on season with highest values around equinoxes over Afia and around
solstices at the American sector (Nishioka et al., 2008).

Geomagnetic activity a ects the generation of EPBs in di er ent ways: in-
creasing magnetic activity at low level is anti-correlated with the generation
of EPBs, whereas severe magnetic storms may cause enhancezhgration of
EPBs. To characterize the scintillation strength of the received signal, com-
monly the scintillation index S; is used. Other parameters useful for mea-
suring scintillations are the phase standard deviation , the probability and
duration of fades and their depth in the signal strength.

The scintillation level is frequency dependent. As a rst approximation it
increases with the inverse of the frequency in the range:I<f < 4GHz. The
S, index is commonly de ned via the signal intensity SlI by

S12i h Sliz2 2
rS1i2 !

where ht ::i means the average value.S; index values are usually between 0
and 1. Values lower than 0.2 represent low, values around 0.Bhedium and
values greater than 0.7 severe scintillation activity. The phase scintillation
index widely used is de ned by
r

- 1~ h i)2

= N1 e (i i)2; (5.18)
where means the signal carrier phase andN the number of observations.
Both parameters S4, and  are commonly de ned over a period of 1 min.

To learn more about scintillations in the L-Band range, high rate GNSS

measurements are well suited to monitor them systematicajl as reported in
section 5.6.

Sy = (5.17)

5.4.2 Telecommunication

As pointed out in the introduction, ionospheric impact on radio wave propaga-
tion guided wireless communication from the earliest days.On the one hand
ionosphere enables transmission over large distances, ohet other hand iono-
sphere acts as a disturber in a broad frequency range up to thBHF band (cf.

Table 5.1), i.e., including both terrestrial as well as spae based communica-
tion. Communication technologies have developed enormolyssince Marconis
experiment and became very robust.

As seen in Eq. (5.4) the refractivity index becomes nearly 1 favery high
frequency bands primarily utilized in space based telecomomication. Further-
more, the phase delay is not as crucial for communication asof navigation.
Nevertheless, there remains some ionospheric impact on a miper of services
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Fig. 5.6. Fluctuations of the Automatic Gain Control (AGC) v oltage of CLUSTER
spacecraft receivers at di erent ground stations (marked ly di erent colors) in Spain
(Source: ESA Report CL-COM-RP-1001-TOS by Billig et al., 2003)

using frequency bands ranging from VLF to UHF in particular during severe
space weather events. The signals of geostationary commuation satellites
may be impacted even in present days by ionospheric irregutdies and plasma
bubbles. Thus, ionospheric scintillations on the 4 GHz sigal from Intelsat

have been observed at low latitudes in the South Paci ¢ regio by Kumar et

al. (2007). In particular, if transmitted radio power is low, signals are vulner-
able against radio scintillations due to ionospheric irreglarities as described
in the previous section.

To give an example, corrupted signals have been reported byhe European
Space Agency (ESA) concerning the reception of Cluster salies in Spain as
shown in Fig. 5.6 (Billig et al., 2003).

Scintillation e ects as observed on GNSS signals in the L-bad (cf. sec-
tion 5.6.6) demonstrate the overall vulnerability of L-band satellite communi-
cations in particular during severe space weather e ects. © better understand
the impact and to develop mitigation techniques, more resegch is needed.

5.4.3 Satellite navigation

Critical infrastructure and economy of our modern society ae increasingly
dependent on services provided by global navigation satete systems. Ac-
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curacy and reliability of positioning, navigation and timi ng (PNT) services
depend on the ability to determine the travel time of the codeal radio signal
(modulation phase) with high precision. Although sophisticated atomic clocks
onboard GNSS satellites are already precise at picoseconeMel, there is a slow
drift of the clock oscillator which needs to be corrected in he measurements.
So, in addition to measurements for the three space coordirtas, a fourth
measurement for time correction is required for positioniry.

When measuring the travel time of the code or modulation phase of the
radio signals, we have to take into account the group refradte index ng;.
Using the group refractive index (e.g., Budden, 1985, Davig, 1990) de ned by

dn
Ngr = N+ f o ; (5.19)
we get for the rst order e ect
fo
Ngr =1+ 22 (5.20)

Please note that the absolute value of the ionospheric codehase delay is the
same as for the carrier phase as seen in Eq. (5.6) but always gitive leading
to ngr > 1. Hence, the travel speedvy = c=ny is less than the velocity of
light in vacuum whereas the phase velocityv = c=nis higher than the velocity
of light in vacuum leading to a phase advance.
The ionospheric code phase deZIayDgr is then given by

thr = %;(7 Neds = %%TECS; (5.21)
with K =40:3m3s 2. TECs de nes the slant Total Electron Content, which
is the number of electrons per square meter along the ray patts. TEC is
commonly expressed in TEC units [1L TECU=10° electrons per square meter].
GPS satellites transmit radio waves at frequencies of L1=185.42 MHz and
L2=1227.60 MHz justifying the rst order approach in the ref ractive index
(Egs. 5.6 and 5.20) for most of applications. The observatin equation of the
GNSS code phase and carrier phase can be written as:

= +c¢dt dT)+d +dr+dy + I+ ¢; (5.22)
= o+t dT) d|+dT+dM+h_+NfE+ L (5.23)

where is the code phase, is the geometrical distance to be determined,
dt and dT are the receiver and transmitter clock o sets, d, is the ionospheric
range error, dr is the tropospheric range error,dy is the error due to multi-
path, bc. are the instrumentation o set of code/carrier phase measuements,
c.L Is the phase noise of code/carrier phase measurements ahlis the phase
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Fig. 5.7. Frequency dependence of rst and second order (Iajitudinal propagation)
ionospheric errors in radio systems at di erent levels of vetical TEC for 30 elevation
angle of the radio link. GPS frequencies L1 and L2 are markedybdashed lines.

ambiguity integer of carrier phase measurements. Becausewier phase mea-
surements are much less noisier than code measurements thase used in pre-
cise positioning in addition to code measurements. Variougechniques have
been developed to determine the unknown phase ambiguity N.

According to Eqg. (5.21) the rst-order ionospheric range eror d, is given

by

k
d = TECs: (5.24)

Because the total electron content is usually measured alanslant ray paths,
we de ne for further use in this paper TECs as slant TEC whereas the vertical
TEC along a vertical ray path is simply called TEC. The geomety free ver-
tical total electron content TEC is an ionospheric key parameter comparable
with the air pressure in the atmosphere (mass, or the number batoms and
molecules per square meter).

As indicated in Eq. (5.24), the rst-order range error in GNSS (99.9% of the
total ionospheric error) is proportional to TEC 5. This means that ionospheric
monitoring of TEC can essentially help to correct GNSS basegbositioning and
navigation. Typical ionospheric range errors of rst and seond order e ects
are shown as a function of the frequency for di erent TEC levds in Fig. 5.7.
On the other hand, due to the frequency dependence of the redctive index
(dispersion) there is a unique opportunity to derive TECss or the ionospheric
range error by combining signals at two di erent frequencies. Knowing TECs,
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the rst order ionospheric error can easily be removed. Thisis the reason why
GNSS satellites transmit signals at least at two frequencis.

Neglecting the frequency independent terms and assuming Ht the ray
paths are the same at both frequencies, the di erential phas of coherent
signals at frequencied ; and f, can be expressed by
ff 2

fifs
whereb . refers to a constant or very slowly varying bias value and ¢ is the
residual code phase noise. Here we see as mentioned abovet tthee ray path
related TECs can easily be deduced from di erential GNSS phases. Thus, on
the one hand the 1st order ionospheric range error can direlt be corrected
in a dual frequency GNSS, on the other hand, Eq. (5.25) can e etively be
used to derive TEC from dual frequency GNSS measurements faonospheric
monitoring. As we will see later in section 5.6, such monitoing results can be
provided to single frequency GNSS users for ionospheric aarctions.

To enable single frequency GPS users a quick estimation of ¢hionospheric
range error, GPS permanently broadcasts a set of 8 coe cierg for running
a simple GPS correction model. These coe cients are adjustd by the GPS
master control station for the best t to current ionospheri ¢ conditions and
are broadcasted to users nally every day. This model, wellknown also as
the Klobuchar model, is able to correct about 60% of the ionogheric error
in average (Klobuchar, 1987). The European countries are ¢ablishing an
autonomous GNSS called Galileo that will use the three-dimasional NeQuick
model (Nava et al.,, 2007) for estimating the ionospheric prpagation error.
Whereas the numerous model coe cients of NeQuick are xed, he model is
adapted to the actual ionization level provided by Galileo via an e ective solar
index parameter A;.

Recently, another simple TEC model running with only 12 coe cients (the
Klobuchar model needs 8 coe cients, NeQuick several thousads) has been
published which achieves the performance of the NeQuick maa (Jakowski et
al., 2011a). Solar activity dependence is introduced to theanodel via the solar
F10.7 cm radio ux. The performance of this model is comparedwith the
Klobuchar and the NeQuick model in Fig. 5.8 for more than one slar cycle
at a mid-European site.

Besides modeling of ionospheric propagation errors utiling empirical or
physics based models, the ionospheric state can also dirdécte monitored by
using GNSS data as mentioned before. As we will discuss laten section 5.6
in more detail, Wide Area Augmentation Systems (WAAS) in US and the
European Geostationary Navigation Overlay Service (EGNO$ in Europe op-
erate a number of so-called monitor stations (e.g., for EGN@ these are about

= , 1=K TECs+b c+ c; (5.25)
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Fig. 5.8. Comparison of the performance of 3 ionospheric mads for estimating ver-
tical TEC at 50 N;15 E at 12:00-14:00 UT over more than one solar cycle from 1996
to 2009.

30 Ranging and Integrity Monitoring Stations RIMS) to monit or the service
area and to derive TEC as the key parameter for estimating iomspheric range
errors for users. In a similar way TEC data provided by the SWACI service of
DLRy were used in a single-frequency Precise Point Positioning?PP) experi-
ment (Le et al., 2008). For the vertical as well as for the horzontal positioning
accuracy of 2-3 decimeter was achieved (95% level).

5.4.4 Remote sensing

Similar as for GNSS positioning the operation of space-bask transionospheric
VHF and UHF radars requires knowledge of ionospheric impacton signals.
The ionospheric impact is more serious for remote sensing dars such as the
Synthetic Aperture Radar (SAR) because the signals cross th altitude range
of peak electron density, the F2 layer, usually twice. In addtion to transiono-

spheric propagation e ects the transmitted signal can be bakscattered by
small scale ionospheric irregularities which interfere wh the received radar
signal on board the radar satellite. Furthermore, the two-way radio wave
propagation causes a doubling of the phase variance. Both ects degrade the
performance of the radar system (e.g., Xu et al., 2008).

Most prominent ionospheric e ects on radar signals are rang error or group
delay, distortions of the shape of radar pulses due to dispsion, rotation of the
polarization plane due to the Faraday e ect (cf. section 5.41.1) and distor-
tion of phase coherence across synthesized aperture and oymilse integration
period.

Radar signal degradation problems arise when the level of imspheric ion-

y http://swaciweb.dIr.de
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Fig. 5.9. Frequency dependence of Faraday rotation angle ghgitudinal propagation)
at di erent ionization levels characterized by the vertical TEC.

ization (TEC) and/or temporal and spatial variations of ion ospheric electron
density structure are high, commonly observed in years of dmnced solar ac-
tivity and/or during severe space weather events. Assumingvertical TEC
values of more than 200 TECU the related vertical range erroris around 30
meters in the L-band. These high values are crucial becauseéh¢ accuracy
requirements are challenging. For example, SAR Interferoratry (INSAR) for
tectonic deformation measurements require accuracy of therder of millime-
ters over hundreds of kilometers. Because the ionosphericethy is propor-
tional to TEC as seen in Eq. (5.21), a strong horizontal gradent structure of
TEC causes di erent phase shifts at pixels across the imageThus, large- to
medium scale structures over the target area result in geontdcal distortions
of the SAR image. It is evident that a high TEC level usually observed at day
time in particular at low latitudes enhances the broadeningof radar pulses due
to the dispersive nature of the refractive index as discusgkin section 5.4.1.1,
which also a ects the image resolution.

Furthermore, since the anisotropic ionosphere causes a dble refraction of
radio waves, polarimetric measurements will su er from the Faraday e ect
described by Eq. (5.13). When a linearly polarized wave traels through the
ionospheric plasma which is embedded in the geomagnetic d| the radio
wave splits into two oppositely rotating circularly polari zed waves traveling
along slightly di erent ray paths with di erent phase veloc ities. Thus, when
considering the superposition of both waves at the receivig antenna, the
polarization angle has been changed as a function of the eleon density and
the geomagnetic eld along the ray path according to Eq. (5.8). Considering
the 1=f? frequency dependence, the Faraday e ect is much more signcant
at UHF than at SHF frequency band (cf. Fig. 5.9). This fact hasto be taken
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into account when using the lower frequency band. Microwaveemote sensing
using low-frequency SAR technique can provide a lot of infamation on forest
characteristics such as spatial coverage, density, heightf trees and species.
Monitoring of vegetation and biomass is an important issue m the context
of environmental monitoring program of countries. Thus, in May 2013, the
biomass mission concept of ESA was selected to become the héx a series
of satellites exploring the Earth system. The polarimetric radar shall operate
at 435 MHz at a 6 MHz bandwidth. To derive realistic biomass irformation,
the contribution of the ionospheric Faraday rotation of up to one cycle at this
wavelength must be estimated and corrected in a proper way.

Because TEC is the main contributor, attempts have successily been made
to estimate the 2nd order range error which is equivalent to he Faraday rota-
tion angle over the image area from TEC maps (Hoque and Jakowks, 2006,
2008).

It is worth notice that vice versa SAR measurements can also & used to
get TEC information about the ionosphere (e.g., Meyer et al, 2006; Jehle et
al.,, 2010). Whereas the absolute TEC accuracy does not readBNSS based
estimations (see sections 5.5 and 5.6) the relative TEC hashe advantage that
measurements can be made with a resolution of 1 kilometer. Tis capability
could be used to study the structure of ionospheric irregulaties in upcoming
years. Besides the range and dispersion e ects due to highnization level mea-
surable by TEC, small scale ionospheric irregularities area signi cant threat
of SAR performance. As discussed in the previous section, ¢hirregularities
may cause severe amplitude scintillations. SAR applicatios may additionally
su er from angular scintillations and interference with backscattered waves
causing defocussing. In addition, a highly structured eletron density distri-
bution causes severe uctuations of the refractive index abng the ray path
leading to enhanced phase noise which also degrades the perhance of SAR.

In order to mitigate ionospheric impact on radar systems suh as SAR,
external information provided by GNSS measurements using lgbal geodetic
networks is bene cial. How such information can be generatd is considered
in the subsequent section.

5.5 GNSS probing of the ionosphere

Due to the strong dependence of GNSS phase measurements ortlonospheric
key parameter TEC, ground and space based dual-frequency raeurements are
very e ective in probing the ionosphere.

Nowadays exist numerous national and international GNSS ni&vorks with
high station density at distances of about 50km. High quality open data
sources are provided by the geodetic community such as the farnational
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GNSS Service (IGS) (Dow et al., 2009) or EUREF (Bruyninx et al, 2011).
In particular 1GS provides near real time data in 1 s streaming mode via
the Real Time Pilot Project (RTPP y). To measure ionospheric scintillations,
higher sampling rates than 1Hz are required. Taking into acount the need of
more systematic observations, high rate measurement netwks using sampling
rates of 20 - 100 Hz are established worldwide on national le¥ e.g. as the
Scintillation Network Decision Aid (SCINDA) in US (Carrano a nd Groves,
2006) or via international organizations like ESA (MONITOR project, Prieto-

Cerdera and Beniguel, 2011).

5.5.1 Ground-based techniques

To derive the total electron content (TEC) of the ionosphere from dual fre-
quency ground based GNSS measurements the di erential codghase de ned
in Eq. (5.25) is used. To mitigate strong multipath of code mesurements,
di erential carrier phases are combined with the absolute ®de measurements
(e.g., Jakowski, 1996). Unfortunately the higher precise derential phase de-
lays yield only a relative measure of TEC due to the unknown number N of
phase lengths contributing to the absolute phase. In analogto Eq. (5.25) the

di erential carrier phase can be expressed by
= = KMTEC +b |+ : (5.26)
= 1 2= fffzz S L L .

where b | refers to the remaining constant or very slowly varying delgs in-
cluding the di erence of ambiguities N, and | is the residual phase noise
which is much smaller than the noise of the code phase ¢ For saving the high
accuracy of the di erential phases, it is a common practice b level them into
the code phases by least squares techniques. Naturally, thehosen approaches
to calibrate the absolute code phase measurement by determing the instru-
mental delaysb ¢, are di erent by di erent research groups (e.g., Wilson and
Mannucci, 1993; Sardn et al., 1994; Ciraolo et al., 1994; dkowski, 1996).

To derive vertical TEC values serving as a geometry free refence, the
slant measurements must be converted to the vertical by a scalled mapping
function as illustrated in Fig. 5.10.

For doing this, the altitude dependent electron density didribution is com-
pressed to a thin spherical layer commonly xed at a height ofh, 350 to
450 km. This simple assumption provides the possibility to bcate the mea-
surement at the lonospheric Piercing Point (IPP) of the radio link with the
ionospheric layer.

Applying simple geometric relationships, the mapping fundion M () for

y http://www.rtigs.net/pilot/index.php
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Fig. 5.10. lllustration of TEC measurements along slanted ay paths providing TEC ¢
and their transformation to the vertical TEC via a thin layer mapping function.

converting a measured slantT ECg to the vertical TEC at the piercing point
of the ray path with the ionospheric shell at h; is given by:

Yo1=2
_ TEGCs _ Re cos() 2 )
M()= e - 1 Re+ h ; (5.27)

where Rg is the Earth radius, h; is the height of thin ionosphere shell and
is the elevation angle.

After xing TEC at several IPPs it is quite useful for applica tions to con-
struct a vertical TEC map from the actual data. From such a reference TEC
map all corrections along any slant ray paths can be made utizing the map-
ping function M ( ) for the back transformation from vertical to slant TEC.

It is evident that the accuracy and spatial resolution of gererated TEC maps
depend on the availability of GNSS measurements. Again, asaticed earlier
in conjunction with the bias estimation, di erent approach es are applied by
di erent research groups (e.g., Wilson and Mannucci, 1993;Jakowski, 1996,
Herrandez-Pajares et al., 1999). As reported by Jakowski eal. (2011b)
in DLR a model assisted technique is successfully used for ldarating and
mapping the measured TEC over Europe since 1995 and globallgince 2010.
The inter frequency bias bz can be split into a satellite bias and a receiver
bias for each ray path. They are obtained by least squares t b the NTCM
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Fig. 5.11. Sample TEC map (upper panel) and corresponding TE error map (Lower
panel) generated for 18 April 2010 at 20:25 UT in the Space Waher Application
Center lonosphere of DLR (SWACI, http://swaciweb.dIr.de) . Piercing points of radio
links are indicated as white dots. At areas without data an awrage RMS error of 3.5
TECU ( 55cm range error at L1) is assumed.

model developed in DLR (Jakowski et al., 2011a). Furthermoe, the model is
used as a background model to assist the mapping procedure.his procedure
has the advantage that even in case of a low density GNNS netwk, e.g., over
the oceans, su ciently accurate TEC maps for range error corections can be
obtained (cf. upper panel of Fig. 5.11). For generating gloal TEC maps (grid
values spaced by 2.5 degrees in latitude and 5 degrees in lougle) permanent
operating GPS ground stations of the IGS network are used in DRy. Because
a user is principally interested to know the accuracy and reslution of the
utilized TEC maps, it is quite useful, to create not only TEC maps but also

y http://swaciweb.dIr.de
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related error maps as shown in the lower panel of Fig. 5.11. Gre TEC maps
have been generated, a number of secondary information carebderived such
as gradient maps, or Rate of TEC (RoT) maps. Taking into account also the
high temporal resolution of 1s, perturbation processes cae monitored in
detail as considered in section 5.6.

For Space Based Augmentation Systems (SBAS) systems like WAS and
EGNOS a regional ionospheric correction model is de ned by agrid of cor-
rection values (Grid lonospheric Vertical Error - GIVE) at r egular spacings
in latitude and longitude of 5 degrees. These grid values aréransmitted
to single-frequency users via geostationary satellite domlink. SBAS receivers
must be capable receiving the correction (TEC) map from whit the individual
user can derive specic link related correction information using a mapping
function as de ned in Eq. (5.27). SBAS systems like WAAS and ESNOS
achieve an accuracy of about 1-3 m. Integrity checks made whiin the SBAS
system provide user warnings on malfunctions within an aler time interval
of 6 seconds and decide whether GIVE values can be trusted oroh Grid
values are set as not monitored if the accuracy requirementsannot be guar-
anteed by the system in cases when the error exceeds a certagirotection level.
This is crucial for safety-critical aviation applications. For instance, any solu-
tion of internal system computations that exceeds a Vertica Protection Level
(VPL) of 20 meters is considered as not monitored in WAAS. Thus, during
ionospheric storms the number of such data gaps may increasmnsiderably,
making the SBAS service unavailable (see section 5.6).

5.5.2 Space based techniques

Dual frequency GNSS measurements can use the same obseraatiequations
Egs. (5.24) and (5.25) for deriving ionospheric informatian as used in ground
based techniques.

Space based GNSS measurements on board Low Earth Orbiting EO)
satellites may essentially contribute to monitor the Geo-dasma. Thus, on the
one hand GNSS radio occultation measurements are capable wfonitoring the
vertical ionization of the ionosphere on global scale (e.g.Hajj and Romans,
1998; Jakowski et al., 2005). On the other hand, regular nagation data used
for satellite positioning can e ectively be utilized to monitor the threedimen-
sional electron density distribution of the topside ionosghere/plasmasphere
near the orbit plane (Heise et al., 2002). The e ectiveness foradio occulta-
tion measurements has been demonstrated by several satédlimissions such
as Microlab-1 with the GPS/MET experiment (Hajj and Romans, 1998),
CHAMP (Jakowski et al., 2005) and in particular by the Formosat /COS-
MIC mission in recent years (Rocken et al., 2000).
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Fig. 5.12. lllustration of GNSS radio occultation geometry for retrieving the vertical
electron density pro le of the ionosphere.

5.5.2.1 Radio occultation technique

The radio occultation technique enables the retrieval of tke vertical refrac-
tivity pro le of a planetary atmosphere. Measured is the change of ray path
bending, phase or signal strength of the radio wave while apjpaching the plan-
etary surface in the limb sounding geometry until it is completely occulted by
the planet. Thus, planetary atmospheres from Mars and Venusvere explored
by radio communication link occultations of spacecrafts seh as Mariner IV
(Kliore et al., 1967) and Venera 4, respectively. In the late1980s, when the oc-
cultation science possibilities of GPS were recognized, was proposed to apply
the radio occultation technique also to the Earths atmosphee sounding using
the L-band signals of the global positioning system GPS thatwas just estab-
lished (Yunck et al., 1988). To prove this concept, the GPS/MET experiment
onboard the Microlab 1 satellite mission, was launched in Apil 1994. The
results of the GPS/MET experiment have demonstrated that the GPS radio
occultation technique is a powerful tool for remote sensingf the Earth's neu-
tral atmosphere and ionosphere (e.g., Hajj and Romans, 1998More recently,
a full constellation of 6 LEO satellites (COSMIC/FORMOSAT- 3 mission)
was deployed bringing on board radio-occultation GPS receers among other
equipment (Rocken et al., 2000). The multi-satellite COSMIC/FORMOSAT-
3 mission can provide up to 2500 daily occultations whereas a single satellite
mission like Microlab 1 or CHAMP can provide about 200-400 masurements.
Indeed, FORMOSAT-3/COSMIC constellation provides a rather dense global
coverage of radio occultations.

The well-known scheme of radio occultation is shown in Fig. 82. The
refraction angle , between the ray path asymptotes can be derived from
the GNSS carrier phase measurements on board the LEO sateHli with high
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accuracy. Because the bending angle is principally less timaone degree, the
orbit data must be measured with high precision (centimeterrange) and clock

drifts have precisely to be removed. Introducing the impactor approaching

parameter a = n r that describes the refractive distance of the asymptotic
ray path from the center of the Earth, the refraction angle can be expressed
by the refraction index n via the integral equation

Z
oo dIn(n)
“rnZ a2 dr

()= 2a dr: (5.28)

ro
This integral equation can then be inverted by the Abel integal transform
providing the vertical pro le of the refractive index in ter ms of and a (cf.
Fjeldbo et al, 1971).

Thus, measuring the bending angle at the refractive distance a from the
satellite orbit height down to the bottom of the ionosphere, one can retrieve
the vertical refractivity pro le.

Taking into account Eqgs. (5.4) and (5.5), it becomes clear tlat the Abel
inversion described in Eq. (5.28) provides the vertical eletron density pro le
from the bottom ionosphere up to the satellite orbit height. In the lower atmo-
sphere the vertical refractive index pro le reveals the nedral gas temperature
in conjunction with the water vapor pro le.

Instead of measuring the small refractive angle, lonosphér Radio Occul-
tation (IRO) measurements can take advantage of the disperise nature of
the ionosphere. Thus, dierential GNSS carrier phases simly derived from
dual frequency GNSS measurements on board the LEO satellit¢Eq. 5.26)
can e ectively be used to retrieve the vertical electron dersity pro le (e.qg.,
Jakowski et al., 2002). When using a sampling rate of 1 Hz as icase of
CHAMP and other satellites, the height resolution is a few kiometers and can
be improved by taking into account ray path bending (Hoque ard Jakowski,
2010, 2011a) So the IRO measurements allow collecting enoous data sets
for ionospheric studies (Jakowski, 2005) and for developim and/or improving
models of ionospheric key parameters such as the peak densiNmF2 (e.g.,
Hoque and Jakowski, 2011 b) or the peak height of the F2 layer inF2 (e.g.,
Hoque and Jakowski (2012).

Typical electron density pro les obtained from the CHAMP IR O data base
are shown in Fig. 5.13 for years of high and low solar activityin 2002 (left
panel) and 2006 (right panel).

5.5.2.2 Topside measurements

Whereas the IRO retrieval technique can utilize non-calibited di erential car-
rier phase measurements (Jakowski et al., 2002), the tops@reconstruction
technique requires calibrated TEC data measured along the mmerous radio
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GPS radio occultation measurements onboard CHAMP
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Fig. 5.13. Superposed plots of vertical electron density gy les pro les retrieved from
GPS radio occultation measurements performed onboard CHAN® in2002 (left) and
2006 (right).

links between the GPS satellites and the navigation antennanboard the LEO
satellite. As a data sample from GPS measurements onboard CAMP shows,
the CHAMP-GPS satellite constellation, i.e. the data coverage changes perma-
nently. Usually the data are not homogeneously distributedas demonstrated
in Fig. 5.14. To overcome this problem, the reconstruction an be made via
data assimilation into a reliable background electron dengy model.

Depending on the data quality up to 4000 GPS radio links are asilable for
one revolution period. To simplify the reconstruction it is assumed that the
ionosphere does not signi cantly change during one revoldbn (93 minutes).
This is justi ed in most cases for large scale processes butat for medium and
small scale processes.

To assimilate the link related TEC data into an ionosphere/plasmasphere
model, a global three-dimensional voxel structure has beemonstructed by
Heise et al. (2002). The voxel structure has been initializé by the Param-
eterized lonospheric Model (Daniell et al., 1995). In the ftlowing an itera-
tive process is carried out that modi es the electron densiy inside the voxels
crossed by the CHAMP - GPS radio links to meet the link related TEC mea-
surements. This procedure resembles the well-known Multilicative Algebraic
Reconstruction Technique (MART).

Although the reconstruction will not be an absolute correct reproduction
of the real state of the topside ionosphere and plasmaspheréhe result is an
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Fig. 5.14. lllustration of the topside radio link distribut ion in the CHAMP orbit plane
to the visible GPS satellites during one satellite revolution (left panel). Reconstruction
of the electron density distribution of the topside ionosphere based on GPS data
received onboard CHAMP (right panel). The reconstruction is based on medians
obtained for 21:00 UT over 10 consecutive days in August 2005 Thus, the right
side shows the ionosphere/plasmasphere shortly after midght whereas the left side
images the plasma environment shortly after noon.

improved model output. Independent on data coverage the radt is always
stable and physically reasonable. The assimilation procesresults in a three-
dimensional electron density distribution near the CHAMP orbit plane as it
is seen in Fig. 5.14 (right panel). It becomes evident that tle global view on
the Earth's plasma environment enables studying magnetodlperic-ionospheric
coupling processes. Here, the compression of the plasmagph at the day-side
and the enlarged extension of the plasmasphere at the nigtdide are clearly
visible. Thus, it becomes evident that this type of space basd GPS measure-
ments can provide essential contributions to a space weathemonitoring of
the ionosphere and coupling processes with the Earth's magrosphere (see
Vasyliunas, 2009). General speaking, the three-dimensi@h reconstruction of
the electron density distribution of the full global ionosphere/plasmasphere
systems is a challenging task in upcoming years. The reconsiction will take
great bene t from ground and space based measurements counlgred in previ-
ous sections.
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5.6 Space weather monitoring of impacts on radio systems

Whereas the principles of di erent radio sounding techniques have been con-
sidered in previous sections, in this section we will demonsate the use of
GNSS signals for permanent ionospheric sounding which is aintegral part of
space weather monitoring (for further reading see also artiles in Heliophysics
books by Fuller Rowell and Schrijver, 2009, Vasyliunas, 208, Bastian, 2010,
Fuller-Rowell and Solomon, 2010, Solomon, 2010, Lean and V@ds, 2010).
The utilization of ground and space based GNSS signals is atictive because
of the rapidly growing number of ground and space based radidinks, the
robustness of measurements and their high accuracy. To ilktrate the broad
spectrum of scienti ¢ studies based on GNSS measurements fjcal observa-
tions for quite di erent studies have been selected in the flowing sections.

5.6.1 Direct solar radiation impact

Solar radiation bursts known as solar ares usually transmt electromagnetic
waves at a broad frequency spectrum from Gamma via X-rays dow to radio
waves. Sudden Increase of TEC (SITEC) is a typical space weher e ect
in the ionosphere caused by enhanced photoionization due teolar radiation
bursts at wavelengths below 130 nm. They were observed sinceany years.

Principally there is a close correlation between TEC and thesolar radiation.
Whereas photoionization acts immediately, the total ionization follows the
solar cycle and solar irradiation changes (see Lean and Wosd2010) with a
delay of 1-2 days (Jakowski et al., 1991).

During a SITEC event TEC may rapidly change up to 20 TECU or even
more. The strong impact could nicely be seen during the SITECcaused by
the solar are on 28 October 2003 (Garca-Rigo et al., 2007). Agig. 5.15
(bottom panel) shows, TECs jumps by several TECU within a few minutes and
therefore may seriously limit the accuracy and reliability of GNSS applications.
During this event the number of usable GPS measurements drgped down from
30 to 7 in the SWACI system. As shown by Afraimovich et al. (20@), the
response of the ionosphere to faint and bright solar ares ca be deduced from
global GPS network data. Global GNSS networks can be used to etect in
particular ares characterized by a strong EUV increase (eg., Garcia-Rigo et
al., 2007).

During solar ares besides energetic ionizing radiation ato radio waves cov-
ering a broad spectrum are emitted called radio bursts (Basan, 2010). On
December 6, 2006 the radio burst intensity at GPS frequencieat L1=1575.42
MHz and L2=1227.60 MHz was extremely high so that GPS measuments at
the sunlit side of the Earth were disturbed (Cerruti et al., 2006).
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Fig. 5.15. The strong solar are on 28 October 2003 at 11:05 UTcaused an enhance-
ment of the total solar irradiance by 267 ppm and a strong incease of TEC at all
GPS measurements over Europe (range error up to about 3.5 m).

5.6.2 Solar eclipse

A solar eclipse can be considered as an active large scale gi@a experiment in
the ionosphere (e.g., Baron and Hunsuker, 1973; Jakowski etl., 1983; Cohen,
1984). The photoionization is switched o and switched on acording to a
well-de ned obscuration function.

The obscuration function of the solar radiation during a sohbr eclipse is very
helpful for studying the interaction of spatial and temporal ionosphere/thermo-
sphere processes. The simultaneous attenuation of the sol&UV irradiation
and the thermosphere heating initiates a number of closely elated phenom-
ena in the ionosphere. It has been found that the plasma redisbution during
eclipses may essentially change not only the ionization lel but also the elec-
tron density pro le shape. Principally, it is expected that the relative depletion
of ionization is more signi cant in the bottom-side ionosphere, at around 200
km altitude, where the photoionization is strongest, and the recombination is
still signi cant. Observations made during the annular solar eclipse on 3rd
October 2005 (Jakowski et al., 2008) indicated a change of th pro le shape
in the equivalent slab thickness derived from vertical sounding and TEC
measurements according to = TEC=NmF 2. The computations revealed an
increase of the equivalent slab thickness of about 30-40 kmreund the maxi-
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Solar eclipse on 11 August 1999
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Fig. 5.16. lonospheric depletion of the total ionization ofthe ionosphere (TEC) in
the zone of totality at 15 E; 45 N during the solar eclipse on 11 August 1999 in
comparison with the corresponding monthly median TEC.

mum eclipse phase. Whereas the total plasma depletion duripthe eclipse on
11 August 1999 (Fig. 5.16) reached 40% (25 30 TECU), the depletion was
about 30% on 3rd October 2005 (15 20 TECU). This is in agreement with

TEC observations reported earlier (Tsai and Liu, 1999; Raskd et al., 2006).

The supersonic motion of the Moons cool shadow through the abhosphere can
generate atmospheric gravity waves that propagate upward ad are detectable
as traveling ionospheric disturbances at ionospheric helgs. The generation
of such waves on 3rd October 2005 was indicated by ionosondeta but could

not be con rmed by TEC data (Jakowski et al., 2008 ).

5.6.3 Particle precipitation

Instead of electromagnetic radiation also particle radiaton of solar origin may
increase the ionospheric ionization level (see Fuller-Ro#l and Solomon, 2010).
This e ect is measurable by ground and space based dual freguncy GNSS
measurements. In this section only space based IRO retriel® from CHAMP

and Formosat-3/COSMIC satellites are considered to identfy particle precipi-

tation events. Because particle precipitation of magnetopheric origin usually
causes additional ionization in the auroral zone at E-layerheights, numer-
ous IRO data sets of CHAMP and Formosat-3/COSMIC data sets have been
screened to select those pro les which indicate higher iomation at E-layer

heights than at F2 layer heights (Mayer and Jakowski, 2009). The E-layer
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Fig. 5.17. Electron density pro le retrieved from CHAMP IRO measurements on 29
October 2003 at high latitudes illustrating the E-layer dominated ionosphere (ELDI)
(left panel) established during the Halloween storm. Ellipse t to the distribution of
Formosat-3/COSMIC pro les of Jan/Feb 2007 satisfying the ELDI condition (right
panel). The yellow stars mark the focal points of the ellipse the black star marks the
center point of the circle t.

dominated ionosphere (ELDI) is a clear indication of partide precipitation

during space weather events. Thus, data from CHAMP collectd since 2002
and from Formosat-3/COSMIC collected since 2006 were usedot study the

local-time and the solar cycle dependence of the observed Ilgyer enhance-
ments. As shown in Fig. 5.17, selected ELDI pro les (left parel) are well
distributed around the auroral zone (right panel) which has been described by
an ellipse formula (Mayer and Jakowski, 2009).

During ionospheric storms the particle precipitation is esentially enhanced,
often associated with fascinating polar lights. The enhaned irregular electron
density distribution in the aurora zone may directly cause dsruptions of GNSS
measurements and services like EGNOS at high latitudes (e.gJakowski et
al.,, 2012). Thus, for instance, the performance of the Norwgian geodetic
network degraded due to distortions of numerous ground stabns even during
the moderate storm on 10/11 March 2011.
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Fig. 5.18. Formation of the tongue of ionization in TEC on 22 June 2002 moving the
plasma across the North Pole. Measurements have been dertvdrom ground based
GPS measurements of the IGS station network in DLR (Jakowskiet al., 2011b).

5.6.4 Large scale e ects - ionospheric storms

During severe space weather events enhanced solar wind eggrcouples into
the ionosphere thus generating large perturbations in the gh-latitude iono-
sphere and thermosphere. These perturbations are charadieed by signi cant
plasma density, composition and temperature variations aswell as transport
processes directed primarily towards lower latitudes (e.g Pmlss, 1995; Fuller-
Rowell and Solomon, 2010).

Ground and space based GNSS measurements are well suited toonitor
these perturbations (e.g., Foerster and Jakowski, 2000) awill be shown in this
section. Thus the storm driven convection electric eld from magnetosphere
(see Vasyliunas, 2009) may move the ionospheric plasma a@® the pole via
E B drift from the dayside to the night side thus forming a tongue of
ionization in TEC as illustrated in Fig. 5.18 for the moderate storm on 22 June
2002. A severe ionospheric storm was globally observed end ©ctober 2003,
called Halloween storm. The storm was initiated by a huge s@r are of class
X17 on 28 October followed by two severe coronal mass ejectis (CMES) on
subsequent days. Whereas there was an immediate TEC respansn the are
(cf. Fig. 5.15) by more than 10 TECU, persistent large scale prturbations
were observed later when the CMEs reached the Earth on 29 and030ctober
2003. This storm has demonstrated the reality of ionosphed threats when
WAAS over the US failed for several hours (Komjathy et al., 204). Over the
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Fig. 5.19. Percentage deviations of TEC over US from corresgnding monthly me-
dians on 29 October 2003 at 22:00UT (left panel). Topside remnstruction of the
electron density distribution in the CHAMP orbit plane for 2 9 October 2003 around
20:10 UT (right panel).

US absolute TEC values of the order of 250 TECU and deviationdrom the
monthly mean of about 500% were observed (cf. Fig. 5.19). Seve ionization
fronts as seen here are often generated in the course of spageather initiated
ionospheric storms (Ho et al., 1996, Jakowski et al., 1999)A moving ionization
front may cause hazardous misleading information (HMI) in aground based
augmentation system at an airport (Luo et al, 2003, Mayer et 4., 2009).
Consequently, the high safety standards in aviation requie the development
of ionospheric threat models which are speci ¢ for Europe oiNorth America.

Anomalies have been detected at this storm also in space bad&NSS mea-
surements as Fig.5.20 shows. The strong plasma enhancemestiserved over
US is also indicated in the plasmasphere in particular at thesouthern hemi-
sphere around 125W a little bit outside the center as shown in Fig. 5.19.

Corresponding electron density pro les derived from CHAMP IRO are sum-
marized over October 29, 2003 in latitudinal zones along 1% meridian and
compared with corresponding average values as shown in Fig.20. At the
European sector we notice a strong enhancement of the elecin density from
about 30 up to 70 N latitude whereas the crest region around 20N indicates
a reduced electron density. It seems that a storm-driven stong E B drift
caused a severe plasma transport perpendicular to the magtie eld lines,
moving northward and upward.

It is worth noting that ground and space based GNSS measurenms pro-
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Fig. 5.20. IRO retrieved electron density proles for 15 E longitude and di erent
latitude zones on October 29, 2003 (red line). Comparison is1ade with corresponding
median pro les, number N of pro les used for calculation is gven.

vide valuable insight into ionospheric processes from a dierent point of view
and therefore the observation results complete each otherotget a better un-
derstanding of ionospheric processes.

Improving our understanding of ionospheric perturbationsin their complex-
ity may help developing proper mitigation techniques and faecast tools for
practical applications such as satellite navigation.

lonospheric storms degrade GNSS systems in di erent ways. drge and
localized deviations of TEC from average behavior as mentioed above cause
problems in SBAS such as WAAS and EGNOS due to mismodeling, g.,
underestimating the GIVE and related gradients in these networks as reported
by Skone and Coster (2008) after analyzing storms in Octobeand November
2003. During the Halloween storms on 29 and 30 October 2003 WAS was
unreliable during a 15-hours and 11-hours period, respeactely.

EGNOS, which entered into operation for Safety of Life in March 2011, was
impacted even by the moderate storm on 24/25 October 2011 (Jsobsen and
Schaefer, 2012). The Norwegian real-time kinematic (RTK) retwork CPOS
became unavailable at certain regions up to more than 90% dimg this storm.
According to the NOAA space weather scales this was a moderatG3 storm.
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Because about 200 storms of this strength can be expected dag one solar
cycle, network operators and users should be prepared for sh events.

Di erential GNSS techniques (DGNSS/RTK) rely on at least on e reference
station at well-known location. Ranging errors including dock, orbit and
propagation errors can be estimated by comparing the compwd and the
known location. The residuals are broadcasted to the mobilaiser assuming
that the same correction is required there. This assumptionis justi ed if the
user is located close to the reference receiver site. Howeyat some distance
from the reference site the user measures errors which depeion the spatial
gradient of the ionospheric delay (TEC) and the distance fran the reference
site. Under solar storm condition on 20 November 2003, horiantal gradients
of TEC of up to 300 ppm (mm/km) were observed at mid-latitudes which
would result in a zenith ionospheric error of 6 m at 20 km distance from the
reference site (Powell and Walter, 2010).

5.6.5 Medium scale e ects - Travelling lonospheric Disturb ances

As known from GPS studies, precise and Safety of Life applidions of GNSS
are not only sensitive to ionospheric gradients but also to \avelike phenomena
well-known as Traveling lonospheric Disturbances (TIDs). Medium scale TIDs
(MSTIDs) are ionospheric signatures of atmospheric waveswith amplitudes
of a few TECU at solar cycle maximum conditions. Their propagation velocity
ranges from about 50 to 300 m/s (e.g., Hernandez-Pajares etl.a2006).Typical
periods range from several minutes to about one hour.

The physical origin of MSTIDs is not well known yet. There are several
options how the neutral atmosphere could generate MSTIDs, g., due to the
perturbed atmosphere during storms, atmospheric turbulermes or perturba-
tions initiated by the solar terminator.

It is worth notice that the performance of geodetic techniques such as precise
GNSS navigation and VLBI can degrade in the presence of MSTIB in par-
ticular in winter when the occurrence probability is high. On the other hand,
GNSS technique allows studying and modeling main featuresfMSTIDs (e.g.,
Hernndez-Pajares et al., 2012). Fig. 5.21 shows an examplé BIDs associated
with a moderate storm on 24 August 2005 (Borries et al., 20095aito et al.,
1998). To characterize the propagation of such wave eventghe TID ampli-
tude may be traced in a Time-Latitude-Plot. So the southward propagation
of the TIDs is immediately visible.

Because RTK systems primarily use carrier phase measuremenfor posi-
tioning, their errors are typically at the cm level providin g that the correct
integer number N of carrier phases in the observation equation (cf. Eq. 5.23)
has been determined. The process to nd the correct integer mmbers N is
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Fig. 5.21. Time-latitude plot of TEC perturbations for the 2 4 August 2005 around
15 E at daytime (Borries et al., 2009).

referred to as Ambiguity Resolution (AR). Whereas under quiet space weather
conditions the search of the right integer number is usuallysuccessfully, the
probability of a successful AR determination has been showro drop to 78%
during severe ionospheric storms (Wielgosz et al., 2005).

Besides large scale perturbations as discussed in the preus section, also
medium scale TIDs may impact RTK systems. As shown by Lejeuneet al.
(2012), ionospheric positioning error during the occurremge of MSTIDs can
reach about 25 cm for a 25 km baseline.

Because ionospheric large and medium scale perturbationsrex generated
predominantly at high latitudes, GNSS applications are impacted in particular
at high latitudes. Measurements of ionospheric disturbanes and positioning
network performance during geomagnetic activity in Norway have shown that
the Northern part of the network is frequently disturbed, even during minor
space weather events (e.g., Jacobsen and Schaefer, 2012).

5.6.6 Small scale irregularities - scintillations

Due to severe space weather impact on L-band signals of GNS8emendous
international e orts are under way to measure and model ion@pheric irregu-
larities and resulting scintillation e ects at radio signals. GNSS measurements
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Fig. 5.22. Scintillation measurements in Kiruna, Sweden (8.8 N; 20.4 E) on March
7, 2012 (upper panels). Whereas the phase noise activity irek (left) indicates
enhancement due to an ionospheric storm, the signal strengtindex S, (right) does
not show remarkable activity at this high latitude station ( actual information at
http://www.swaciweb.dIr.de). Probability statistics fo r exceeding a selected cut-o
value of the scintillation index S, in Kiruna under low solar activity conditions in the
years 2006 and 2007 (lower panel).

essentially help to collect representative data sets for anprehensive theoret-
ical and empirical data analysis. Whereas the US Airforce isestablishing
the low latitude SCINDA (SCINtillation and Decision Aid) gr ound station
network (Carrano and Groves, 2006), the European Space Agey (ESA) is
supporting the global deployment of scintillation receives within the PRIS
and MONITOR projects (Beniguel et al., 2009, Prieto-Cerdera and Beniguel,
2011).

Based on a better understanding of the physics of the ionosmric plasma,
forecast tools shall be developed to forecast onset of scildation activity three
to six hours in advance. A rst step in this direction was the launch of the
Communication / Navigation Outage Forecast System (C/NOFS) satellite of
the US Air Force Research Lab in 2008 (De La Beaujardire et a).2004). The
estimation of the scintillation probability up to several h ours in advance is an
important issue to enhance the reliability of GNSS.



136 Radio waves for communication and ionospheric probing

Fig. 5.23. S, scintillation measurements at Bahir Dar, Ethiopia (11.6 N; 37.4 E) on
11 April 2012 made on all available satellites (color markejl Onset of enhanced
activity starts after sunset.

Because current GNSS such as GPS, GLONASS or Galileo operate the
L-band around 1.2 - 1.5 GHz, ionospheric scintillations hae a strong impact
on the functionality of these systems we rely on in our daily ife. Long-term
studies on scintillations have shown a strong dependence osolar activity
and geophysical conditions such as location, season and daye. As already
pointed out in section 5.4.1.2, scintillations can primary be observed at high
and low latitudes where they are generated by di erent phystal processes.
Scintillation e ects observed at a high latitude station are shown in Fig. 5.22.

The observation results shown in Fig. 5.22 indicating that thase scintilla-
tions are much more pronounced than signal strength uctuations, are typical
for high latitudes.

This indicates a predominance of refractive index uctuations n versus
di raction or scattering e ects at high latitudes. The latt er appear primar-
ily at low latitudes in the evening hours after sunset as consglered in sec-
tion 5.4.1.2. Such a behavior is con rmed in Fig. 5.23 wherea@ntillation mea-
surements from Bahir Dar /Ethiopia are presented. At the low latitude station
at the Bahir Dar University a strong enhancement of signal stength uctu-
ations is observed immediately after sunset probably reladd to the Rayleigh
plasma instability. The enhanced S4 activity lasts typically a few hours un-



5.6 Space weather monitoring of impacts on radio systems 137

Fig. 5.24. S, scintillation map generated by the GISM model for January 11 2002, at
00:30 UT, solar radio ux F10.7=150, background electron desity model: NeQuick
(left panel) compared with a more realistic map generated byassimilating measured
scintillation data into the GISM background model (right pa nel).

til midnight. Besides the scintillation strength or fading depth (more than a
factor of 10 in amplitude at severe events possible in L-bandthe occurrence
probability is of major interest in GNSS measurement practce. To give an
example, the occurrence probabilities ofS, values which are higher than the
cut-o value at x-axis are shown in Fig. 5.22. for the low sola activity years
2006/07 at the high latitude station Kiruna. Hereafter, the probability to
observe severe impacts withS; 0.6 under low solar activity conditions at
Kiruna is of the order of less than 10 . In practical applications single station
information is helpful but usually not su cient. So it would be quiet useful to
have regional or global scintillation maps available whichprovide scintillation
information over a selected area at a given time under spect geophysical as
well as space weather conditions.

Such maps can principally be generated by scintillation moeéls such as the
WBMOD (Secan et al., 1997) and GISM (Beniguel and Hamel, 201} after
feeding them with required input parameters, e. g. concermg the ionization
level and solar activity.

A regional S, scintillation map computed for speci ¢ geophysical and scér
activity conditions from GISM is shown in Fig. 5.24 (left panel). To improve
the empirical and climatology model of S4 activity, observation data can be
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merged to the model. Because ionospheric models provide mlatologic in-
formation, actual measurements may considerably deviaterbm the model.
When constructing the scintillation maps, the correction is provided by the
measurements. The more measurements are available, the ligr is the spatial
resolution of the maps. Fig. 5.24 shows the result for a largeraa (Brazil).
Data from the following 6 stations have been provided by INPEBrazil for Jan-
uary 10-18, 2002: Manaus, Sao Lus, Cuiala, Sao Joe doCampos, Cachoeira
Paulista, Sa0 Martinho da Serra. Assimilating these actud scintillation data
into the GISM model, the resulting scintillation map is adapted to the real
conditions. The assimilation procedure is the same as useaf routinely gen-
erating TEC maps in DLR as shown already in Fig. 5.11 (Jakowsk et al.,
2011b).

Although ionospheric scintillations are due to small scaleirregularities it is
believed that the medium scale mapping re ects medium to lage scale geo-
physical conditions that support the generation or maintenance of small scale
irregularities in the mapping area. It is believed that the data assisted map
gives more realistic information on the scintillation activity over the selected
area at a concrete time. This may help users at sites where pctically no
measurements of scintillation activity are available.

Radio scintillations due to small scale ionospheric irreglarities impact in
particular the availability of GNSS signals, e.g., for postioning, navigation
and time transfer (PNT) services.

Today many technologies rely on GPS timing signals, mobile hone oper-
ations, banking, the internet and even the control of power gids. Hence,
any signal failure could cause serious problems in complexrfrastructures. As
already discussed, GNSS signals are vulnerable to space weer events and re-
lated ionospheric processes. If the required accuracy ofrtiing is about 100 ns
or less, ionospheric delay is not crucial in a dual frequencgystem. However,
severe scintillations may cause loss of lock of GNSS signds.g., Kintner and
Ledvina, 2005) thus reducing the availability of GNSS servtes. Whereas in
SBAS systems extrem horizontal gradients of TEC are more dagerous than
availability problems due to loss of lock, GNSS based time ggices rely on
the availability and continuity of the GNSS signals. A loss d GNSS signals
would disrupt a timing service with unpredictable consequ@éces in a complex
infrastructure.

5.7 Conclusions

It has been shown that there is a strong relationship betweenonosphere and
radio wave propagation. The initial utilization of radio wa ves for telecommu-
nication was closely related to the discovery of the ionospbre. Systematic
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studies of radio wave propagation have shown that the ionodperic behavior
impacts or even enables radio wave propagation in many appations. On the
other hand, radio waves are the most e ective tool to probe tte plasma of the
global ionosphere with high accuracy and resolution in neareal time. Both
aspects have been discussed in particular for L-band sigreblsed in the Global
Navigation Satellite Systems such as GPS, GLONASS and Gakllo. It has been
shown that various types of ionospheric impact on radio wavepropagation
may degrade the performance of di erent user segments and syems. Ground
and space based transionospheric GNSS measurements esgalyt contribute
to monitor, model, understand and forecast the ionosphericdbehavior and to
quantify the vulnerability of radio systems utilized in tel ecommunication, nav-
igation and remote sensing. The permanent upgrading of GNS§round sta-
tion networks and the launch of new satellite missions like ©SMIC-II will
further contribute to the three dimensional modeling of the electron density
distribution and forecast in near real time in the upcoming years. These ca-
pabilities will help to determine the full spectrum of spaceweather threats for
the modern society and to develop adequate mitigation techigues.
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